XV. DEPARTMENT OF DEFENSE

The Department of Defense is the nation’s primary consumer of
intelligence information. It controls nearly 90 percent of the nation’s
spending on intelligence programs, and most technical collection sys-
tems are developed, targeted, and opetated by DOD personnel. The
sheer size and complexity of the Defense intelligence establishment
make it difficult to comprehend the problems and issues which con-
front policymakers and intelligence managers. Overall security needs
and bureaucratic interests, as well as differing intelligence needs, fur-
ther complicate the quest for solutions to the community’s substan-
tive problems and impede efforts aimed at implementing management
reform.

This section of the report summarizes the Committee’s investiga-
tion into the intelligence activities of the Department of Defense.
It is limited in content to information that can be released publicly.
Although many significant factual details about the national intelli-
gence apparatus are thus not included, the Committee does not believe
that such omissions seriously detract from a clear presentation of the
central findings of its work.

The Committee focused on national intelligence activities, i.e., those
which produce information primarily of interest to national decision-
makers. Tactical intelligence activities, which are organic to or in
direct support of operational units, received less attention. This area
could not be ignored, however, because new collection and processing
technology has significantly affected the relationship between the na-
tional intelligence systems and the operational commands.

After an initial review of the entire defense intelligence program,
based on documents, briefings, and studies provided by the executive
branch, the Committee investigated the following issues of particular
interest :

—The resource management and organizational dimensions
of the Defense national intelligence community.

—The role of the Defense Intelligence Agency in relation to
the CIA and intelligence functions of the military depart-
ments.

—The monitoring and reporting activities of the National
Security Agency.

—Military counterintelligence and investigative activities of
the Department of Defense.

—The chemical and biological research of the Department
of Defense as it relates to intelligence missions.

The investigation revealed abuses of authoritv in all these subject
areas, some of which were alreadv known to the intelligence com-
munity, Congress, or the public. After a brief review of the relation
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of intelligence to the major objectives of U.S. military forces, and
the history and evolution of intelligence organizations, this report
addresses these specific Defense intelligence issues in turn. The con-
cluding section assesses the future requirements for Defense intelli-
gence, particularly as they are affected by technological developments.

A, OBJECTIVES AND ORGANIZATION OF THE DEFENSE INTELLIGENCE
CoMMUNITY

The mission of the Department of Defense intelligence apparatus
is to provide the defense establishment with accurate and timely in-
formation on the military capabilities or political intents of foreign
states to assure that U.S. polll)cyma,kers are forewarned of, and U.S.
military forces prepared for, any event which threatens the national
security. .

There are several important consumers of Defense intelligence.
National security policymakers are interested in three areas of national
importance: crisis management, which calls for not only advance
warning of possible military, economic, or political disruption, but
also continued, detailed tracing of developments once they are under-
way; long-range trends in foreign military, economic, and scientific
capabilities, and political attitudes which might warrant a major
U.S. response; and the monitoring or verification of specific inter-
national agreements which are either in force, such as the SALT
agreement or the Middle East ceasefire, or contemplated, such as
Mutual and Balanced Force Reductions talks in Europe.

Defense planners, responsible for designing the structure of U.S.
military forces, constitute a second important group of intelligence
consumers. Although their interests are less far-ranging than those of
the policymakers, their demands for insights into the capabilities of
opposing military forces are generally phrased in broader terms than
other DOD intelligence consumers, 1f only because the macroscopic
analysis which supports major force structure decisions is seldom
sensitive to detailed intelligence inputs.

In contrast to the estimative character of the intelligence products
most required by policymakers and defense planners, two other con-
sumer groups, t{le developers of weapon systems and the operating
field forces, have greater interest in detailed, factual information.
Satisfaction of these demands is generally more a matter of col-
lection and compilation than analysis and inference. The major
distinction between the two groups lies in their subject interests.
The weapon systems developers emphasize scientific and technical
detail regarding the operating characteristics and performance

arameters of foreign weapon systems (knowledge of which can
useful in optimizing the design of U.S. systems). The military
field commands emphasize “order of battle” data, or the unit identities
and the strength, equipage, and disposition of opposing field forces.

The sequence of operations in meeting the intelligence demands of
these disparate groups of consumers involves three %gr, in the case of
signals intelligence, four) basic steps: (1) collection—the gather-
ing of potentially relevant data; (2) production—the translation of
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these data into finished intelligence products through screening,
analysis, and drawing of inferences; and (3) dissemination—delivery
of the finished products to the right consumers at the right time.
If the collected data are in the form of electronic signals, another
step, “processing,” between the first and the second, 1s required to
refine the raw signals before they are submitted for human evaluation
during the production phase. .

A brief review of the major objectives of U.S. military forces may
help to place the intelligence contribution in perspective.

1. Objectives of U.S. Military Forces

The paramount objective of U.S. forces is to deter nuclear attacks
upon the United States and its allies by maintaining an unambiguous
capability to inflict massive damage on the attacker, even after absorb-
ing a first strike by the aggressor’s nuclear forces. The defense intel-
ligence community supports this objective by monitoring the technical
developments and force deployments of potential enemies, especially
those which might attempt to gain the capability for a disarming first
strike. U.S. technical collection systems are able to alert leaders to an
imminent attack by detecting movement or changes in the status of the
Soviet Union’s strategic forces. Thus warned, the United States can
counter and react to such changes. This so-called strategic warning
may be essential to the survival of some components of the U.S. retalia-
tory force.

Tactical warning, based on indications that a nuclear attack has
actually commenced, is the primary responsibility of the alert and
warning networks of the operational military commands. Although
U.S. intelligence collection systems are not designed specifically to
provide such warning, they have some inherent ability to do so.
It is generally agreed that no measures would prevent a nuclear
exchange from devastating all the participants; thus, relatively
little attention has been devoted to developing intelligence systems
designed to improve the outcome of an all-out nuclear war for the
United States or its allies.

The second purpose of U.S. forces is to deter conventional (i.e., non-
nuclear) military attacks on its allies. Although U.S. nuclear forces,
both strategic and theater, contribute to this objective by introducing
the threat of escalation into a potential aggressor’s calculation, the
general purpose forces (land combat, naval, and tactical air) of the
United States and its allies are considered the prime deterrent to con-
ventional military attack. Planning for the general purpose forces
focuses on being able to defend Western Europe, while at the same
time being able to conduct a lesser war in the Pacific theater. Again
intelligence plays an important role in following the technical and
force-level changes of potential enemies, and in predicting future
trends. Current intelligence is also relied upon to provide adequate
warning of the massive redeployment of men and materiel that would
precede a conventional attack.

In the event of war, it will be critical to adapt the missions of
the national intelligence-gathering systems to the needs of opera-
tional commanders. The planning for such contingencies poses a major
challenge for leaders of the defense intelligence community. '
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The ongoing arms limitations negotiations on strategic and
theater forces in Europe are guided by the principle of rough equality
between opposing capabilities. Asymmetries in such factors as geog-
raphy, technology, and manpower must be accommodated so that both
sides believe there is an overall balance. Intelligence systems play a
critical part in monitoring this balance since they are the only reliable
means available for verifying the status of forces of potential adver-
saries. In fact, advances in technical intelligence collection systems
have made the current arms limitation agreements feasible. Establish-
ing compliance with the strategic arms agreements in force, as well as
providing assistance in current negotiations, is now among the most
vital missions of the national intelligence apparatus.

The technical capabilities of U.S. intelligence systems are prob-
ably now adequate to meet the demands of present agreements. Whether
they can meet the needs of future agreements 1s unclear and de-
pendent upon the specific terms negotiated. Some of the proposals
advanced in connection with the Vladivostok Agreement and the
Mutual and Balanced Force Reduction (MBFR) talks would test
the abilities of current or envisioned intelligence systems to detect
or verify with high confidence. Three of the most difficult enforce-
ment areas which could arise under future agreements and which
pose major problems for the intelligence community are:

—MIRY missiles which are concealed in silos or submarines;
—Cruise missiles whose launchers are easily concealed in
bombers and submarines, and which may carry either conven-
tional or nuclear warheads;

—Mobile forces and weapons (particularly nuclear systems)
in Europe which can be transferred quickly to and from the
theater, and are also readily concealed.

2. Evolution of Defense Intelligence Organizations

The complexities of modern defense have burdened the intelligence
community with issues and responsibilities which could hardly have
been anticipated when the United States emerged as the world’s fore-
most military power three decades ago. In endeavoring to fill its ex-
panding role in support of the nation’s security interests, the defense
intelligence apparatus has undergone periodic reorganization, gen-
erally leading toward more centralized management control. The
desire to make the defense intelligence community more responsive
to the needs of policymakers has motivated this trend.

At present, the most likely near-term prognosis is for a continua-
tion of the general peace, interrupted at times by regional conflict and
crisis, but not erupting into a major war or likely to involve direct
U.S. military participation. The problem has been that in order to
avert the big war, the U.S. has had to project a credible appearance of
being able to win it, or, at least, not lose it decisivelv. This means
it could not permit its war-fighting capacity, for which the military
services hold the final responsibility, to erode unilaterally. Since the
defense intelligence apparatus is a major contributor to that capacity,
and since most of the important intellipence assets are operated by the
armed forces, it is not surprising that the services have resisted efforts
to channel these resources in different directions,
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The existing organization of the defense intelligence community
will be discussed in the following section. It is important to appreciate
that it was not designed expressly to serve today’s intelligence re-
quirements or to manage today’s intelligence functions. Rather, it
should be perceived as basically a service to the military, adjusted
through several decades of institutional compromise.

3. Early Beginnings

The first traces of U.S. military intelligence activities appeared in
the Revolutionary War, when General George Washington, as com-
mander of the colonial Army, recruited and trained a corps of intel-
ligence agents to report on British activities. This effort, which in-
cluded the use of codes, secret ink, and disguises, was short-lived,
and the agents were mustered out of service with the rest of the
Continental Army. Following Washington’s precedent, commanders
of U.S. military forces in later conflicts created ad hoc intelligence
units on their own authority to serve their individual needs. Andrew
Jackson had an intelligence operation in the War of 1812, and Win-
field Scott had an intelligence unit in his command in the Mexican
War. A number of the military commanders in the Civil War
organized their own intelligence networks, and two autonomous
organizations, both named the United States Secret Service, engaged
in intelligence activities for the Union, although neither had any legal
authority to operate.

In 1882, the Secretary of the Navy established an Office of Naval
Intelligence to collect and record “such naval information as may
be useful to the department in the time of war, as well as in peace.”*
This office developed a naval attache system to overtly collect informa-
tion on foreign naval activities. It initiated a series of publications
summarizing the information it had collected to keep the Navy abreast
of foreign naval developments, and specifically provided the Naval
War Board with information during the Spanish-American War.

The first comparable Army unit was the Military Intelligence Di-
vision of the Office of Adjutant General, established in 1885 to gather
information on foreign armies. It, too, was active during the Spanish-
American War, but by the outbreak of World War T the entire Di-
vision had shrunk to two officers and two clerks.

Both the Armyv and Navy greatly expanded their intelligence com-
plements durino World War 1. The Army alone had more than 300
officers and 1,000 civilians engaged in intelligence work. In 1917,
a War Department Cipher Burean was created by administrative di-
rective. This unit, sometimes referred to as the “American Black
Chamber,” solved more than 45.000 crvptograms (including one from
the Sundav Times) and broke the codes of more than twentv nations.
It was dissolved at the specific direction of Secretary of State Henry
L. Stimson in 1929. who reportedly said: “Gentlemen do not read each
other’s mail.” 2 This and similar measnres left the service intelligence
arms poorly prepared for World War I1. '

*A. P. Niback, The Hictory and Aime< of the Office of Naval Intelligence,
Division of Operations, United States Navy Department (Washington, D.C.:
U.S. Government Printing Office, 1920).

*Herbert O. Yardley, The American Black Chamber (Indianapolis: Bobbs-
Merrill, 1931), pp. 332, 348.
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One of the first steps taken by President Roosevelt in the aftermath
of Pear]l Harbor was to order the creation of the Office of Strategic
Services (OSS) in June 1942 under the direction of General William
Donovan. During World War II, OSS, together with the Army and
Navy intelligence organizations, was coordinated by the Joint Intelli-
gence Committee of the Joint Chiefs of Staff.

A list of the functions of the principal OSS branches demonstrates
the scope of its activity. The Research and Analysis section produced
economic, military, social, and political studies, and estimates for stra-
tegic areas from Europe to the Far East; the Secret Intelligence group
gathered information from within neutral and enemy territory; Spe-
cial Operations conducted sabotage and worked with the various re-
sistance groups; Counterespionage protected United States and al-
lied intelligence operations; Morale Operations created and spread
“black propaganda”; Operational Groups trained, supplied, and some-
times led guerrilla groups in enemy territory; the Maritime Unit con-
ducted marine sabotage; and Schools and Training was in charge of
the overall training and assessment of personnel, both in the United
States and abroad. In addition, OSS was directed to plan and con-
duct such “special services as may be directed by the United States
Joint Chiefs of Staff.” Only Latin America, the FBT's bailiwick, and
the Pacific Theater, General MacArthur’s, were outside the OSS
sphere of operations.

Jurisdiction over subjects of tactical military interest, such as order
of battle data and enemy weaponry estimates, was left with the
traditional service arms. OSS also did not prevail completely over
other intelligence operations of the services, which achieved a number
of notable wartime successes. Army Intelligence, for example, cap-
tured a high-level Nazi planning group in North Africa, obtained a
map of all enemy minefields in Sicily, and captured the entire Japa-
nese secret police force on Okinawa. Naval Intelligence, soon after
United States’ entry into the war, deduced the impending appearance
of German guided missiles, such as the HS 293, the V-bombs, and
homing torpedoes.

After World War I1, President Truman issued an Executive Order
abolishing the OSS on September 20, 1945. The Department of War
absorbed some of its functions, such as the work of its Secret Intelli-
gence group and of its Counterespionage program. The State Depart-
ment assumed others.

The demise of the OSS did not, however, end the concept of a
central intelligence organization. On January 22, 1946, President
Truman established a National Intelligence Authority to advise him,
and created a Central Intelligence Group to assist the NIA in coordi-
nating national intelligence matters. These two organizations evolved,
through the National Security Act of 1947, into the National Security
Council and Central Intelligence Agency.

The rapid demobilization of the armed forces after the war, the crea-
tion of the first peacetime central intelligence organization, and Presi-
dent Truman’s conviction that the military must be subordinated to
civilian control were all factors which seemed to portend a diminished
role for the armed forces within the post-war intelligence community.
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The National Security Act of 1947, which created the CIA and NSC,
also strengthened civilian authority over military services by drawing
the War and Navy Departments together under a single Secretary of
Defense. The new Secretary was given authority over all facets of) the
administration of the defense establishment. The identities of the
Army and the Navy were preserved, however, under separate civilian
secretaries who now reported to the Secretary of Defense rather than
directly to the President. At the same time, the air elements of the
Army were reformed under a new Department of the Air Force, with
the same status as the two older service departments.

The broad powers granted the Secretary of Defense permit him
to effect major organizational changes within the Defense Department
by the simple expedient of issuing a directive. The Defense Intelligence
Agency was created by such a directive in 1961. The Eisenhower
administration had concluded in the late 1950s that a consolidation
of the services’ general (defined rather awkwardly as all non-SIGINT,
nonoverhead, nonorganic intelligence activities) was needed, an idea
which the Secretary of Defense in the new Kennedy administration,
Robert F. McNamara, quickly endorsed.

The Joint Chiefs of Staff and Secretary McNamara disagreed on
the form the new agency should take. The JCS were concerned with
preserving the responsiveness of the service efforts to the military’s
tactical intelligence requirements. They therefore wanted a joint
Military Intelligence Agency subordinate to them, within which the
independence of the several military components, and hence their
sensitivity to the needs of the parent service, would be retained.®
McNamara wanted a much stronger bond. He was determined to
utilize better the service assets to support policymakers and force
structure planners, and to achieve management economies.

The Defense Intelligence Agency which emerged was a compromise.
It reports to the Secretary of Defense, but does so through the JCS.
The Joint Staff Director for Intelligence (the J-2) was abolished
and replaced by the Director of the new DIA. The functions of the
Office of Special Operations—the small intelligence arm of the Office
of the Secretary of Defense (OSD)—were absorbed by DIA.* There
has been continuing controversy among the services due to their
reluctance to cede responsibilities to DIA because they feared down-
grading wartime combat capabilities. Moreover, the OSD level of the
Defense Department has pressed continuously for greater centraliza-
tion; both of these controversies have hampered DIA throughout its
existence.

Unlike the DIA, the National Security Agency (NSA) is a presi-
dential creation. Established in response to a Top Secret directive

I Memoranda, from Secretary of Defense Robert McNamara to Chief, Joint
Chiefs of Staff, Lyman Lemnitzer, 2/8/61 ; from Lemnitzer to McNamara, 3/2/61;
from McNamara to Lemnitzer, 4/3/61; from Lemnitzer to McNamara, 4/13/61.

* Memorandum from Deputy Secretary of Defense Roswell Gilpatric to Secre-
taries of the Military Departments; Director of Defense Research and Engineer-
ing ; Chief; Joint Chiefs of Staff ; Assistant Secretaries of Defense ; General Coun-
sel: Special Assistant; and Assistants to the Secretary, 7/5/61; DOD Directive
5105.21, 8/1/61.
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issued by President Truman in October 1952, NSA assumed the respon-
sibilities of its predecessor, the Armed Forces Security Agency
(AFSA), which had been created after World War II to integrate
the national cryptologic effort. NSA was established as a separate
agency within DOD reporting directly to the Secretary of Defense.
In addition, it was granted SIGINT operational control over the three
Service Cryptologic (collection) Agencies (SCAs): the Army Se-
curity Agency, Naval Security Group Command, and Air Force
Security Service. Under this arrangement NSA encountered many of
the same jurisdictional difficu'ties which were to plague DIA. In an
effort to strengthen the influence of the Director of the National Secu-
rity Agency (DIRNSA) over their activities, the SCAs were confed-
erated in 1971 under a Central Security Service (CSS) with the
DIRNSA as its chief. The mission of NSA/CSS is to provide cen-
tralized coordination, direction, and control for the United States
Government’s Signals Intelligence (SIGINT) and Communications
Security (COMSEC) activities.

4. Current Organization

Describing the management structure of the Defense intelligence
community would be a difficult task under the best of circumstances.
Authority and influence within any big organization are often deter-
mined as much by personalities and working relationships as by formal
chains of commands or job descriptions. For the sprawling and
complex Defense intelligence network, the task is particularly
challenging. Moreover, the community is in the midst of an executive
branch-directed transition which may alter second-level management
relationships throughout the Department of Defense. The executive
branch has not yet revealed exactly what kind of structure it intends,
if indeed its full reorganization plan has been decided.

Of necessity, the description which follows applies to the organiza-
tion of the Defense intelligence community as it existed during most
of 1975.5

As the Defense intelligence community is presently organized, the
Secretary of Defense has three groups of assets: (1) the Defense agen-
cies reporting directly to him, of which the National Security Agency,
the Central Security Service, and classified national programs are the
most significant (but also including the Defense Mapping Agency and
the Defense Investigative Service): (2) the Defense Intelligence
Agency, which reports to him through his principal military advisers,

5 The most significant change apparently now being considered would affect
the Office of the Assistant Secretary of Defense for Intelligence (ASD/I). This
position is currently (as of April 1976) vacant. Reportedly, the duties of the
ASD/I will be assumed by a new Deputy Secretary who will also have executive
jurisdiction over the related fields of telecommunications and net threat assess-
ment. In this case, the ASD/I position could be abolished. The possibility cannot
be ruled out. however, that the executive envisions the new Deputy Secretary
as an additional oversight position, in which case a new ASD/I reporting to him
could be appointed. This is along the lines suggested by the Report to the Presi-
dent and the Secretary of Defence bv the Blue Ribhon Defense Panel, July 1,
1970, on National Command and Control Capability and Defense Intelligence
(hereinafter cited as the Fitzhugh Report, after its chairman, Gilbert W.
Fitzhugh).
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the Joint Chiefs of Staff, and is responsible for preparing Defense
intelligence reports and estimates drawing upon the data collected by
other arms of the intelligence apparatus; and (3) the intelligence arms
of the individual military services under the immediate operational
control of the service chiefs, which encompass the military’s general
intelligence collection agencies, their counterintelligence and 1nvesti-
gative arms, and activities of tactical interest.

One of the largest organizations in the Defense intelligence com-
munity is the National Security Agency. Military personnel, facilities,
and equipment play a predominant role in carrying out the mission
described by NSA Director, General Lew Allen, Jr., 1n public session:

This mission of NSA is directed to foreign intelligence,
obtained from foreign electrical communications and also
from other foreign signals such as radars. Signals are inter-
cepted by many techniques and processed, sorted and analyzed
by procedures which reject inappropriate or unnecessary
signals. The foreign intelligence derived from these signals is
then reported to various agencies of the government in re-
sponse to their approved requirements for foreign intelli-
gence.®

Other agencies reporting directly to the Secretary of Defense are
concerned with more specialized subject areas than the cryptologic
group and make smaller demands on resources. The Defense ﬁ)apping
Agency is resEonsible for all defense mapping, charting, and geodetic
activities. Although a substantial percentage of this Agency’s activities
are of vital intelligence interest, others are related only marginally to
intelligence, and some have no defense connotation at all. Similarly,
the Defense Investigative Service, responsible for carrying out back-
ground investigations, is generally not considered in the mainstream
of the national intelligence effort.

Aside from the Defense Investigative Service, each of the militarﬂ
services retains independent investigative arms responsible for bot
counterintelligence and criminal matters. These agencies fall within
the ordinary military chain of command, and report to the Chief of
Staff for each service. Other intelligence activities of national impor-
tance conducted under the uniformed services include the reconnais-
sance operations of Air Force aircraft and drones, and the general
intelligence collection and analysis work of the U.S. Army Intelli-
gence Agency, the Naval Intelligence Command, and the Air Force
Intelligence Service. The service intelligence agencies are primarily
oriented to supporting the tactical missions of the services, but they
also collect information used by DIA in producing finished intell:-
gence. The service agencies also continue to engage in activities related
to national intelligence, and participate in the national estimates
process as observers on the U.S. Intelligence Board.®

A simplified diagram of the DOD-funded intelligence organiza-
tion is presented on page 328. As is clear from the diagram,
the organizational structure is extremely complicated, with several key
individuals serving in more than one capacity, and disparate and dif-
fuse chains of responsibility, both for deciding what is to be done and
allocating the resources to do it.

®General Lew Allen, Jr., testimony, 10/29/75, Hearings, Vol. 5, p. 17.
%a USIB was abolished by Executive Order No. 11905, 2/18/76.
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Perhaps the most significant feature of the above chart however,
is what it does not show : a clear-cut line of authority extending from
the highest councils of the executive branch to the operating arms
of the intelligence apparatus. This is not surprising since this
structure is the product of many years of bureaucratic evolution.
Whether one views this arrangement as a crazy-quilt pattern, pro-
duced piecemeal over time in response to internal pressures, or as a
finely balanced mechanism developed to meet needs as they arose, is
largely a matter of perspective. It 1s hard to avoid observing, however,
that if the apparatus has functioned even half as efficiently in allocat-
ing intelligence resources as its proponents maintain, it is because its
participants have come to understand it well enough to make the sys-
tem work in spite of itself. On the brighter side, the profusion of checks
and balances inherent in the system may serve to reassure those who
fear the potential evils of concentrating too much power in the hands
of a single intelligence leader.

B. Tue DEFENSE INTELLIGENCE BUDGET

1. Problems of Definition

The magnitude of national resources devoted to intelligence activi-
ties has recently been subject to considerable public speculation. Esti-
mates of U.S. military intelligence spending have ranged from $3—4
billion annually to $15 billion, with most settling around the $6.2
billion figure cited in a recent book.’

" Victor Marchetti and John D. Marks, The CIA and the Cult of Intelligence
(New York : Dell, 1974), p. 95.
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Much of the controversy stems from definitions. What constitutes
an intelligence activity # Which Government entities are intelligence
organizations? Unfortunately, the budgeting practices of the intel-
ligence community, and particularly the Department of Defense which
controls the overwhelming bulk of intelligence resources, were not de-
signed with much attention to functional clarity. Within DOD, in-
stitutional pressures to lower the “fiscal profile” of intelligence activi-
ties and rivalries over control of organizational assets have led to such
discrepancies as placing the SR-71 program in the strategic forces
account (Program I, a totally different section of the Defense budget).®
Other examp%es of current budget practices are the exclusion of all
communications security, counterintelligence, and mapping and chart-
ing activities from the Consolidated Defense Intelligence Budget

CDIB).
( Altho)ugh a case can be made that DOD’s narrow definition of
intelligence activities offers certain management expediencies in per-
mitting the staff of the Assistant Secretary of Defense for Intelligence
(ASD/I) to concentrate its attention on the central elements qf the
Defense intelligence effort, it produces such functional anomalies as
the exclusion of important intelligence activities from the ASD/I’s
fiscal purview. Certainly, whatever degree of budgeting oversight the
Congress elects to assume should address a fiscal presentation assembled
on the basis of a more comprehensive definition of national intelligence
activities than DOD uses at present.

Furthermore, a congressional oversight committee, in attempting to
monitor DOD’s counterintelligence budget, may want to group it with
the counterintelligence budgets of all other intelligence agencies to
provide management visibility to the national counterintelligence ef-
fort that is now lacking, even within the executive branch. Practical
difficulties in distinguishing counterintelligence activities from ordi-
nary criminal investigations (which, though totally different in pur-
pose, are quite similar in method and often share common assets)
should not be permitted to preclude an effort to establish a cross-agency
grouping of the counterintelligence budget.®

The same problem of distinguishing intelligence and nonintel-
ligence-related functions exists in the budgets for mapping and
geodetic activities, most of which are the responsibility of the Defense
Mapping Agency. Many of DMA’s missions are only marginally
related to the intelligence function, but others are of vital importance
to all segments of the intelligence community’s market. At a tactical
military level, what intelligence commodity is of greater importance
to a field commander than accurate maps of his area of operations?
As with counterintelligence, the difficulties inherent in trying to
separate the budgets of those facets of the mapping, charting, and
geodetic effort which serve a national intelligence purpose from those

®The SR-71s were recently transferred from this category to the Strategic
Forces (Program I in the Planning, Programing, and Budgeting System).

°® The investigations for security clearances, previously a hodgepodge of dis-
parate standards for uncoordinated, redundant efforts, were recently consolidated
under a newly formed Defense Investigative Service (DIS). Nearly two-thirds
of the budget for Counterintelligence and Investigative Activities (CI&IA)
remains vested with the service agencies.

207-932 O - 76 - 22
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which do not should not be solved by the simple expedient of ignoring
all such activities.

Still more difficult definitional problems arise when one probes more
deeply the budgets of the armed forces in search of “tactical” as
opposed to “national” intelligence functions. The difference between
these two categories of intelligence lies in the eye of the consumer, not
in the intelligence-collection activity itself. Increasingly, intelligence
data-collection systems have grown capable of serving both the broad
interests of the policymakers and defense planners and the more
specific technical interests of the weapons developers and field com-
manders. In fact, a given set of collected data may often be of interest
to all these groups, although the analytical slant with which it is
presented is likely to differ markedly in response to consumer
preferences.

There is an extensive gray area encountered in attempting to define
military intelligence activities at the tactical or field command level.
Many components of the military forces make a definite con-
tribution to our intelligence effort during peacetime, but have other
important missions as well, particularly during war. A prime example
is the Navy’s long-range, shore-based patrol planes, which play an
important ocean surveillance role in peacetime, but would be an active
part of U.S. antisubmarine warfare (ASW) combat forces during
war. Although tactical military intelligence and related activities
are included in the comprehensive cost estimates presented in the
following section, the Committee believes the budgets of such activities
should be excluded from the jurisdiction of a congressional intelligence
oversight committee, with those committees in which it is currently
vested retaining fiscal review authority.

The problem of reflecting costs of activities which are onlv partly
intelligence-related in cost reporting is not confined to DOD. The
diplomatic missions of the Department of State are responsible for
political, economic, and commercial reporting, as well as normal rep-
resentational and diplomatic responsibilities. The Department’s Bu-
reau of Intelligence and Research, which is both a consumer of
intelligence and a producer of finished analyses, was budgeted for
$9.5 million in FY 1976, of which 84 percent was spent on salaries.
However, much more is spent each year to support State’s embassies
and consulates which, in addition to other duties, function in their
political reporting activities as a human intelligence collection system.
As with tactical military intelligence activities, the difficulties of try-
Ing to segregate the intelligence portion of the budget costs of these
dual-purpose assets appear to outweigh the benefits.

2. The Size of the Defense Intelligence Budget in FY 1976

The Committee’s aralysis indicated that [deleted] billion 2® consti-
tutes the direct costs to the U.S. for its national intelligence nrooram
for FY 1976. This includes the total approved bndeets of CIA, DIA,
NSA, and national reconnaissance programs.’® If the costs of tactical

“Deleted pending further Committee consideration.
1% Direct costs of the intellicence activities of the ERDA, FBI, and State De-
partment are contained in their respective budgets.
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intelligence by the armed services and indirect support costs **® which
may be attributed to intelligence and intelligence-related activities are
added in, the total cost of intelligence activities by the U.S. Govern-
ment would be twice that amount. This represents about [deleted] per-
cent of the federal budget, and [deleted] percent of controllable fed-
eral spending.!®®

Tt should be stressed that this larger estimate represents a full cost
and includes activities which also fulfill other purposes. Thus the entire
amount could not be “saved” if there were no intelligence activities
funded by or through the Defense Department.

A breakdown of the DOD intelligence budget divided by activity
is shown in the table below. These estimates are based on a broader in-
terpretation of what constitutes an intelligence activity than that used
by DOD. The Department manages its national intelligence effort
through the Consolidated Defense Intelligence Program (CDIP), and
makes no formal effort to attribute indirect support costs. The sum-
mary includes only those activities funded through the Defense Ap-
propriation Bill.

The costs of intelligence functions performed by the Departments of
State (Bureau of Intelligence and Research), Treasury, Justice (Fed-
eral Bureau of Investigation), and the Energy Research and Devel-
opment Administration (which has assimilated the intelligence divi-
sion formerly operated by the Atomic Energy Commission) total
about $0.2 billion.

Full Costs of Intelligence and Related Activities Within the DOD Budget:
Fiscal Year 1976
(In millions)
Direct costs:

Cryptology e
Communications security
Reconnaissance programs
Aircraft and drones_____________________________________________
Special naval aectivities__________________________________________
Counterintelligence and investigation
General intelligence_________ ____________ _____ . __
Mapping, charting, and geodesy
Central Intelligence Ageney__ . _____ ool
Subtotal, national intelligence effort______________________ [deleted] ™
Strategic warning__.___________________________________________
Ocean surveillanee________________________ o .
Tactical intelligence_______________________ o __
Weather reconnaissance_________________________________________
Reserve intelligence components_________________________________ _____
Subtotal, military intelligence effort__________________________ [deleted]

Total, direct costs_____________________ o __ [deleted]
Indirect support costs :
Basic research and exploratory development
Logisties _______
Training, medical and other personnel activities
Administration

__________________ [deleted]

“® Indirect support costs include costs for personnel, operations and mainte-
nance which support intelligence activities. Examples are the operation of train-
ing facilities, supply bases, and commissaries.

:: B)gl;ted pending further Committee consideration.

1d.
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[DELETED]

3. Who Controls the Intelligence Budget?

The nominal head of the intelligence community is the Director of
Central Intelligence (DCI), who is also the Director of the Central
Intelligence Agency; these two roles, however, are to be viewed as
distinct. A cornerstone of President Nixon’s 1971 directive, designed
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to foster the intelligence community’s responsiveness to policymakers
and promote management efficiency, was “an enhanced leadership role”
for the DCI. Yet the DCI was not given direct authority over the
community’s budget, nor granted the means by which to control the
shape of that budget until the announcement of President Ford’s
Executive Order of February 18, 1976.

As Director of the CTA, the DCI controls less than 10 percent of the
combined national and tactical intelligence efforts. His chairman-
ship of the Executive Committees (ExComs), which oversee the man-
agement of certain reconnaissance programs (wherein he serves in
what amounts to a partnership with the ASD/I), also affords him
some influence over the funds budgeted for these efforts. The remain-
der spent directly by the Department of Defense on intelligence activi-
ties in FY 1976 was outside of his fiscal authority. The DCI’s influence
over how these funds are allocated was limited, in effect, to that of
an interested critic.

By persuasion, he could have some minor influence, but the budgets
themselves were prepared entirely within the Department of Defense.
The small staff of the DCI may have been consulted in the process,
but by the time it sees the defense portion of the national intelligence
budget, the budgetary cycle has been well advanced, and hence the
budget has been largely fixed. Problems of timing also influence the
role of the Office of Management and Budget, which sets broad fiscal
guidelines in budget ceilings, but plays an otherwise minor role in
shaping the Defense intelligence budget. '

The real executive authority over at least four-fifths of the total
resources spent on intelligence activities has resided with the Secre-
tary of Defense. Over the past few years, the Deputy Secretary of
Defense has shown a particular interest in the intelligence portion
of the DOD budget, in effect representing the Secretary on many is-
sues arising in this area. However, the major responstbility for man-
agement of intelligence programs will lie with the newly created
position of Deputy Secretary of Defense for Intelligence (Mr. Robert
Ellsworth).

The Assistant Secretary of Defense for Program Analysis and
Evaluation (ASD/PA&E) holds general review authority over the
so-called mission forces, the operational forces which include much
of the tactical intelligence assets of the military services. A third ASD,
the Comptroller. is responsible for reviewing the budgets of the agen-
cies concerned with counterintelligence investigations, and the newly
formed Defense Mapping Agency. As explained earlier, DOD con-
siders these activities peripheral to the intelligence effort, and their
costs account for only about 5 percent of the overall intelligence
budget.

The managers of the various intelligence programs collectively wield
the greatest influence on day-to-day intelligence operations. By the
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budget yardstick, the most influential individual is the Director of
NSA (DIRNSA) who, including his dual role as Chief of the Central
Security Service, manages the largest single program contained in
the national intelligence budget, less than half of which is actually
in the NSA budget.

Close behind the DIRNSA, and also directly related to the collec-
tion of signals intelligence data, is the United States Air Force in
its role of managing certain reconnaissance programs. Decisions made
regarding the introduction and development of reconnaissance sys-
tems have the greatest impact on the overall size of the intelligence
budget, not only because of the direct costs of perfecting and procuring
the hardware involved—as expensive as this technically complex equip-
ment has become—but also because of the continuing effect that the
choice of a collection system has on processing and other operating
costs long after 1t has been made.

A third grouping of defense intelligence activities is the General
Defense Intelligence Program (GDIP). In etfect an “all other” cate-
gory, the GDIP budget is ordinarily one-fourth Defense Intelligence
Agency (DIA) costs, and three-fourths service costs (including those
of the Air Force Intelligence Service, Naval Intelligence Command,
and a part of the U.S. Army Intelligence Agency). The GDIP en-
compasses all of DOD’s non-SIGIN'T, nonoverhead intelligence col-
lection and production activities deemed by the Department to be of
national importance. It does not include activities related to the mili-
tary field commands.

Although the general intelligence budget managed by the Director
of DIA (DIRDI1A) has never been more than a fraction the size of the
DIRNSA’s cryptologic budget, his problems, though similar, are
more formidable. Whereas opinion is divided on the DIRNSA’s grip
over the service agencies that participate in the Consolidated Cryp-
tologic Program (through the Central Security Service), there is little
disagreement on the DIRDIA’s inability to exert significant influence
over the priorities and activities of the service components of the
GDIP.

As a consequence, the program management responsibilities for the
service general intelligence agencies previously held by the DIRDIA
were recently transferred to the ASD/I. The result is that the
DIRDIA, who purportedly still speaks for the Secretary of Defense
on “substantive” matters within the intelligence community, exerts
direct. control over only 4 percent of the Secretary’s intelligence
budget.

The span of authority at each managerial tier—from executive
oversight through fiscal review to program management—is sum-
marized in the table on page 335.
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Defense agencies each draw on resources funded within the service
appropriations in addition to their own agency appropriations. These
resources generally take the form of pay and allowances for military
personnel who are serving tours outside their parent service with
mtelligence agencies. DIA’s appropriation is supplemented by $39
million in this way; NSA’s by $34 million; DIS by $16 million; and
the Defense Mapping Agency’s by $12 million. The Defense Depart-
ment makes accounting corrections for these service-incurred costs
in its Fiscal Year Defense Plan (FYDP), and the amounts are in-
cluded in presenting the agency budgets. The important point to be
recognized is that the budgets of the Defense intelligence agencies
are not fully covered by the funds appropriated to them.

Slightly over a third of the overall DOD-funded intelligence effort
is managed directly by the military services. The bulk of these funds
support the tactical military requirements of the field commands and
include many force components for which the intelligence mission is
secondary or of shared importance with other activities. However,
activities under service management are of national importance and
interest in two areas: peripheral reconnaissance (carried out both
by piloted aireraft, such as the SR-71, and unmanned drones), and
counterintelligence and investigation (conducted by the Air Force
Office of Special Investigations, the Naval Investigative Service, and
a number of decentralized Army military intelligence groups).

4. Budget Trends

The preceding section defined a [deleted] billion “package” of DOD-
funded activities as a reasonable, comprehensive estimate with the
addition of selected non-defense activities of a national intelligence
budget subjected to separate congressional authorization. This section
focuses on budget trends for this grouping of national activities.

In terms of simple dollar amounts, the FY 1976 DOD budget sub-
mission for national intelligence activities is the highest ever—over
twice the amount appropriated in FY 1962. During periods of rapid
inflation, however, “current dollars” are totally misleading as a meas-
ure of time trends in the consumption of real resources. Some allow-
ance must be made for the year-to-year diminution in the purchasing
power of a dollar that is brought about by rising prices. The method
for doing so employs “price deflators” in an effort to express the worth
of a series of heterogeneous “current-year” dollars in terms of the pur-
chasing power of a dollar in some specific “constant” base year. The
fact that these adjustments can seldom be achieved with precision does
not negate their usefulness.

The chart on page 337 indicates the trends in the DOD-funded na-
tional intelligence budget (which includes the CIA as well as Defense
agencies and the national activities of the military services) from fiscal
vear 1962 through fiscal year 1976. The upper, climbing curve plots
current dollar amonuts as appropriated by the Congress except for fis-
cal year 1976, which is the amount requested by DOD. The lower, grad-
ually descending curve shows the equivalent trend in the national in-
telligence budget after correcting, insofar as possible, for the effects of
inflation by expressing each of the historical budgets in terms of the
ngmger of FY 1962 dollars it would take to purchase the same level
of effort.
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Trepds in the National Intelligence Budget:

FY 1962-1976_a/

TOA (in billions

A A I A A A 4 A
1962 1964 1966 1968 1570 1972 1974 1976

FISCAL YEAR

a Includes CIA budget. Does not include costs of tactical military
’ intelligence activities.

After climbing rapidly during the first half of the 1960s, largely as
a result of major program initiatives to acquire sophisticated recon-
naissance systems (including the $1 billion SR-71 development pro-
gram), the real “baseline” intelligence budget peaked at mid-decade
at about [deleted] billion. Although outlay continued to grow moder-
ately for several more years, the extra cost of supporting activities
directly related to the war effort in Southeast Asia grew even more
quickly, so that the amount available to support nonwar-related, or
baseline, activities began to diminish. Since the mid-1960s, the budget
has declined steadily, in terms of the resources that could be bought
with the dollars provided, to the FY 1976 level of [deleted] billion,
about equal in buying power to the budgets of the late 1950s.
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A review of DOD planning documents indicates that every effort
will be made by Defense leaders to avoid further erosion in the
intelligence effort below the FY 1976 level Conversely, it is not
anticipated that significant increases in funding (above those neces-
sary to compensate for continued inflation, now expected to average
5-7 percent annually over the next five years) will be requested. If
the Congress accepts these plans, a roughly constant level of real
spending with gradually increasing annual appropriations to offset
inflation can be expected.

Measured in today’s prices, the budget request for Defense intelli-
gence programs is also well below past funding levels: off $0.5 billion,
or about 10 percent, from the FY 1962 level, and down nearly
30 g‘ercent from the pre-Vietnam peak of [deleted] billion. Compared
to F'Y 1962, the largest reductions have taken place in the resources
dedicated to some activities under NSA’s management, which declined
by 31 percent in real terms; and the development, procurement, and
operation of reconnaissance systems, which went down 15 percent.
Spending in support of aircraft and drone operations, although far
below the peaks associated with the introduction of the SR-71, stands
well above the level of 1962. Spending for communications security is
also considerably higher today. Reflecting efficiencies achieved through
the consolidation of independent service programs within the Defense
Mapping Agency, real spending for mapping, charting, and geodetic
activities is about $100 million less in FY 1976 than it was in F'Y 1962.
Consolidation has also achieved economies in the field of counterin-
telligence and investigation, although on a far smaller scale. The $125
million requested for these activities stands about 15 percent below the
pre-Vietnam level of effort.’?

During the Committee’s inquiry, informed managers within the
Defense 1intelligence community frequently expressed the judgment
that the downward trend in the resources dedicated to their pro-
grams has gone as far as it should. While acknowledging that no one
has succeeded in devising a sound method by which to relate the
value of the community’s output to the quantity of resources used, they
argue that most of the savings from the elimination of duplication and
other forms of nonproductive effort have already been realized, and
that further reductions can only be achieved at the risk of curtailing
essential intelligence services.

5. How Much is Enough?

Because of the difficulties inherent in trying to quantify the intelli-
gence community’s output, no one has vet developed a rigorous method
by which to relate the amount of intelligence produced to the amount
of resources consumed in the intelligence effort. For this reason, it
is not possible to state with confidence the effect that changes in the
level of resources allocated to the intelligence mission could have on
TU.S. national security. In other words, no one really knows what comes
out of the intelligence apparatus as a function of what goes into it.

The twin peacetime purposes for maintaining a national intelli-
gence organization are to reduce the probability of key decisionmakers

1 An estimated 2040 percent of this amount will be spent for criminal, as
opposed to counterintelligence, investigations.
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making a wrong decision, either by taking inappropriate action in
some matter important to U.S. interests or by failing to act at all, and
to aid in assuring that U.S. Armed Forces are adequately prepared to
execute decisions requiring military force. The intelligence apparatus
is supposed to promote good policy and military readiness by making
the policymakers and generals better informed than they might
overwise be. However, the relationship between the quality of the
information supplied to a national leader and the quality of the deci-
sions made 1s obviously extremely complex and ill-defined.
Although good intelligence may create a bias in favor of policymak-
ers making good policy, it can offer no guarantees that such will tran-
spire in every instance. All too easily, a bad policy judgment may be
attributed to “intelligence failures.”

If the level of effort were increased substantially, the quality of
intelligence and national security would be enhanced. Conversely,
substantial reductions could pose additional security risks. What can-
not be ascertained with precision is whether the benefits would be
worth the additional costs, or the savings the additional risks. At pres-
ent, the issue can only be evaluated subjectively, taking into account
those few factual statements that are at hand and the judgments of
intelligence experts (recognizing, of course, the institutional biases
the judgments may reflect).

On the one hand, the way in which the peacetime national intelli-
gence budget has been shrinking has been duly documented. Appar-
ently, these reductions have not significantly detracted from the overall
performance of the national intelligence apparatus or seriously jeop-
ardized U.S. security. Community managers interviewed during the
Committee’s Investigation generally felt that present funding was
adequate to provide all consuming groups with essential intelligence
support. On the other hand, the same individuals were unanimous
in their opposition to any further cuts in the budget—a view endorsed
by the 1975 report of the Defense Panel on Intelligence, which stated :
“We consider that the widely held concern over the inflated size of the
intelligence effort is no longer valid.” The report maintained that fur-
ther “substantial” reductions should be contingent on one or more of
the following:

—A conscious decision to modify intelligence priorities and
coverage.

—The introduction of labor-saving devices (i.e., automation
of the intelligence process).

—Reorganization of other management efficiencies.

In making the case against further reductions in the level of the
national intelligence effort, it is commonly argued that the intelligence
is labor-intensive (meaning that people, not machines, con-
tribute the most to the community’s product and account for the
greatest share of its costs), and that the number of intelligence workers
has declined sharply over the past several years. The community’s
managers contend that further personnel cuts should be made only as
new equipment is introduced which can do more efficiently some of the
tasks now performed by people.
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The trend in defense intelligence manpower has been sharply
downward : the fiscal year-end strength of 89,900 persons (civilian and
military, U.S. citizens and foreign nationals) planned for 1976 is
one-fifth less than that of fiscal vear 1962, and 42 percent below the
1968 peak of 153,800 persons (some of whom were, of course, engaged
in support of the Southeast Asia war effort). At the end of fiscal year
1975, 101,500 persons were engaged in defense national intelligence
activities.

It is not true that the defense national intelligence effort is labor-
intensive. Quite the opposite. Intelligence is highly capital-intensive;
the defense intelligence community annually invests more per employee
than the DOD-wide average.’* As shown in Table 5, invest-
ment per man-year for the national intelligence sector of the Defense
budget will average $16,700, about 11 percent less than was spent in
1962 despite the manpower reductions that have taken place, but still
$2.800 more than will be invested by the general purpose forces at large,
and only $1,800 less than the highly capital-intensive strategic forces.
The downward trend in the investment rate for the intelligence com-
ponents does not suggest a vigorous effort on the part of community
managers to achleve the gains in efliciency through automation that
they contend offer the best opportunity to realize further savings.

DEFENSE INVESTMENT RATES: FISCAL YEARS 1962-76

[Thousands of constant fiscal year 1976 dollars per man-year]?

Percent-
age
change,
ﬁscal{nr
1962 1964 1968 1972 1974 1975 1976 962
Defense national intelligence
components.___.___.._.___ 18.7 22.0 15.3 14.8 14.8 16.3 16.7 ~10.7
Strategic military forces . 37.1 26.2 23.1 25.5 18.0 17.8 18.5 -50.1
General purpose military
forees. ... 12.1 12.4 115.9 213.1 12.1 10.0 13.9 +14.9

.1 Investment defined as sum of total obtiga‘ional a'1*horiy for associated RDT & £ orocuremant and military construc -
tion. Average personnel strengths computed to include all mititary, U.S. civilian, and foreign national employees.
2 These figures reflect increased investment in support of combat operations in Southeast Asia.

Lacking a sound methodology by which to relate outputs to inputs,
management of the intelligence community must remain as subjective
as the product in which it deals. The Committee did not receive the
impression that the intelligence community was in fact striving to
develop such a methodology, if indeed that is possible. The words of
former Assistant Secretary of Defense Robert Froehlke sum up the
existing situation lucidly : “The intelligence community does not know
the minimum level of resources that will satisfy an intelligence require-
ment. There is no upper boundary set by requirements, only by the
resources that are made available.”

“*The Department of Defense has requested $37.6 billion for investment
(RDT&E, Procurement and Military Construction) in FY 1976 and will con-
sume about 3.1 million man-yvears of labor for an average investment per man-
vear of $12,000. This compares favorably with the most capital-intensive sectors
of U.8S. manufacturing, such as petroleum and chemicals, and is many times
greager than the investment spending of such truly labor-intensive industries as
textiles.
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C. MANAGEMENT PROBLEMS OF THE DEFENSE INTELLIGENCE COMMUNITY

1. Previous Studies

Senate Resolution 21’s instructions that the Select Committee under-
take a “complete investigation and study” to determine “whether
there is unnecessary duplication of expenditure and effort in the col-
lection and processing of intelligence information by United States
agencies” strikes a familiar chord. Over the past decade, no fewer than
six major studies have been commissioned within the executive branch
to probe precisely the same question. Coinciding with the Congress’
inquiry, another executive study of the community’s organization
was conducted, culminating in the actions taken by the President on
February 18, 1976.

Earlier studies have not always agreed on details, but all have con-
cluded that the defense intelligence community has performed neither
as effectively nor as efficiently as possible, due largely to its frag-
mented organization. More centralized management control is needed
if there is to be improvement in the cost-effectiveness of the commu-
nity’s efforts. Notwithstanding this view, the community’s organiza-
tional structure has changed little over many years. Since many of the
past studies of the community’s organization have tapped greater
resources than have been available to the Select Committee, the dis-
cussion which follows draws heavily upon their findings.

Writing in 1971 from his vantage point in the Office of Management
and Budget (OMB), James R. Schlesinger compared the structure and
management methods of the intelligence community to those of the
Department of Defense prior to the Defense Reorganization Act of
1958. Obviously, this Act did not eradicate all of DOD’s management
problems, Similarly, reorganization of the intelligence apparatus could
not in itself guarantee improved performance nor lowered costs.
But reorganization could, in Schlesinger’s view, create the conditions
for inspired intelligence leadership. In his 1971 paper, Schlesinger
concluded : “the main hope for improving cost-effectiveness did in fact
lie in a fundamental reform of the intelligence community’s decision-
making bodies and procedures.” *?

In its letter of transmittal to the President, the 1970 Blue Ribbon
Panel on Defense (the Fitzhugh Report), summed up its appraisal
of the community’s performance with the following criticisms:

—Intelligence activities are spread throughout the Depart-
ment of Defense with little or no effective coordination.
—Redundance in intelligence, within reason, is desirable, and
it is particularly important that decision-makers have more
than one independent source of intelligence.

—There is, as has often been charged, evidence of duplication
between the various organizations.

—There is a tendency within the intelligence community to
produce intelligence for the intelligence community and to
remain remote from and not give sufficient attention to the
requirements of others who have valid needs for intelligence.

1 Office of Management and Budget, “A Review of the Intelligence Community”
(Schesinger Report), 3/10/71.
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—There is a large imbalance in the allocation of resources,
which causes more information to be collected than can ever
be processed or used.

—Collection efforts are driven by advances in sensor tech-

nology, not by requirements filtering down from consumers
of the community’s products.'®

The Blue Ribbon panel also cited the following allegations made by
“responsible witnesses” during the course of its investigation, noting
that there was no way to confirm or disprove any of the charges
because there was no existing procedure to evaluate systematically

the efficiency of the intelligence process or the substantive value of its
output:

—The human collection activities (HUMINT') of the services
add little or nothing to the national capability.

—Defense attaches do more harm than good.

—The intelligence production analysts are not competent to
produce a sound, useful product.

—Once produced, the product seldom reaches the individuals
who need it.

Each of these issues is discussed below.
2. Centralizing Management Controls

On this issue, the views of those who wish to avoid repetitions of
past abuses by the community and those stressing the importance of
improving the effectiveness and efficiency of the community’s opera-
tions may not be compatible. Critics of centralization feel that reforms
aimed at improving cost-effectiveness by concentrating budget and
operational authority within the community might, at the same time,
concentrate the power to undertake improper activities in the future.
Centralization proponents counter that the diffusion of authority is as
apt to encourage improper conduct as its concentration. A streamlined
management structure would, they argue, promote the visibility and
accountability of controversial programs.

If the Defense intelligence community were reorganized to promote
more effective, centralized controls, what form might it take?

The office of the Assistant Secretary of Defense for Intelligence
(ASD/T) has been the single most influential office in the preparation
of the national intelligence budget under recent organizational ar-
rangements. Although the ASD/T’s authority is not absolute, he has
more to say about how and where the national intelligence community
invests its resources than any other individual by virtue of his fiscal
r%fiew authority over the Consolidated Defense Intelligence Program
(CDIP).

ASD/I was established largely as a result of a recommendation by
the 1970 Blue Ribbon Defense (Fitzhugh) Panel, but it was not ac-
corded the full authority the Panel proposed, and certain other com-
plementary reforms were also not adopted. A classified supplement to
the Fitzhugh Report called for creation of an ASD/I who would
also serve as a new Director of Defense Intelligence (DDI).

¥ Fitzhugh Report, 7/1/70.



343

Under this arrangement, the same individual would have direct line
authority over the operations of the DOD intelligence apparatus (via
his position as Director of Defense Intelligence) and responsibility for
review of resources allocated to it as Assistant Secretary of Defense for
Intelligence.

The Blue Ribbon Panel further envisioned a reorganization of the
DOD intelligence community along functional lines, separating collec-
tion and production activities into two new agencies, the heads of
which would report to the ASD/I in his dual role as DDL.

Complementing its objective of creating a clear chain of command
from the operating aims of the Defense intelligence establishment to
the Department’s top policymakers, the Panel also recommended the
establishment of a Igeputy Secretary of Defense for Operations who
would represent the Secretary in aﬁyintelligence-related matters, and,
to whom the ASD/I-DDI would report directly. Although the recom-
mendation to establish a second Deputy Secretary of Defense was not
accepted in 1970, it is part of the 1976 executive reorganization plan.

3. Too Much Collection?

Numerous studies since the mid-1960s have concluded that a serious
imbalance exists between the amount of data collected by the technical
sensor and surveillance systems and the ability of the processors and
analysts to digest and translate these data into useful intelligence in-
formation. These studies recommend that greater attention be given to
producing better insights from the information and less to stockpiling
data.

Analyzing the steep rise in the cost of intelligence activities during
the 1950s and early 1960s, Schlesinger was among the first to blame
the movement to employ ever more sophisticated technical collection
systems, which he believed had led to “gross redundancies” within
community operations. He concluded that the rapid growth in the
collection of raw intelligence data was not a substitute for sorely
needed improvements in analysis, inference, and estimation. The scope
and quality of intelligence output, he concluded, had not kept pace
with 1ncreases in its cost.

The Committee did not find any studies suggesting that more col-
lection capacity is needed, although deficiencies in the responsiveness
of existing collection systems have been frequently noted. Examples of
general observations on overcollection are:

—Like the rest of the intelligence community, it (the CTA)
makes up for not collecting enough of the right kind of infor-
mation on the most important targets by flooding the system
with secondary matter.

—The information explosion has already eotten out of hand,
yet the CIA and the community are developing ways to in-
tensify it. Its deleterious effects will certainly intensify as
well, unless it is brought under control.

—The quantity of information is degrading the quality of fin-
ished intelligence.¢

¥ «Foreign Intellizence Collectiorn Requirements : The Inspector General’s Sur-
vey.” (hereinafter cited as the Cunningham Report). December 1966.



344

—Production resources can make use of only a fraction of the
information that is being collected. There exists no effective
mechanism for balancing collection, processing and produc-
tion resources.'”

The period of rapid growth in intelligence costs that undoubtedly
motivated much of the concern about overcollection has passed. Al-
though the level of total real spending has now returned to what it was
during the late 1950s, the efficiency with which intelligence resources
are being apportioned among the collection, processing, and produc-
tion functions remains an issue.

An examination of the distribution of the national intelligence
budget dollar in FY 1975 indicates that most of the community’s re-
sources support collection activities. The community is still spending
72 percent of its funds for collection, 19 percent for processing raw
technical data, and less than 9 percent for the production of the
finished intelligence products (bulletins, reports, ete.) ‘which the con-
sumer sees as the community’s output. There has been no significant
change in the allocation over the past several years, nor is any
anticipated.

The collection of unused information results in greater inefficiencies
than merely the effort wasted on collection. Backlogs in processing
and analysis lead to duplicative efforts across the board, since the re-
sults of preceding collection missions are not always available to plan
and manage current missions. Moreover, the rush to keep pace with
the data disgorged by the technical collection systems encourages super-
ficial scanning, increasing the probability that potentially important
pieces of information will be overlooked.

4. Alternative Means of Collection

There are major disagreements within the community between pro-
ponents of traditional collection methods employing undercover agents
(human intelligence, or HUMINT) and advocates and operators of the
vast system of technical sensors. Approximately 87 percent of the
resources devoted to collection is spent on technical sensors, compared
to only 13 percent for HUMINT (overt and clandestine operations).

Most of the intelligence experts interviewed during the Commit-
tee’s inquiry tended to endorse the existing seven-to-one distribution
of resources in favor of technical collection, but the efficacy of the tech-
nical sensors was not unanimously acclaimed. Deputy Secretarv of De-
fense William P. Clements, Jr. commissioned the Defense Panel on
Intelligence (1975)® largely because of his concern with the failure
of the analytical community to alert national leadership to the October
1973 Middle East war.

The Defense Panel Report stressed the importance of upgrading
HUMINT, noting : “We are not getting [as of 1975] the level or quality
of information we need from this source.” *®* The Report credited the
CIA’s Clandestine Service as the most competent U.S. HUMINT
collectors, but held this arm was not very responsibe to DOD needs. It

¥ Fitzhugh Report, 7/1/70.
18 Report of the Defense Panel on Intelligence, 1/75.
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was concluded that the principal Defense HUMINT collectors, the
Defense Attaché System (DAS) managed by DIA, were yielding
valuable returns at small cost, but greatlv needed a personnel upgrad-
ing. Other critics have been less charitable to the attaches.

The problem of measuring intelligence output prevents accurate
assessment of the contribution of different collection methods. Shifts
in the uses of intelligence systems among peacetime, crisis, and war-
time situations further complicate appraisals, as does the divergent
interests of the national and tactical consumer groups. Civilian policy-
makers tend to plan for peacetime situations, whereas military com-
manders envision quite different wartime demands on the intelligence
apparatus. The shifts of importance between peacetime and wartime
are illustrated by the fact that much of the economic intelligence col-
lected today would be accorded a much lower priority during a major
war. Similarly, the verification of arms control agreements, now a
major intelligence task, would be moot after the outbreak of hostili-
ties between the major powers.

Against this backdrop, only an approximate evaluation of the com-
parative worth of the various methods of intelligence collection has
been possible for the Committee. The results of such an evaluation are
summarized as follows:

Performance was judged against two criteria: the ability of the
method to accomplish specified intelligence objectives, and character-
istics deemed desirable in intelligence systems.*®

The analysis indicated that reconnaissance programs and SIGINT
systems rank high in characteristics and performance. Not surpris-
ingly, their costs are also the highest of all the competing systems.

HUMINT did not score as highly as might be expected, based on
the emphasis and funds accorded to this activity. Still, overall, the
evaluation indicated that a fairly good correlation exists between the
benefits achieved by collection activities and their costs.

The priorities for spending among different collection systems ap-
pear to be appropriate. This does not mean that there is no need for
adjustment in the pattern of resource allocation for collection meth-
ods. A major analytic effort on the part of the community offers the
only means for achieving such efficiencies.

Although the issue of proper balance between collection, processing,
and production is usually phrased in terms of overcollection, it might
also be described as a problem of underproduction. Deputy Secretary
of Defense Clements stated: “In every instance I know about where
there was a horrendous failure of intelligence, the information was
in fact available to have averted the problem. But the analysts and
the system didn’t allow the raw data to surface.” ®

¥ The following intelligence objectives are considered: strategic warning;
crisis indication; foreign weapons development; foreign military deployments;
political and military intent; economic information ; political information; tacti-
cal military information.

The following characteristics were considered: ability to penetrate denied
areas; accuracy and reliability of data ; responsiveness; wartime survivability ;
peacetime risks of incident.

2 Quoted by William Beecher in Report o the Defense Panel on Intelligence,
1/75.

207-932 O - 76 - 23
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Similarly, the Defense Intelligence Agency, the arm of the Defense
Department charged with the prime responsibility for intelligence
analysis and production, concluded in a 1973 report :

The great disparity in the relative national investment in
collection systems versus intelligence processing, exploita-
tion, production and support systems has now reached a plati-
tude [sic] where the anticipated payoff of a high cost collec-
tion system is limited by the DIA’s capability to exploit them
{sic] tully.

If production is the limiting step in the intelligence sequence, im-
proved overall efficiency might be achieved by enhancing this capacity
as well as by cutting back on collection. It is not clear, however, that
the DIA’s suggestion to spend more on production, implied in the
above passage, would solve the largely qualitative shortcomings now
limiting the performance of some intelligence producers.

5. Setting Intelligence Priorities

Intertwined with the issue of how much should be spent on intelli-
gence activities is the question of how best to spend it. This poses a
whole series of complex, interrelated choices ranging from subject
matter to “line balance” (i.e., synchronizing the collection, processing,
prod)uction, and dissemination among methods and means of collec-
tion).

The most critical resource allocation choices concern the subjects
and geographic areas against which the community should target its
energies. Logically this choice would reflect the changing interests of
intelligence consumers, weighted according to national importance.
Lower-order choices, such as the design and selection of a new tech-
nical collection system, would be made in order to meet consumer
demands.

Unfortunately, the system does not work this way. Although ex-
pressed with varying degrees of forcefulness, almost every previous
study of the management problems of the national intelligence com-
munity has agreed that the formal mechanism for establishing prior-
ities to guide the community’s allocation of resources (i.e., the so-
called requirements process) works poorly, if at all. In his 1968 report
to the Director of CIA regarding the actions taken in response to the
recommendations of the Cunningham Report, Vice Admiral Rufus
Taylor put the problem this way :

After a year’s work on intelligence requirements, we have
come to realize that they are not the driving force behind the
flow of information. Rather, the real push comes from the col-
lectors themselves—particularly the operations of large, in-
discriminating technical collection systems—who use national
intelligence requirements to justify what they want to under-
take for other reasons. e.c., military readiness, redundancy,
technical continuity and the like.

The Schlesinger and Fitzhugh reports concluded that the focus of the
community’s efforts is determined by the program managers and oper-
ators of the highly complex technical collection systems that dominate
the community’s budget, rather than by the priorities of the intelli-
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gence consumers. Schlesinger called the formal requirements “aggre-
gated wish lists” that could be interpreted as meaning “all things to
all people,” thereby creating a vacuum which left the individual intelli-
gence entities free to pursue their own interests. The Blue Ribbon Panel
noted that no effective mechanism existed for consumers, either na-
tional or tactical, to communicate their most important needs.?* Re-
quirements, concluded the Panel, “appear to be generated within the
intelligence community itself.”

In 1960, before major developments in data collection, a joint study
group criticized the requirements process and recommended sweeping
changes in the system. Six years later, the Cunningham Report de-
scribed the principal instrument in the recuirements process, the
Priority National Intelligence Objectives (PNIQOs), as a “lamentably
defective document which amounts to a ritual justification of every
kind of activity anybody believes to be desirable,” wryly adding, “We
found no evidence that an intelligence failure could be attributed to
a lack of requirements.”

Poor communication between the producers of intelligence and the
consumers continues to be the greatest obstacle to improved efficiency
in the use of the community’s resources.

6. Resource Allocation

Without judging the appropriateness of the community’s subject
or geopolitical emphases, a brief description of the way in which
resources have been allocated follows.

In FY 1975, more than half the community’s effort, about 54 cents
of each dollar, was targeted against military subjects such as doctrine,
dispositions, force levels, and capabilities. Twelve times more effort
went into collecting and processing information of this kind than
toward analyzing it. For technical and scientific subjects, the effort
was divided in the ratio of six parts collecting and processing to one
part analysis. Only about six cents on the dollar was focused on either
political or economic subiects. Resource allocation by subject and
function is shown in the table below.

NATIONAL INTELLIGENCE PRIORITIES
DISTRIBUTION OF THE FISCAL YEAR 1975 INTELLIGENCE DOLLAR BY SUBJECT!

Collection Processing Production Total

Subject area:
Military_ . ..l
Scientific and technical
Poitical._.
Economic_.
General. ... . aiiiieel.

Total, fiscal year 1975, . . ... ...
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Total, fiscal year 1976 (requested)..__._.........
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1 Based on the budgets of the Central lntelligence Agency, the State Department’s Bureau of Intelligence and Research,
and that portion of the Defense Department’s budget included within the Consolidated Defense Intelligence Progiam
(CDIP). This does not include mission support costs.

% Two separate consumer priority polls, one undertaken by the staff of the
DCI, the other by the DIA, were explained to the Committee. In neither instance
was there evidence that the study had produced a significant or lasting impact
on management practices.
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A second important way in which the existing priorities of the
national intelligence community are revealed is through the distribu-
tion of spending across the geopolitical spectrum. There is little
doubt that the most formidable potential threat to the United States
1s posed by the Soviet Union, with the second most dangerous poten-
tial military antagonist being the People’s Republic of China. Most
analysts would also hold that the nation’s foremost commitment over-
seas 1s to the defense of its NATO allies. Vital interests in Asia include
the security and pro-Western orientation of Japan and the defense of
the Republic of Korea, to which the United States has had long-
standing treaty commitments. Instability in the Middle East, to a
lesser degree South America, and for the moment in Africa, would
seem to argue for special attention to these areas as well.

The attributable portion of the FY 1975 intelligence effort was
distributed among different target areas as follows: nearly two-thirds
of the resources consumed, 65 cents of each dollar, were directed
toward the Soviet Union and U.S. commitments to NATO; 25 cents
of each dollar were spent to support U.S. interests in Asia, with most
of this targeted against China; the Arab-Israeli confrontation in the
Middle East claimed seven cents; Latin America, less than two cents;
and the rest of the world, about a penny.

7. Management Efficiency versus Security

In addition to the issues of balance in meeting the demands of both
national and tactical consumers, and in the distribution of resources
among the collection, processing, production, and dissemination func-
tions in the intelligence sequence, there is also an issue of balance in
the flow of information. Here the opposing considerations are secu-
rity and management efficiency. There is a legitimate need to protect
both what is known about a potential adversary’s capabilities and the
way in which the knowledge was acquired.

The Committee’s investigation surfaced considerable sentiment
that the community’s preoccupation with compartmented security
may have reached a point where communications are so restricted
that effective analysis and dissemination of intelligence is impaired.
The Cunningham Report observed : “Some [intelligence] tasks require
piecing together many bits of information to arrive at an answer.
Compartmentalization hinders cross-discipline cooperation.”

Supporters of the community’s existing security arrangements
counter that few analysts with a proven “need to know” are denied the
clearances necessary to gain access to the information they require.
Yet the problem is more subtle than this. Merely allowing the diligent
analyst to acquire information is not enough. Kept in ignorance of
certain subject areas by the compartmentalization system, it is diffi-
cult to determine which particular security barriers to storm in search
of that last, missing fact that could unlock the puzzle with which the
analyst is grappling.

The Cunningham Report also noted a “real need to make compari-
sons and tradeoffs between intelligence activities and programs to
select the most efficient systems,” a need which the Committee be-
lieves to be unmet today, despite organizational changes. The man-
ager constrained to a narrow view by the blinders of compartmentali-
zation is hardly in the best position to make such tradeofts.
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D. AGENCIES AND ACTIVITIES OF SPECIAL INTEREST

1. The Defense I[ntelligence Agency

Formally established in August 1961 by Department of Defense
Directive 5105.21, the Defense Intelligence Agency (DIA) was en-
visioned by its civilian proponents as a means of achieving more cen-
tralized management control, thereby leading to a “more efficient
allocation of critical intelligence resources and the elimination of
duplicating facilities and organizations.” >* The Agency was granted
full authority for assembling, integrating, and validating all intel-
ligence requirements originating with the Department of Defense,
setting the policy and procedures for collecting data, and developing
and producing all finished defense intelligence products.

Currently, the Agency is organized into five directorates, each headed
by a Deputy Director. The Directorate for Estimates produces all
BOD intelligence estimates, including DOD contributions to National
Intelligence Estimates (NIEs) for the National Security Council, as
well as forecasts in the areas of foreign force structures, weapon sys-
tems, deployments, and doctrine. The Deputy Director for Estimates
is also responsible for coordinating with CIA, State, and NSA on
intelligence estimates, and assisting these agencies with information
on military capabilities and strategies.

Intelligence assessments of special interest to military forces in
the field are the responsibility of the Directorate for Production. Other
directorates specialize in determining foreign technological progress
and the performance of foreign weapon systems (the Directorate for
Science and Technology) ; coordinating service requests for intelli-
gence information (the Collection Directorate); and administering
the Defense Attache System (the Directorate for Attaches and Human
Resources).

The national leaders who established the DIA were alert to the
danger that it might evolve into simply another layer in the intelli-
gence bureaucracy, and cautioned against thinking of it as no more
than a confederation of service intelligence activities.? Nonetheless, a
decade later executive branch reviews criticized DIA for perpetuat-
ing the very faults it had been designed to avoid—duplication and
layering.?® By 1970, each service actually had a larger general in-
telligence arm than it had had before DIA was created. At that time,
the Blue Ribbon Defense Panel reported :

Each [military] departmental staff is still engaged in activ-
ities clearly assigned to DIA such as intelligence production
including the preparation of current intelligence. The Mili-
tary Departments justify these activities on the basis that
DIA does not have the capability to provide intelligence they
need. It is interesting that DIA cannot develop a capa-
bility to peform its assigned functions, while the Military

2 Press release accompanying the creation of DIA, cited in the Froehlke
Rerort, 7/69.

# Gilpatric memorandum to Joint Chiefs of Staff, 7/1/69.

% Fitzhugh Report, Appendix: “National Command and Cnntrol Capability and
Defense Intelligence,” 1970, pp. 33-34; William Beecher, Report of the Defense
Panel on Intelligence, 1/75.
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Departments, which provide a large proportion of DIA per-
sonnel, maintain the required capability and continue to per-
form the functions.?**

In trying to integrate massive and disparate defense intelligence
requirements, DIA had become increasingly bogged down in man-
agement problems, notwithstanding a number of internal reorgani-
zations in search of the right mechanisms of coordination. At the
root of the DIA’s difficulties lie the opposing pulls from Washington-
level civilian policymakers, who demand broad insights of a largely
political character, and military planners and field commanders, who
require narrower and more specific factual data. DIA has never really
known which of these groups of consumers comes first. As the Fitz-
hugh Report stated: “The principal problems of the DIA can be
summarized as too many jobs and too many masters.”

In retrospect, a strong case can be made that the DIA has never
really had a chance. Strongly resisted by the military services, the
Agency has been a creature of compromise from the outset. For
example, the Director of the DIA was placed in a position of
subordination to the Joint Chiefs of Staff (JCS) by designat-
ing him to serve as the JCS director for intelligence (replacing the
J-2 on the Joint Staff). Drawing again from the Fitzhugh Report,
this arrangement put the Director of DIA in the “impossible posi-
tion” of providing staff assistance on intelligence matters to both the
Secretary of Defense and the JCS, whose respective stances on a given
issue “often are diverse.”

DIA was also reliant on the military for much of its manpower
which was initially drawn almost entirely from the intelligence arms of
the various services. The argument for manning the new DIA with
these personnel was to minimize the disruptive effects of organizational
change on the flow of intelligence information. This same case was
made for starting the DIA slowly. As a consequence, the Agency never
had the impetus which many other newborn government entities have
enjoyed and profited from. Dominated and staffed in large part by
the professional military, it is not surprising that DIA has come to
concentrate on the tactical intelligence demands of the services and
their field commands. .

Since DIA has always been heavily staffed with professional mili-
tary officers on short tours, who are dependent on their parent services
for future assignments and promotions, the perspective of Agency
analyses has often been biased to reflect the views of the services. When
evidence is doubtful, the services have incentives to tilt an intel-
ligence appraisal in a direction to support their own budgetary re-
quests to justify existing operations and proposed new ones.?® Intel-
ligence issues in the Vietnam war reflected this problem.

On the budget side of the problem, the Agency has been limited in
its ability to control the activities of the services by the lack of follow-

#: Fitzhugh Report, pp. 23, 31-32.

% Harry Howe Ransom, The Intelligence Establishment (Cambridge, Mass.,
Harvard University Press, 1971), p. 103; Department of Defense, The Senator
Gravel Edition: The Pentagon Papers, Vol. IV (Boston: Beacon Press, 1971) ;
Patrick J. McGarvey, CIA: The Myth and the Madness, pp. 149, 134 ; Pentagon
Papers, passim; Chester Cooper, “The C.I.A. and Decision Making,"” Foreign
Affairs, January 1972.
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up authority over intelligence activities: “Once money to support the
approved program is allocated to the services, they may or may not use
it for its intended purposes.” ?° In an etfort to remedy this, program
management responsibilities over service components of the General
Defense Intelligence Program (GDIP) were recently transferred
from the Director of DIA to the ASD/I.

The services’ concern with autonomy and preservation of wartime
capabilities may make the achievement of any appreciable reduction
in duplicative effort an impossible goal, at least for general intelligence
activities. The problem is not simply one of bureaucratic pettiness;
there exist unavoidable trade-offs between tactical and national intel-
ligence interests. The issue of which set of needs should dominate
Defense intelligence is a difficult one, with past disagreements on this
point having played a major part in the dissatisfaction with DIA that
has been expressed by the services, policymakers, and OSD staff.

The jurisdictional dilemma was recognized by Schlesinger in his
1971 report : “If the services retain control over the assets for ‘tactical’
intelligence, they can probably weaken efforts to improve the efficiency
of the community. At the same time there is little question about their
need to have access to the output of specified assets in both peace and
war.” He cited service resistance to the National Security Act of 1947,
and to the 1961 DOD Directive establishing the DIA, concluding:
“Powerful interests in the military opposed, and continue to oppose,
more centralized management of intelligence activities.”

A second factor contributing to the dissatisfaction frequently ex-
pressed by DIA’s customers has been the quality of the Agency’s
analysis. Most often, this is perceived as a problem of professional
competence.

Tllustrating the deficiencies in intelligence production as viewed
by policymakers, Beecher has quoted former Secretary of Defense
Schlesinger: “when you have good analysis, it’s more valuable
than the facts on a ratio of ten to one. But all decisionmakers get are
factual ‘snipets.” ” Such tidbits, while often interesting in content, are
of limited worth if not woven 1nto context. The “analyst” who serves
as no more than a conduit for transmitting facts is not providing anal-
ysis. Yet, the job of the national intelligence analyst is to sort facts,
discarding those which do not appear relevant, and piecing together
what remains in a way that yields the broad insights policymakers
find most useful.

Besides a thorough understanding of his subject, the competent ana-
lyst must possess the qualities of perception, initiative, and imagina-
tion. Equally important, the analyst must be kept highly motivated and
must be permitted, on occasion, to be wrong. (This is the basis of the
argument for maintaining more than one source of key intelligence
estimates.)

Critics have often commented harshly on the quality of both civilian
and military personnel in DIA.* There are two facets to the problem
of obtaining first-rate analysts: On the military side, capable and
ambitious officers have traditionally avoided intelligence assignments,

® Fitzhugh Report, p. 23.
“e.g., Ibid., p. 29; “Defense Panel on Intelligence,” p. 6; McGarvey, CIA : The
Myth and the Madness, passim.
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deeming such positions not conducive to career advancement. Of the
officers who have gone into intelligence, many of the best qualified
have tended to serve with their individual service agency rather than
joining DTA. DIA’s leadership maintains, however, that gains have
been made in correcting service biases in the intelligence career field.
Since 1974, promotion prospects for officers in the service intelligence
agencies have become equal to or better than the service-wide averages.
This offers scant consolation for DIA, however, since the promotion
rates for attachés and Navy and Air Force officers serving with the
Agency have not improved proportionately, and remain less favorable
than the service averages. There are, in fact, some indications that
promotion prospects for officers at DIA may be deteriorating.®

On the civilian side of the personnel problem (about 55 percent of
the DIA’s 2,700 professional-level employees are civilian), it is fre-
quently argued that a predominance of military officers in middle-
management positions limits advancement opportunities within the
Agency for civilian professionals. In addition, a significant portion
of those “civilian” personnel who have reached management ranks are
in fact retired military officers.

Many experts who have studied the DIA’s personnel problems have
concluded that improvement in the competence of the Agency’s civilian
analvsts is contingent upon a relaxation of the constraints imposed by
Civil Service regulations. The 1975 Report of the Defense Panel on
Intelligence commissioned by Deputy Secretary of Defense Clements,
asserted : “The professionalism of the intelligence production process
must be improved substantially.” and it strongly recommended ex-
empting DIA’s analysts from the Civil Service.

Whether exempting civilian professionals from the Civil Service
and increasing their management presence would bring about the
changes required to transform the DIA into an effective competitor to
the CIA in producing national intelligence estimates remains ques-
tionable. The DIA has a problem of image. It is a problem that calls
for fundamental reform of its management attitudes and orientation,
as well as in its professional staffing. In the absence of the comple-
mentary reforms,® it would seem doubtful that the provision of great-
er incentives for its civilian analysts, and greater management lati-
tude for the hiring and firing of these analysts by removing Civil
Service constraints would in itself suffice to bring about the needed
degree of improvement in performance.

Moreover, data on the civilian grade structure of DIA. compared to
that of the CTA, suggest that far too much emphasis may be
placed on the need to raise the salaries of DIA’s civilian analysts. Con-
ventional wisdom holds that the CTA has outperformed the DIA be-
cause its superior grade structure permits it to attract and retain more
capable analysts. In fact. however. there is no significant difference in
the professional grade structure (defined here as GS-9, or equivalent,
and above) of the two agencies,

S Memorandum from Vice Admiral DePoix to Secretary of Defense Schlesinger,
3/4/74. Memorandum from Lt. Gen. Graham to Schlesinger, 11/19/74.

2 Such as a new headquarters facility—a request that has been repeatedly
denied by the Congress, but is an essential first step if a revitalized DIA within
thi' existing organizational strueture is decided upon as the preferred course of
action.
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About one-third of the upper management positions at DIA are
filled by military general officers, a much larger proportion than at the
CIA, where fewer military personnel serve.

Criticism of the professional standards of DIA’s personnel has not
been restricted to the Agency’s managers and production analysts. The
Defense attachés, who serve under the Agency’s direction as the De-
fense Department’s human intelligence (HUMINT) collection arm,
have also been a topic of considerable concern. One 1970 study of the
Defense Attaché System warned that the representational and protocol
responsibilities of attachés were assuming precedence over intelligence
functions which should constitute the principal purpose of the at-
tachés.?® This preoccupation with nonintelligence activities remains
strong today.

The qualifications of the officers assigned to attaché duty have been
questioned. The chances for promotion have usually been low in DAS
and the tendency has been to draw a high proportion of attachés from
among officers on their last tours before retirement. Former DIA
Director Donald Bennett dismissed 38 attachés outright for incompe-
tence when he took over the Agency in 1969.*

The arguments cited above suggest two basic alternatives for the De-
fense general intelligence apparatus: either retain the current cen-
tralized arrangement under the Defense Intelligence Agency, giving
its Director the authority he needs to fulfill his original mandate to
manage all of DOD’s intelligence collection and production activities,
or disband the Agency, returning its resources to the military services
from which they were originally requisitioned, leaving the coordina-
tion of the tactical military aspects of these activities to the JCS, and
forming a staff close to the Secretary of Defense to produce the na-
tional intelligence estimates he requires.’

There should either be a major role for DIA, or for the service agen-
cies, but not for both, unless they genuinely serve different functions.
Duplication of intelligence analyses can be valuable if it promotes
diversity and motivates through competition. This assumes that the
separate analysts have different perspectives on the issues. In this
sense, competition between CIA analysts and Defense Department ana-
Iysts for strategic estimates, is very useful. By arguing different points
of view in forums in the intelligence community they force disagree-
ments to the surface and expose evaluations to closer scrutiny. DIA
now has had little incentive to serve as a CIA-type foil to the services,
since DIA has been primarily a military organization.

Specific measures which might improve the performance of DIA
within the existing organizational structure include the following:

a. Enhance professional competence.—Exempt DIA from Civil
Service regulations in the same manner as CIA and NSA. Open more
top-level jobs within DIA to civilian staffers. Increase incentives for
the military services to send better qualified officers to DIA. Waive
seniority requirements for Defense Attachés. Rotate DIA and CIA
strategic analysts through each agency on temporary tours.

“Report of the DIA Defense Attaché System Review Committee, 5/30/70,
pp. 111, 11-2.

* Staff summary of Lt. Gen. Donald V. Bennett, USA (ret.) interview. 7/23/75.

¥ A nucleus for which already exists in the Office of Net Threat Assessment.
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b. Increase the responsiveness of the Agency to the Secretary of
Defense and his staff—Give ASD/I (or the new Deputy Secretary)
authority to deal with the substance of intelligence programs as well
as the allocation of resources. Have the Director of DIA report direct-
ly to the Secretary of Defense, rather than through the JCS, as under
the present arrangement. Appoint a civilian as either the Director or
Deputy Director and make the Director subject to Senate confirma-
tion.

¢. Increase DIA’s management authority to match its management
responsibility.—Allow DIA to establish more requirements for the
service intelligence agencies, and to eliminate intelligence products of
the military services which are unnecessarily duplicative.

d. Increase lateral communication between DIA and other compo-
nents of the defense intelligence apparatus.—To integrate better the
work of the operators, analysts, and planners, encourage communica-
tion among DIA regional analysts and desk men in CIA, ISA, and
other policy staff offices in DOD and State.

2. The National Security Agency

The National Security Agency/Central Security Service (NSA/
CSS) provides centralized coordination, direction, and control of the
Government’s Signals Intelligence (SIGINT) and Communications
Security (COMSEC) activities.

The SIGINT or foreign intelligence mission of NSA /CSS involves
the interception, processing, analysis, and dissemination of informa-
tion derived from foreign electrical communications and other signals.
SIGINT itself is composed of three elements : Communications Intelli-
gence (COMINT), Electronics Intelligence (ELINT), and Telemetry
Intelligence (TELINT). COMINT is intelligence information de-
rived from the interception and analysis of foreign communications.
ELINT is technical and intelligence information derived from elec-
tromagnetic radiations, such as radars. TELINT is technical and
intelligence information derived from the interception, processing,
and analysis of foreign telemetry. Most SIGINT is collected by person-
nel of the Service Cryptologic Agencies located around the world. The
Director, NSA /Chief, CSS has authority for SIGINT missions.

The COMSEC mission protects United States telecommunications
and certain other communications from exploitation by foreignm intelli-
gence services and from unauthorized disclosure. COMSEC systems
are provided by NSA to 18 Government, departments and agencies,
including Defense, State, CIA, and FBI. The predominant user, how-
ever, 1s the Department of Defense. COMSEC is a mission separate
from SIGINT, vet the dual SIGINT and COMSEC missions
of NSA/CSS do have a symbiotic relationship, and enhance the per-
formance of the other.

A specific National Security Council Intelligence Directive
(N'SCID) defines NSA’s functions. It is augmented by Director of
Central Intelligence Directives (DCIDs) and internal Department of
Defense and NSA regulations.

NSA responds to requests by other members of the intelligence com-
munity, such as CIA, DIA, and FBI, to provide “signals”
intelligence on topics of interest. An annual list of SIGINT require-
ments is given to NSA and is intended to provide the NSA Director
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and the Secretary of Defense with guidance for the coming year’s
activities. These requirements are usually stated in terms of general
areas of intelligence interest, but are supplemented by “amplifying
requirements,” which are time-sensitive and are expressed directly to
NSA by the requesting agency. NSA exercises discretion in respond-
ing to these requirements; it also accepts requests from the executive
branch agencies. NSA does not generate its own requirements.

All requirements levied on NSA must be for foreign intelligence.
Yet, the precise definition of foreign intelligence is unclear. NSA
limits its collection of intelligence to foreign communications and
confines its activities to communications links having at least one for-
elgn terminal. Nevertheless, this is based upon an internal regulation
and is not supported by law or executive branch directive.

Although NSA limits itself to collecting communications with at
least one foreign terminal, it may still pick up communications be-
tween two Americans when international communications are involved.
Whenever NSA chooses particular circuits or “links” known to carry
foreign communications necessary for the production of foreign intelli-
gence, it collects all transmissions that go over those circuits. Given
current technology, the only way for NSA to prevent the processing
of communications of U.S. citizens would be to control the selection,
analysis, or dissemination phases of the process.

Communications intelligence has been an integral element of United
States intelligence activities. Foreien communications have been inter-
cepted, analyzed, and decoded by the United States since the Revolu-
tionary War. During the 1930s, elements of the Army and Navy col-
lected and processed foreign intelligence from radio transmissions.
Much of their work involved decryption, as well as enciphering United
States transmissions. Throughout World War II, their work con-
tributed greatly to the national war effort.

Since President Truman authorized NSA’s establishment in 1952
to coordinate United States cryptologic and communications activi-
ties, tremendous advances have been made in the technology of com-
munications intelligence. These advances have contributed to an
expansion in demands for a wider variety of foreign intelligence and of
requirements placed upon NSA/CSS SIGINT personnel and re-
sources. As new priorities arise in the requirements process, greater
demands will be placed upon NSA.

It is also necessary to face the problem of integrating intelligence
requirements for foreign policy and national security with Constitu-
tional constraints and safeguarding of domestic civil liberties. NSA’s
Intercept programs and possible violation of Fourth Amendment
rights are discussed in the section, “National Security Agency Sur-
velllance Affecting Americans,” in the Committee’s Domestic Intelli-
gence Report.

E. MiLitaARY COUNTERINTELLIGENCE AND INVESTIGATIVE ACTIVITIES

1. Background

The Department of Defense defines “military counterintelligence
and investigative activity” as all investigative activity apart from
foreign intelligence-gathering. Although this nomenclature is rela-
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tively recent, the military services have always conducted investiga-
tions. None of these investigative activities are expressly authorized by
statute; rather, they have been justified as necessary to the military
mission. On occasion. investigative activity by the military has ex-
ceeded measures necessary to protect or support military operations.

In 1917, for example, Colonel! Ralph Van Deman of the Army in-
telligence bureau recruited ctvilians in the Army Reserve and used
volunteer investigators to report on “unpatriotic” conduct. Van De-
man’s men were soon dispersed throughout the country, infiltrating
such organizations as the Industrial Workers of the World, mingling
with enemy aliens in major cities, and reporting on all types of dis-
senters and radicals. Much of this civilian surveillance continued after
World War I, particularly in the area of labor unrest. In the 1920s
the Army had “War Plans White” to deal with anticipated uprisings
of labor and radicals. In 1932 the Chief of Army Intelligence col-
lle;ct;ced information on the “bonus marchers” arriving in Washington,

Similarly the activities of the Office of Naval Intelligence (ONT)
have not always been restricted to military affairs. Traditionally, ONI
has provided security for naval contractors, guarded ships, searched
crews, detected illegal radio stations, and investigated naval person-
nel, enemy sympathizers, and civilians whose activities were “inimi-
cable to the interests of the Navy.”

Then, in the late 1960s during a period of considerable civil unrest
in the United States, the three services—particularly the Army—were
called upon to provide extensive information on the political activities
of private individuals and organizations throughout the country.*

2. Areas of Investigation

DOD’s counterintelligence and investigative activities are conducted
for many purposes, both within the United States and abroad.®’

a. Violations of the Uniform Code of Military Justice.—The UCMJ
is a code of criminal laws which applies to all military personnel of
the Department of Defense. The Secretary of each military depart-
ment is responsible for enforcement of its provisions within his de-
partment. Investigations of UCMJ violations take place within the
United States and in foreign locations where military personnel are
stationed.

b. Security Clearances.—The Department of Defense conducts back-
ground investigations to determine whether to award security clear-
ances to its military and civilian personnel or to the personnel of civil-
ian contractors. These investigations are done both in the U.S. and
abroad.

* For a detailed description of this and other improper military investigative
activities, see the Select Committee’s report entitled “Improper Surveillance of
Private Citizens by the Military.”

¥ Examples include investigations of security leaks, investigations in support
of the Secret Service, investigations of theft at the facilities of Government
contractors, and investigations—once military forces have been called in—to
suppress domestic violence. None of these activities, however, currently repre-
sents a significant expenditure of investigative effort.

Military intellizence units also have certain counterintelligence functions to
perform which relate to a unit’s combat responsibilities.
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¢. Counterespionage.®—Under an agreement with the Federal Bu-
reau of Investigation,® each of the military departments conducts
counteresplonage investigations on military and civilian members of
their respective military departments, although all such operations
are controlled by the FBIL. In overseas jurisdictions where military
commanders have control over occupying forces, the military depart-
ments are given more latitude to conduct counteresplonage investiga-
tions, but these are coordinated with the Central Intelligence Agency.

Counteresplonage investigations may be offensive or defensive 1n
nature. Offensive investigations seek to obtain information on the
purposes or activities of a hostile intelligence service. Defensive coun-
terespionage investigations involve the identification of military per-
sonnel who are working for agents of a hostile intelligence service.
Counterespionage operations are undertaken in both domestic and
foreign settings

%weats to DOD Personmel, Property, and O perations.—This type
of mvestlgatlon is dlstmgulshed from a counterespionage investiga-
tion because no hostile intelligence agency is involved. Rather, the
“threat” typically arises from civilian groups and individuals whose
activities might subvert, disrupt, or endanger the personnel, property,
or operations of DOD. While “threat” information is normally ob-
tained from local law enforcement authorities, the military has tradi-
tionally reserved the right to conduct its own investigations of such
matters both in the U.S. and abroad.

In summary, one should remember that “military counterintelli-
gence and investigative activity” is not a static category. It includes
investigations undertaken for any reason apart from foreign intelli-
gence collection. These range from 1nvest1gat10ns of lost property to
investigations of fraud at servicemen’s clubs. Moreover, the four gen-
eral categories cited above expand and contract to meet changing mili-
tary needs and demands from the Executive.

3. Supervisory Structure

The Secretary of Defense is ultimately responsible. for all counter-
intelligence and investigative activity conducted by the Department of
Defense. However, the Secretary has delegated management respon-
sibility for this act1v1tv to the Assistant Secretarv of Defense (Comp-
troller).*® He, in turn, has delegated this responsibility to the Deputy
Asgistant Secreta.ry of Defense (Comptroller), who was assigned re-
sponsibility for the Defense Investigative Program Office (DIPO).

DIPO apportions counterintelligence and investigative resources
within the Department of Defense. The Office has budgetary control
of funds allocated for these activities, and provides policy guidance.
However, although DIPO stays informed of activities of ‘the investi-
gative agencies, it does not exercise formal operational control over
them. In fact, no element at the OSD level exerts centralized opera-

®The counterespionage investigations of the Devartment of Defense are
described in detail in a classified staff report of the Committee.

¥ The Delimitations Agreement of 1949. Each of the military departments has
promulgated the agreement as a departmental regulation.

“ DOD Directive 5118.8.
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tional control over counterintelligence and investigative activities.**
The one Defense Department agency engaged in such activity, the
Defense Investigative Service (DIS), and the three military depart-
ments largely retain independent operational control of their own
activities.

4. The Defense Investigative Service (DIS)

DIS is the only Defense agency established specifically to carry out
counterintelligence and investigative activities.*? Created in 1972, its
chief function is performance of all security clearance investigations
for civilian and military members of the Department of Defense as
well as for all employees of Defense contractors. DIS also has been as-
signed responsibility for conducting “such other investigations as the
Secretary of Defense may direct,” thus making it a special investiga-
tive arm of the Secretary.*®

DIS performs the special function of operating a computer index
known as the Defense Central Index of Investigations (DCH).
This is a computerized index which contains not only references to pre-
vious security clearance investigations, but also references to virtually
every DOD i1nvestigation conducted in the past.** According to recent
congressional testimony, the DCII now contains references to DOD
files on approximately 15 million Americans.** DIS does not maintain
the files, but indicates to requesters which DOD counterintelligence and
investigative agency holds the file.

DIS has 280 offices across the United States, staffed by 2,620 mili-
tary and civilian employees. DIS does not have personnel located over-
seas, but is responsible for security clearance investigations that may
require tracking down leads overseas. Normally, an overseas element
of one of the services would support DIS in such cases.

5. The Military Departments

In the Navy and Air Force, all counterintelligence and investigative

activity, in both domestic and foreign contexts, is centralized in one
element. In the Army, such activity is dispersed.
_ a. Navy.—All foreign and domestic counterintelligence and other
investigative activity in the Navy is carried out by the Naval Investi-
gative Service (NIS). The Director of NIS reports to the Director of
Naval] Intelligence, who has responsibility for foreign intelligence
gathering by the Navy. He, in turn, reports to the Chief of Naval
Operations. In 1975, 169 military and 744 civilian personnel ¢ were
assigned to NIS.

“ The Defense Intelligence Agency made an unsuccessful effort to gain control
of these activities in the late 1960s.

“ The National Security Agency and Defense Intelligence Agency also have
small elements with counterintelligence and investigative functions. These ele-
mertlts exist solely to protect the activities of the agencies of which they are a
part.

“DOD Directive 5105.42,

“ The DCII is routinely purged of references to files which have been destroyed
because of their age, files on deceased subjects, or files which DOD directives have
stipulated may not be retained.

® Testimony of David O. Cooke, Deputy Assistant Secretary of Defense (Comp-
troller), House Subcommittee on Government Operations, 1975 (unpublished).

# NTIS agents are all civilian employees.
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b. Air Force—All Air Force investigative activity is carried out
by the Air Force Office of Special Investigations (AFOSI). In con-
trast to NIS, the Director of AFOSI reports to the Air Force
Inspector General. In 1975, AFOSI had 1,537 military and 384 civilian
personnel assigned to it.

¢. Army.—In the Army, criminal investigations are separated from
other types of counterintelligence and investigative activity. They
are carrled out worldwide by the United States Army Criminal In-
vestigation Command, the Director of which reports directly to the
Army Chief of Staff.

Remaining counterintelligence and investigative activities are
apportioned between the United States Army Intelligence Agency
(USAINTA) and the military intelligence units located overseas.
USAINTA has responsibility for all activities within the United
States and in overseas locations where military intelligence units are
not located. Where military intelligence units are part of Army forces
stationed overseas (e.g., West Germany and Korea), they ordinarily
carry out counterintelligence and investigative activity in their re-
spective locations. Where an investigation proves to be beyond their
capacity, USAINTA elements may be called upon.

Both the commanding office of USAINTA and the commanders of
military intelligence groups overseas report to the Army Assistant
Chief of Staff for Intelligence, who is responsible for the foreign in-
telligence-gathering activities of the Army. In 1975, the Army had as-
signed 2,822 military and 1,346 civilian personnel to counterintelli-
gence and other investigative activities.

6. Results of Select Committee Inquiry

The Select Committee carried out an extensive investigation of the
counterintelligence and investigative activities of DOD insofar as they
have resulted in illegal and unwarranted intrusions into the political
affairs of civilians. The results of the investigation are published in
detail in the Committee Report entitled “Improper Surveillance of
Private Citizens by the Military.”

The Committee found that while certain of DOD’s past counter-
intelligence and investigative functions resulted in the collection of in-
formation on the political activities of private citizens, DOD has effec-
tively brought its counterintelligence and investigative activities un-
der control since 1971. The Committee found that DOD currently
maintains little information on unaffiliated individuals; that which it
does maintain arguably falls within the terms of the Department’s
internal restrictions. Similarly, the Committee found that operations
against civilians had been authorized in accordance with departmental
directives.

Despite the success of the Department’s internal directives to limit
intrusions into the civilian community, the Committee nevertheless
finds them inadequate protection for the future and recommends that
more stringent legislative controls be enacted.

F. CueMicar axnp BioLogIcAL ACTIVITIES

The terrible wounds inflicted by chemical weapons, such as chlorine
and mustard gas, in World War I spawned international attempts to
ban their use in warfare. The 1925 Geneva Convention succeeded
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only in banning first use in war of chemical and biological weapons.
The United States signed this Convention but Congress failed to
ratify it; thus. the United States was not bound by its prohibitions.
Nevertheless, there was a widespread belief that the United States
would comply with the Convention.

Since the ban applied only to a country’s first use of these agents,
both the Allied and the Axis powers in World War II researched
and stockpiled chemical and biological weapons in order to retaliate
against first use by an enemy. Ironically, as the first President pub-
liely to commit the United States to the policy of the Geneva Conven-
tion, President Roosevelt announced in June 1943, with the intent of
warning Japan against the use of such weapons: “I state categorically
that we shall under no circumstances resort to the use of such weapons
[poisons or noxious gases] unless they are first used by our enemies.”
As he spoke, however, he knew the United States had intensified its
biological research effort three months earlier with the construction of
a facility for drug research at Fort Detrick, Maryland.

The threat of retaliation against a country using such weapons was
effective. Although Germany was thought to have a stockpile, it did
not touch it, even in the last desperate months of World War I1. After
the War, the United States program of research and development on
such agents continued in order to maintain a weapons capability suf-
ficient to deter first use by hostile powers. The Army’s facility at Fort
Detrick remained the center of biological weapons research and de-
velopment.

1. Chemical and Biological Activities **

Against this background, the Central Intelligence Agency entered
into a special agreement with the Army on a project which the CTA
codenamed MKNAOMI. The original purpose of MKNAOMTI is dif-
ficult to determine. Few written records were prepared during its 18-
year existence; most of the documents relating to it have been de-
stroyed; and persons with knowledge of its early years have either
died or have been unable to recall much about their association with
the project. However, it is fair to conclude from the types of weapons
develoned for the CIA, and from the extreme security associated with
MKNAOMI, that the possibility of first use of biological weapons by
the CTA was contemplated.

The Army agreed that the Special Operations Division (SOD) at
Fort Detrick would assist the CTA in developing. testing, and main-
taining biological agents and delivery systems. By this agreement,
CIA acquired the knowledge, skill, and facilities of the Army to de-
velop biological weapons suited for CIA use. In 1967, the CIA sum-
marized MKNAOMTI objectives:

a. To provide for a covert support base to meet clandestine
operational requirements.

b. To stockpile severely incapacitating and lethal materials
for the specific use of TSD [Technical Services Division].
_ c. To maintain in operational readiness special and unique
1(e11115 for the dissemination of biological and chemical mate-
rials.

“2 See Chapter XVI.
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d. To provide for the required surveillance, testing, up-
grading, and evaluation of materials and items in order to
assure absence of defects and complete predictability of results
to be expected under operational conditions.*’

In reviewing the records and testimony of SOD personnel, it is easy,
for the most part, to distinguish SOD’s work for the Army from its
work for the CTA, even though very few SOD scientists knew of the
CIA connection. For example, the CIA personnel who worked with
SOD were identified as military officers from the fictitious S*afl Sup-
port Group, whose interest in SOD was markedly different from the
Army’s. The CTA was careful to ensure that its moneys were trans-
ferred to SOD to cover the cost of CIA projects and the few existing
SOD records indicate which projects were to be charged a~ainst the
funds received from “P-600,” the accounting designation for CIA
funds.

SOD’s work for the Army from 1952 until the early 1960s was
primarily to assess the vulnerability of sensitive installations, such as
the Pentagon, air bases, and subway systems, to biological sabotage by
an enemy. In order to conduct these tests, SOD personnel would de-
velop small, easily disguised devices—such as spray cannisters and
spray pens—containing harmless biological agents. SOD personnel
would surreptitiously gain access to the installation, leaving the devices
to release the biological agent. SOD personnel would then monitor its
spread throughout the installation. In this way, SOD could determine
how vulnerable the installation was to sabotage of this kind and could
advise those charged with security of the installation on counter-
measures.

Although the CIA was interested in the kinds of delivery devices
which SOD could make for delivery of the biological agents, CTA
projects were distinct because they involved the mating of delivery
systems to lethal or incapacitating biological agents, instead of harm-
less agents used in vulnerability tests. The CTA would ask SOD to pro-
duce a delivery system and a compatible hiologien] sgent—a request
not made by the Armv until the early 19¢3s. ' '

SOD developed pills containing severa! ditfivent biciosieal ngents
which could remain potent for weeke or montiz and dart suns and
darts coated with biological agents. SOD algo developed a specizi sun
for firing darts coated with a chemical that could incapacitate = o+ wrd
dog in order to allow CIA agents to knock out ih» guard doy
silently, enter an installation, and return the dog to conscionsiess whe
leaving. SOD scientists were unable to develop a similar incapacitan:
for humans.

SOD on occasion physically transferred biological agenis in “buik”
form, various delivery devices, and most importantly, delivery devices
containing biological agents, to CTA personnel. Although none of the
witnesses before the Select Committee could recall any transfer of
such materials for actual use by the CIA, evidence available to the
Committee indicates that the CTA attempted to use the material. It is
fair to conclude that biological agents and delivery devices prepared at
Fort Detrick and transferred to the Staff Support Group were carried

“ Memorandum from Chief, TSD/Biological Branch to Chief, TSD,
“MKNAOMI : Funding, Objectives, and Accomplishments,” 10/18/67, p. 1.

207-932 O - 176 - 24
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by CIA agents in attempted assassinations of foreign leaders. How-
ever, the Committee found no evidence that such material was ever in
fact used against a person by the CIA.

By the early 1960s, the Army also became interested in the type of
work SOD was doing for the CIA. The Army apparently decided that
this type of surreptitious delivery device might be useful to Special
Forces units in guerrilla warfare. SOD developed special bullets con-
taining poison darts which could be fired, with little noise, from stand-
ard military weapons and small portable devices capable of spraying
biological agents into the air which would form lethal clouds. Ult1-
mately, the Army stockpiled a quantity of these bullets, but never
transterred them to field units.

SOD developed another capability according to existing records
which, so far as the Committee could determine, was never tapped by
Army or by the CTA. Whereas most SOD work was devoted to biologi-
ca] weapons which would kill one individual noiselessly and with al-
most no trace of which would kill or incapacitate a small group. SOD
did research the possibilities of large-scale covert use of biological
weapons. SOD scientists prepared memoranda, which were passed to
the CIA, detailing what diseases were common in what areas of the
world so that covert use of biological weapons containing these diseases
could easily go undetected. SOD researched special delivery devices
for these biological agents, but it never mated such delivery devices
with biological agents.

In addition to CIA interest in biological weapons for use against
humans, it also asked SOD to study use of biological agents against
crops and animals. In its 1967 memorandum, the CTA stated :

Three methods and systems for carrying out a covert at-
tack against crops and causing severe crop loss have been
developed and evaluated under field conditions. This was ac-
complished in anticipation of a requirement which was later

developed but was subsequently scrubbed just prior to putting
into action.

2. Termination

All the biological work ended in 1969. Shortly after taking office,
President Nixon ordered the staff of the National Security Council to
review the chemical and biological weapons program of the United
States. On November 25, 1969, he stated that the United States re-
nounced the use of any form of biological weapons that kill or inca-
pacitate. He further ordered the disposal of existing stocks of bac-
teriological weapons.

On February 14, 1970, the President clarified the extent of his earlier
order and indicated that toxins—chemicals that are not living orga-
nisms but are produced by living organisms—were considered biologi-
cal weapons subject to his previous directive. The Defense Department
duly carried out the Presidential directive according to the instruc-
tions and supervision of the National Security Council staff. However,
a CTA scientist acquired from SOD personnel at Fort Detrick approx-
imately 11 grams of shellfish toxin, a quantity which was approxi-
mately one-third of the total world production and which was suffi-
cient to prepare tens of thousands of darts. This toxin, a known danger
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if inhaled, swallowed, or injected, was then stored in a little-used
laboratory at the CIA where its presence went undetected for five
ears.

The transfer from SOD to the CIA resulted in a major quantity of
the toxin being retained by an agency in a manner which clearly vio-
lated the President’s order. The evidence to the Committee established
that the decision to transfer and to retain the shellfish toxin was not
made by, or known to, high-level officials of either the Defense Depart-
ment or the CITA. The Director of the CIA was told of the possibility of
retaining the toxin, but he rejected that course of action. The Commit-
tee found that the decision to keep the toxin, in direct and unmistak-
able contradiction of a widely announced Presidential decision, was
made by a few individuals in the CIA and SOD.

Nevertheless, the history of MKNAOMI and the atmosphere sur-
rounding it undoubtedly contributed to the mistaken belief of these
individuals that they were not directly affected by the President’s
decision. The MKNAOMI project itself was contrary to United States
policy since 1925 and to Presidential announcement since 1943, for it
contemplated a first use of biological weapons by the CIA—albeit
in the context of small covert operations. Moreover, because of
the sensitive nature of MKNAOMI, these scientists gave their
superiors little written record of their work and received little or no
written guidance, The National Security Council staff, charged by the
President with determining what U.S. policy should be, did not dis-
cover MKN AOMT in the course of its study and did not, therefore, con-
sider the possibility that the CIA had biological weapons or biological
agents. The CIA employee who claims to have made the decision, on
his own, to retain the toxin received no written instructions to destroy
them. Kept outside the National Security Council’s study, the em-
ployee had to rely only on the newspaper account of the President’s
announcement and on his own interpretation of it.

G. Meetine Furvre NEeeps 1N DerENsE INTELLIGENCE

The defense intelligence establishment poses two fundamental prob-
lems for future national policy. The first is how to improve the qual-
ity of intelligence and ensure that intelligence collection and produc-
tion are responsive to the needs of both the executive and legislative
branches; the second is how Congress can exercise responsible over-
sight of the intelligence agencies. These goals require not only execu-
tive-legislative cooperation in control of the intelligence establish-
ment, but also the desien of a managerial and consultative system
which is conducive to efficiency in routine activities, and adaptive to
new priorities.

1. Anticépating New Requirements

It is a truism that generals should not plan for the next war by
preparing for the last one: so too the intelligence community should
not simply prepare to predict the last crisis. Ideally, allocation of
intelligence resources should precede crises, not follow them. For ex-
ample, concentration of a larger proportion of intelligence assets on
economic issues should have begun before the 1973 oil embargo and
energy crisis, not subsequently. In order to anticipate threats, which
is the essential function of peacetime defense intelligence, the agencies
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must strengthen their ability to anticipate the proper targets for col-
lection and analysis.

The fundamental task of military intelligence will always be to
detect the numbers, characteristics, and locations of enemy weapons,
personnel, communications, and intelligence systems. As the world
changes, however, the identities of enemies and the relative impor-
tance of different security threats change. The allocation of intelli-
gence resources which was appropriate in a bipolar world, where the
most likely threats were strategic nuclear war or large-scale conven-
tional military engagements in the third world, is less appropriate in
a world where power is becoming more diffused. For example, al-
though the energy crisis (which is increasing the spread of nuclear
power reactors and eroding the technical and economic barriers to
acquiring nuclear weapons) and the growth of regional power rivalries
(which 1ncreases incentives to acquire such weapons) are combining
to make nuclear proliferation an imminent threat, the Air Force unit
responsible for nuclear intelligence still directs virtually all of its
assigned technical collection resources against the USSR and China.*®

In the short range, it is obvious that problems such as nuclear
proliferation and international terrorism will be given increasingly
high priorities in national intelligence. Since DOD has the vast
majority of collection assets, it should be increasingly involved in these
problem areas. In doing so, a new balance may have to be struck
between the national/peacetime intelligence priorities of the Depart-
ment of Defense and the intelligence community as a whole, and the
tactical/wartime requirements of the military. The critical problem
for improving intelligence in the long-range, however, is to 1dentify
the mechanisms which are conducive to adaptation, re-evaluation of
priorities, and flexible distribution of collection and analysis assets.
Feedback from consumers of national intelligence—such policv and
research agencies as ISA, DDR&E, State, NSC, ERDA, and ACDA—
should be regularized, and DOD should also be responsive to the com-
munity-wide committees (such as TRAC, NSCIC, USIB, or IC Staff)
which consider the interface between lissue urgency and collection
capabilities.

2. Effects of New Technology

Technological change produces both new capabilities and new bar-
riers in intelligence collection. Unless the U.S. loses its wide lead in
capacity for technological innovation, however, scientific advances are
likely to be a net benefit.45»

In the near future, expanded computer capabilities can be expected
to improve the integration and availability of processed information
by use of a central bank with data. pictures, and reports digitized for
quick retrievability according to title or substance. This would offer
the efficiency and thoroughness of a full text search, but it also raises
the issue of the proper extent of compartmentation.

Improved technology also offers hedges against vulnerability and
political sensitivity. Development of unmanned mobile sensors for
dangerous peripheral reconnaissance missions can eliminate most of
the risks in current collection programs, or the potential for crises

8 Air Force briefing for Select Committee staff, July 1975.
2 See the Committee’s detailed report on Intelligence and Technology.
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and embarrassments which followed the North Korean seizure of the
Pueblo and downing of the EC-121. Both a reduction in risk and an
increase in cost-effectiveness could be possible if improved technology
results in substantial manpower reductions.

Technology is interactive. Availability of new techniques for moni-
toring or verification may provoke enemy countermeasures, and enemy
development of new weapons systems can produce the need for new
techniques of verification. (Heavy deployment of cruise missiles or
development of mobile land-based ICBMs by either the U.S. or
U.S.S.R., given current detection capabilities, would create virtually
insoluble problems of verification of strategic arms limitation agree-
ments. Development by either side of certain technical innovations, on
the other hand, could be undesirable. A breakthrough in ability to
detect and fix the location of submarines, for example, would de-
stabilize mutual nuclear deterrence by increasing the vulnerability of
the other side’s second-strike capability.) The complex dynamics of
these interactions require substantial attention to coordinating R&D
for intelligence with policy considerations. The expense which goes
with technical sophistication also suggests the need for rigorous cost-
benefit analysis in intelligence R&D, to judge the relative utility of
new capabilities.

3. Restructuring Defense Intelligence Organizations

The pattern of DOD intelligence organization is obviously impor-
tant for the division of authority and responsibility within the depart-
ments, but it also has ramifications for the control and direction of
the intelligence community as a whole. Internally, there are divergent
interests and needs, particularly between the civilian leadership in
OSD and the military leadership in the JCS and unified commands.
Externally, there is an imbalance between the responsibility of the
DCI to direct the collection and production of national intelligence,
and the predominance of DOD in control of actual assets.

Within the defense establishment there has traditionally been a
trade-off in the view of many observers, between the peacetime needs
of the Secretary of Defense for “national” intelligence on general
politico-militarv developments and trends, and the wartime needs of
the professional military for “tactical” intelligence on enemy forces
and operations. This distinction may be eroding since central national
sensors can have important tactical applications.

Nevertheless, the Secretarv of Defense and JCS have diffrrent re-
sponsibilities, and thus different intelligence priorities. Dissatis-
faction with fragmentation and duplication of service intelligence
support to the Secretary led to the formation of the Defense Intelli-
gence Agencv 15 years aco. The DIA was supposed to integrate
military intelligence activities, and to serve the needs of both OSD
and the services. There has been widespread criticism of DIA’s per-
formance since it was created.

The new Deputy Secretary of Defense position is designed to assert
greater control of DOD intelligence from the OSD level. If OSD staff
resources for intelligence are Increased. and DIA’s role is decreased,
the trade-off between service needs and the needs of national leader-
ship may be recognized, accepted. and dealt with, in contrast to the
earlier attempt to “cure” the problem by combining managerial func-
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tions in DIA. There has been a similar potential problem in NSA,
although it has provoked far less concern than DIA since NSA must
also serve national and tactical needs. In 1961 the JCS attempted to
gain control of that agency,* and in recent years some critics at the
other extreme have suggested taking NSA out of DOD, since it serves
many non-military needs. The entire problem of dealing with the
mutual relations of national and tactical intelligence may be clarified
as the DCI assumes the additional authority granted to him by the
President’s Executive Order of February 18, 1976.

While establishment of a Pentagon intelligence czar in the form of
the new Deputy Secretary may reduce fragmentation within the de-
partment and improve the coherence of military intelligence, it will
probably have a major impact on the coordinating role of the DCI.
Given that the overwhelming volume of total U.S. intelligence col-
lection and production occurs within DOD, the Deputy Secretary
could become, in effect, a second DCI. The definition of the relation
between these two officials will be the single most critical factor in top-
level organization for management of national intelligence.

4. Requirements for Congressional Oversight

If Congress attempts to exercise more comprehensive and detailed
oversight of intelligence agencies, the biggest issue is likely to be what
information the executive branch should make available. On defense
intelligence there is likely to be less of a problem if Congress concen-
trates on issues of intelligence process rather than substance. There is,
of course, a limit as to how far it is possible to evaluate the former with-
out considering the latter. Therefore, norms will have to be established
about what kinds of material (for example, finished intelligence) will
be subject to scrutiny by Congress on a routine basis. Provision should
also be made to keep basic information on budgets and resource allo-
cation in a clear and available form in the Pentagon, obtainable b
the oversight committee on demand. More consistent and thoroug.
documentation of the chain of command could also be required in
internal correspondence (thus avoiding the problem of “unattribut-
able” records of controversial decisions turning up in the files, i.e.,
unsigned directives or cables which cannot clearly be traced to an au-
thoritative source).

If independent ongoing oversight of the substance of defense intel-
ligence is the goal, an oversight committee should have staff expertise
in several areas: (1) Political, to weigh the risks and gains of certain
programs and targets; (2) Scientific and Technical, to evaluate sen-
sors; (3) Economic, to judge cost-effectiveness; (4) Military, to con-
sider non-national strategic and tactical requirements of DOD
intelligence.

* Memorandum from the Chairman of the Joint Chiefs of Staff Lemnitzer to
Secretary of Defense McNamara, 3/2/61.
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