
APPENDIX III. 

SOVIET INTELLIGENCE COLLECTION AND OPERATIONG AGAINBT THE 
UNITED STATES 

A. INTRODUCTIOS 

The U.S.S.R. conducts espionage and “active measures” or covert 
action operations on a large scale against it,s main enemy-the United 
States.1 These activities are carried out in the U.S. and abroad by the 
Soviet intelligence and security services-the KGB and the GRU-and 
by the intelligence and security services of Soviet-influenced Eastern 
European countries, via their officers and agents in the United States 
and in other countries. 

The main targets are U.S. Government officials, members of the busi- 
ness, scientific and political communities with access to the U.S. Gov- 
ernment, and other influential entities such as youth, journalist and 
trade organizations. 

According to the CIA, the United States is still the major target 
of the Soviet Union, Soviet intelligence and security services regard 
the greater degree of contact between the United States and the 
U.S.S.R. resulting from detente both as an increased counter- 
intelligence threat and as an opportunity for recruitment of more 
intelligence sources. 

1. General Stature and Coxwmmd 
The intelligence and security structure of the Soviet Union today 

consists of two main elements. ‘The first is the Committee of State Se- 
curity-known in the U.S.S.R. and abroad by its initials-KGB. The 
second element is the lesser-known military intelligence organization- 
the Chief Directorate of Intelligence of the General Staff-whose ini- 
tials are GRU. Both of these organizations operate on a world-wide 
basis. There is no Soviet embassy abroad which does not have its contin- 
gent of KGB officers, and it is doubtful whether there are more than one 
or two without GRU officers. Furthermore, the diplomatically-ac- 
credited personnel in Soviet Embassies are generally from 40 percent 
to 60 percent GRU and KGB officers. However, while there are many 
similarities between the operations of these two organizations overseas, 
there is one basic difference between them. The GRU engages only in 
foreign intelligence collection and has no domestic functions. The 
KGB, however, exists to safeguard national security. It interprets this 
mandate in the broadest sense, and therefore both its foreign activities 
and its domestic mission are multi-fadeted. 

The KGB and GRU are nominally controlled by the Soviet Govern- 
ment but are adually commanded by the Communist Party of the 
Soviet. Union (CPSU). Officiallv, both intelligence services report to 
the Council of Ministers of the Soviet Government : the KGB reports 

1 The People’s Republic of China is now almost as important a target to the 
Soviet Union as is the United States. 

(557) 



directly and the. GR’I’ throrlph the General Staff of the Ministry of 
Defense. It appears that th p role of th+: Council of JIinisters in over- 
seeing thcso organizdons is limited to atlnlinistrative contra!, while 
the aettual rontrkl of operatinnr- ic a I’art\- function. Both organizations 
report indirectly and directly to the C&V leadership through their 
respectivr chiefc : Tllrii Y!ndirnirovich ,klclropoi-. Chairman of the 
KGB : and Marshal Andrei 14ntonovich Grechko. ?rlinister of Defense. 

2. B dget 
Accurate estimates of Soviet expendit,ures on intelli rice are diffi- 

cult to arrive at. because of rifid security and because o P the peculkri- 
ties of Soviet accounting practices. The available evidence indicates 
that both the KGB and GRTJ receive high priority in the allocation of 
funds and other resources. 

As noted above,, the KGB has both domestic and foreign func- 
tions. Abroad, the KGB is responsible for the collection of foreign 
intelligence; for the control of all official Soviet installations and 
personnel; for th*? penetration of all hostile intelligence and security 
servkes ; and fox Londnc;ting covert and “executive action” programs. 
However, it concentrates a- far greater share of its attention on its 
internal functio:ls, which include : uncovering espionage,. subversion 
and di&dence ; censorship of all international, and selected internal 
communications ; investigating crimes against the state and pre- 
senting evidence for prosecution ; protecting the borders of the coun- 
try; providing physical protection for the leaders and important 
installations of the Party and state, and for visiting foreign dirmitar- 
ies; disrupting and neukalizinp t,he activity of hostile intelligence 
services and emigre organizat,ions by aggressive c.ounterintelligence 
operations ; supervising the development and installation of secure 
communications systems, and providing maintenance and security for 
those qstems. 

The number of KGB personnel engaged in clandestine activity di- 
rected against foreign cow:tric+ is &mated by the CIA at 10.000 while 
the counterintelligence and security components operating inside the 
Soviet Ynion are much larger. \Vith the inclusion of a sizeable admin- 
istrati\-e and support apparatus, the total number of all-IJnion or 
national-level personl~l ha.3 been estimated at a total of 410,000. Of this 
total, the Border Troops have been credited with over 175,000 
employees; the Kremlin Guarck and possibly other uniformed com- 
ponents, while not individually reported, may number over 65,000. 

In addition to the 410,i)oO national-level personnel estimate, each 
Republic and autonomous region has its own KGB st,ructure, and there 
are KGB offices, in every town of any size across the entire Soviet 
Union. 
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The KGB has a highly-complex organizational structure, but it is 
generally correct to say that the First Chief Dire&orate is concerned 
with foreign operations and that the Second Chief Directorate has 
primary responsibJity for iiitorn;ll iccuritg and counterintelligence. 

a. The Fi,lst Chiej Dt"wctortiC~ -‘I’hc First Chief Directorate of the 
KGB is organixetl on Lot11 geoprapl&~itl and fwctional lines. The pe.o- 
graphic departments are numbered, and the First Department operates 
against the lrnitetl Stutc Y ;11:(1 (‘:,L;L&L Traditionally? the numerical 
&signation “First” has been :Issigned to the departtnent that operntrs 
a~3lll.A the ‘htih vzi.tn\-” of rlw l‘,Y.S.R, The T’nited States has 
L~.L*I~ GIlat enemy since J\‘.aiItI \~:II Ii; Itlit tilt2 l’e~tpl~‘:: Republic oi 
C'hina 112~ since hcy~n tslt>‘\,~tteil aitrlt,d 111 t!li5 -tlctii> l?,!- Current attitude5 
if not by formal orglrnizai ion. 

The Second Department is wsponsil,ie for Latin America, including 
Mexico. The Third Department concentrates on the United Kingdom, 
Australia, New Zealand and Scandinavia; the Fourt,h Department 
on West Germany, Austria and Switzerland, and so on for the thirteen 
additional departments. 

The functional or specialized components of the KGB First Chief 
Directorate cc~ncern thernselve.5 with p,artIcular liongeographical tar- 
gets. types of operations and types of information cvn a world-wide 
basis. 1 hrre are bt~versl i:apoi$rlr;t CO~II~~~~II~~I~~S In tliii catcxgory : 

--2’,zC (7071~Lteiint[?r!lligell(‘e Di,~c~&o~ &e M or-k~ dirc:ct ly against. for- 
eign intellipenw and security ti~rvict5 

---Th(. AYhe?stz'fic .,wd Trcilnicnl Ilirwtorafe rims clandeAne opera- 
tions to cirllt~~l ii~f~,i.~!iiliio~: ‘111 , it*, Ir~iiOluLgicili ikd’b antes itIlt ana,l)-zes 
tht+r api)liCati!)Il to &i?itar> an11 inilnArin1 uses. 

-.- DP/NZ/‘lnc6/it “A” (CO\ tl‘t .it LiOi! antI &I ~111 iok) Ijl:LllS, coordi- 
nates and supports those activities which are known as “active meas- 
ures”-a name \vhicli spl)rosi!il;&t:~ ~.WL crt action.” [This group was 
formerly called Depnrtnlent, “D’‘--disinformation and receive,d exten- 
sive publicity ir, the \\‘tb3t in the 

-Dtywtrtmt *‘T”‘$ 
:%Xk untler that ~~amf’. J 

former17 known as thr: Thirteenth Department,. 
c,onducts assassinations. u&luct ion . :;ntl other t),pes of ;‘executive ac- 
tion.” It is known to have car&l out awa&natibns abroad. C,urrently. 
this Del)artm~wt is l>rirnarily c~onwrned with contingency ljlanning 
fOl* Whotap? aI1cl partisan warfare operations. 

--2’he Intti’ligc /(c’e L’CI;.SOI, fIepu~*t~~~,((i rrAnt;\ins lialsoll wit11 the 
statt: security 01’ int~lligcnc~ services of the East .European Commti- 
nist countrjcs :ird of ochrr ~~IY-SO~ iYr -tatPA I? A!lTf.> ils ‘L l~hmIIei for 
le+?p requirements on those services and for coordinating their 
LWtlVltlC’S. \vhi!c in recerit yclar:’ illc:rtLa& efficiency alld &plOIn&,ic 

considerations I!a\-e led to variations in thp degree of Soviet control 
of the East ~nrorwan intelligencr and security serviws, the CIA 
considers the scrriccs of these countries to be a-n effective extension 
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of the KGB. The CIA also considers the Cuban intelligence service 
(the DGI) to be effectively controlled by the KGB. 

b. The Xecond Chief Directorate.-The primary responsibility of 
this group is internal security and counterinte811igence, including pene- 
tration, detection and frustration of externally and internally sup- 
ported anti-Soviet activities. All <Soviet citizens, all foreign embassies 
and consulates, and the growing numlber of foreigners who visit and 
live in the U.S.S.R. each year are under its purview. 

l%e Second Chief Directorate is broken down into several func- 
tional departments, including : 

-The American Department, which conducts all operational 
activity directed at the official representatives of the United States, 
Canadian and Latin American governments in the Soviet Union. Its 
mission is two-fold: first, to minimize associations between diplomats 
and the Soviet citizenry and to monitor contacts that do take place; 
second, to attempt recruitment of American officials. One department IS 
responsible for identifying,.investigating, questioning and maintain- 
ing records on all Soviet citizens in ‘authorized and unauthorized con- 
tact with United States officials in the U.S.S.R., including any ‘Soviet 
citizen who wants to visit the U.S. Embassy for any reason. Another 
section arranges controlled contacts for 1J.S. Embassy officers during 
trips outside Moscow. 

-The Foreign Tourists Department controls and attempts recruit- 
ment of tourists who visit the U.S.S.R. through a large informant 
network within all tourist services, including hotels, restaurants, 
campsites, service stations, etc. 

C. THE GRU 

The GRU has a significantlv smaller number of personnel in Mos- 
cow than the KGB since it has only one function-the collection 
of foreign strategic intelligence. Its headquarters is reported to have 
2,000 officers. 

The GRU Chief, General of the Army Petr Ivashutin, is assisted 
by several deputies, as is the Chief of the KGB. Also, like the KGB, 
the GRU has a collegium which examines current problems and pro- 
posed activities. The GRU is broken down into geographic corn- 
ponents, although fewer than the KGB. Of the four geographical 
components, one is responsible for collection of strategic information 
about the United States, the United Kingdom and Latin America. 

Of the GRU’s functional components, two deserve mention. One 
directorate is responsible for signals intelligence (SIGINT) collec- 
tion. The primary intercept targets of this directorate are the strategic 
air and ground forces of the United States, Western European coun- 
tries, Japan, and the People’s Republic of China. SIGINT units in the 
U.S.S.R., East European countries, and covert units in Soviet em- 
bassies and trade missions abroad mtercept and analyze all types of 
electronic communications, including encrypted and clear-text official 
messages, and telephone calls. 

Another fuctional directorate trains Africans, Arabs, Asians and 
Latin Americans in organizing underground nets and insurgent move- 
ments in their countries. The training is done at camps and bases in 
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the U.S.S.R., and this directorate works closely with the CPSU 
Central Committee which is responsible for selecting the individual 
students or political groups to be trained. 

D. THE SCOPE AKD METHODS OF ANTI-UNITED STATES OPER.~TIONS 

BY THE KGB AND GRU 

KGB and GRU officers total approximately one-third of the 10,000 
Soviets currently assigned to official Soviet installations abroad (ex- 
cluding military and economic aid missions). Government control of 
all Soviet trade, business and media services provides an additional 
type of cover for KGB and GRU officers. Additionally, Soviet intelli- 
gence officers occupy many posts in the United Nations administrative 
structure and in the U.N.‘s auxiliary organizations, such as the Inter- 
national Atomic Energy Agency and the International Telecommuni- 
cations Union. 

The number of Soviet intelligence and operations officers is a mis- 
leading indicator of the scope of Soviet operations. Many Soviet officers 
are responsible for many informants or assets who provide intelligence, 
or carry out operations for the KGB and GRU. 

A main objective of Soviet intelligence officers both in the U,nited 
States and in countries in which U.S. installations exist and U.S. 
citizens live, is recruitment of Americans as intelligence assets. A 1959 
Soviet directive which was reaffirmed as recently as 1975 states that 
“great attention” should be given to the recruitment of U.S. agents 
who have “access to encrypted and other secret correspondence, such 
as code clerks, secretaries and typists.” 

Another objective is the recruitment and cultivation of “agents of 
influence,” or agents who can influence political events or decisions. 

Soviet intelligence also mounts technical operations against U.S. 
installations and personnel. Planting of microphones and installa- 
tion of telephone “taps” is done on a massive scale in the U.S.S.R. and 
Soviet-oriented count.ries. The Soviets are more selective in the West 
but they do conduct such operations. The primary targets are the of- 
ficers and residences of U.S. ambassadors, senior foreign service per- 
sonnel, CIA officers, and defense attaches. 

E. E.\STERS ECROPEAS SECURITY AND INTELLIGESCE SERVICES 

According to the CIA, counterparts of the KGB and GRU in East- 
ern European countries serve in varying degrees as extensions of 
Soviet anti-United States intelligence collection and covert action 
operations. 

L / 

Of the eight Communist countries in Eastern Europe, five (Poland, 
Czechoslovakia, Hungary, Bulgaria, and the German Democratic Re- 
public) adhere closely to the Soviet line and their intellipence and se- 
curity ‘services are &ongly influenced and, to a large-extent, con- 
trolled by the KGB and the GRU. Soviet. intelligence advisors are per- 
manently assigned to their headquarters and the advisors have total 
access to all information collected by these services as well as to their 
“sources and methods” data. The U.S.S.R. is able to impose collection 
requirements on these Eastern European services for information not 
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needed by the country itself. The CIA knows of operations against 
V.S. citizens and installations carried out by Eastern European intel- 
ljgcnce serJ-icec: under SoCct gui.dance. 

The other three Communist, countries in Eastern Europe (Ro- 
mania, Yugoslavia; and -22bnnia) have attained varying degrees of 
indeyendwwc frnm thk3 U.S.S.R,, as is reflected bj- the absence of any 
significant liaison relationship between their security services and the 
KGB and GRVI. 

All Eastern European intelligence services concent,rate heavily on 
the American target at home and abroad, frequently under direct 
Soviet guidance. JJhile these services, by hme.rican or Soviet stand- 
ards, are not large, in aggregate the number of officers they have 
asslgned abroad approaches that of the Soviet intelligence services 
and they thus rppresent n sign.,, +ficnnt enhancement of the already for- 
midable capxbdlties of the KGI: and GRU. They continue to ex- 
e&se tight political rontro! v--it!lirl their borders. 


	Appendix III: Soviet Intelligence Collection and Operations Against the United States
	A. Introduction
	1. General Structure and Command
	2. Budget
	3. The Soviet Intelligence and Security Services--The KGB

	B. Organization and Structure
	1. Executive Level
	2. Chief Directorate Level

	C. The GRU
	D. The Scope and Methods of Anti-United States Operations...
	E. Eastern European Security and Intelligence Services


