IV. CONCLUSIONS AND RECOMMENDATIONS
A. Coxcrrsions

The findings which have emerged from our investigation convince
us that the Government’s domestic intelligence policies and practices
require fundamental reform. We have attempted to set out the basic
facts; now it is time for Congress to turn its attention to legislating
" restraints upon intelligence activities which may endanger the consti-
tutional rights of Americans.

The Committee’s fundamental conclusion is that intelligence activ-
ities have undermined the constitutional rights of citizens and that they
have done so primarily because checks and balances designed by the
framers of the Constitution to assure accountability have not been
applied.

Before examining that conclusion, we make the following observa-
tions.

—¥While nearly all of our findings focus on excesses and things
that went wrong, we do not question the need for lawful domestic
intelligence. We recognize that certain intelligence activities serve
perfectly proper and clearly necessary ends of government. Surely,
catching spies and stopping crime, including acts of terrorism, is
essential to insure “domestic tranquility” and to “provide for the
common defense.” Therefore, the power of government to conduct
proper domestic intelligence activities under effective restraints and
controls must be preserved.

—We are aware that the few earlier efforts to limit domestic intel-
ligence activities have proven ineflectual. This pattern reinforces the
need for statutory restraints coupled with much more effective over-
sight from all branches of the Government.

—The crescendo of improper intelligence activity in the latter part
of the 1960s and the early 1970s shows what we must watch out for:
In time of crisis, the Government will exercise its power to conduct
domestic intelligence activities to the fullest extent. The distinction
between legal dissent and eriminal conduct is easily forgotten. Our job
is tn recommend means to help ensure that the distinetion will always
be observed.

—In an era where the technological capability of Government
relentlessly increases. we must be warv about the drift toward “big
brother government.” The potential for abuse is awesome and re-
quires special attention to fashioning restraints which not only cure
past problems but anticipate and prevent the future misuse of
technology.

—We cannot dismiss what we have found as isolated acts which
were limited in time and confined to a few willful men. The failures
to obey the law and. in the words of the oath of office, to “preserve, pro-
tect. and defend” the Constitution, have occurred repeatedly through-
out administrations of both political parties going back four decades.
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—We must acknowledge that the assignment which the Government
has given to the mtolhﬂonoo commumt\' has. in many ways. been
nnpossﬂ)lo to fulfill. Tt has been expected to predict or prevent every
crisis, respond immediately with information on any question, act to
meet all threats, and anticipate the special needs of Presidents. And
then it is chastised for its zeal. Certainly, a fair assessment must place
a major part of the blame upon the failures of senior executive officials
and Congress.

In the final analysis, however, the purpose of this Committee’s work
1s not to allocate blame among individuals. Indeed. to focus on per-
sonal culpability may divert attention from the underlying institu-
tional causes and thus mayv become an excuse for inaction.

Before this 1nvestlg‘1t10n. domestic intelligence had' never been
systematically surveved. For the first time, the Government’s domestic
surveillance programs. as they have developed over the past forty
years, can be measured against the values which our Constitution
seeks to preserve and protect. Based upon our full record, and the
findings which we have set forth in Part IIT above. the Committee
concludes that :

Domestic Intelligence Activity Has Threatened and Under-
mined The Constitutional Rights of Americans to Free
Speech. Association and Privacy. It Has Done So Primarily
Because The Constitutional System for Checking Abuse of
Power Has Not Been Applied.

Our findings and the detailed reports which supplement this volume
set forth a massive record of intelligence abuses over the years.
Through a vast network of informants, and through the uncontrolled
or illegal use of intrusive techniques—ranging from simple theft to
sophisticated electronice surveillance—the Government has collected,
and then used improperly, huge amounts of information about the
private lives, political beliefs and associations of numerous Americans.

Affect Upon Constitutional Rights—That these abuses have ad-
versely affected the constitutional rights of particular Americans is
beyond question. But we believe the harm extends far beyond the citi-
zens directly affected.

Personal privacy is protected because it is essential to liberty and the
pursuit of happiness. Our Constitution checks the power of Govern-
ment for the purpose of protecting the rights of individuals, in order
that all our citizens may live in a free and decent society. Unlike
totalitarian states. we do not believe that any government has a monop-
oly on truth.

When Government infringes those rights instead of nurturing and
protecting them. the injury spreads far beyond the particular citizens
targeted to untold numbers of other Americans who may be
intimidated.

Free government depends upon the ability of all its citizens to speak
their minds without fear of official sanction. The ability of ordinary
people to be heard by their leaders means that they must be free to
join in groups in order more effectively to express their grievances.
Constitutional safeguards are needed to protect the timid as well as
the courageous, the ‘weak as well as the strong. While many Americans
have been willing to assert their beliefs in the face of possible govern-
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mental reprisals, no citizen should have to weigh his or her desire to
express an opinion, or join a group. against the risk of having lawful
speech or association used against him.

Persons most intimidated may well not be those at the extremes of
the political spectrum, but rather those nearer the middle. Yet voices
of moderation are vital to balance public debate and avoid polarization
of our society.

The federal government has recently been looked to for answers to
nearly every problem. The result has been a vast centralization of
power. Such power can be turned against the rights of the people.
Many of the restraints imposed by the Constitution were designed to
guard against such use of power by the government.

Since the end of World War TT. governmental power has been in-
creasingly exercised through a proliferation of federal intelligence
programs. The very size of this intelligence system, multiplies the
opportunities for misuse,

FExposure of the excesses of this huge structure has been necessary.
Americans are now aware of the capability and proven willingness of
their Government to collect intelligence about their lawful activities
and associations. What some suspected and others feared has turned
out to be largely true—vigorous expression of unpopular views, associ-
ation with dissenting groups. participation in peaceful protest activi-
ties, have provoked both government surveillance and retaliation.

Over twenty years ago. Supreme Court Justice Robert Jackson.
previously an Attorney General. warned against growth of a central-
ized power of investigation. Without clear limits, a federal investiga-
tive agency would “have enough on enough people” so that “even if
it does not elect to prosecute them™ the Government would. he wrote,
still “find no opposition to its policies™ Jackson added. “Even those
who are supposed to supervise [intelligence agencies] are likely to fear
[them].” His advice speaks directly to our responsibilities today:

I believe that the safeguard of our liberty lies in limiting any
national police or investigative organization. first of all
to a small number of strictly federal offenses. and secondly
to nonpolitical ones. The fact that we may have confidence
in the administration of a federal investigative agency under
its existing head does not mean that it mav not revert again
to the davs when the Department of Justice was headed by
men to whom the investigative power was a weapon to be used
for their own purposes.?

Feilure to Apply Checks end Balances—The natural tendency of
Government is toward abuse of power. Men entrusted with power,
even those aware of its dangers, tend. particularly when pressured,
to slight liberty.

Our constitutional svstem guards against this tendency. It establishes
many different checks upon power. Tt is those wise restraints which
keep men free. In the field of intelligence those restraints have too
often been ignored.

! Robert H. Jackson, The Supreme Court in the American System of Govern-
ment (New York: Harper Torchbook. 1955, 1963). pp. 70-71.
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The three main departures in the intelligence field from the consti-
tutional plan for controlling abuse of power have been:

() Fweessive Evecntive Poirer—In a sense the growth of domes-
tic intelligence activities mirrored the growth of presidential power
cenerally. But more than anv other activity, more even than exercise
of the war power, intelligence activities have been left to the control
of the Executive,

For decades Congress and the courts as well as the press and the
public have accepted the notion that the control of intelligence activi-
ties was the exclusive prervogative of the Chief Exccutive and his sur-
rogates. The exercise of this power was not auestioned or even inquired
into bv outsiders. Tndeed. at times the power was seen as flowing not
from the law. but as inherent in the Presidencv. Whatever the theory.
the fact was that intelligence activities were essentially exempted from
the normal svstem of checks and balances.

Such Executive power, not founded in Iaw or checked by Clongress
or the courts, contained the seeds of abuse and its growth was to be
expected.

(b)Y FEwcessive Secrecu.—Abuse thrives on secrecy. Obviously, publie
disclosure of matters such as the names of intelligence agents or the
technological details of collection methods is inappropriate. But in
the field of intelligence, seereey has been extended to inhibit review of
the basic proarams and practices themselves.

Those within the Executive branch and the Congress who would
exercise their responsibilities wisely must be fullvy informed. The
American publie. as well. should know enough about intelligence activ-
ities to be able to apply its good sense to the underlying issues of policy
and morality.

Knowledge is the kev to control. Secrecy should no longer be al-
lowed to shield the existence of constitutional. legal and moral prob-
lems from the seratinv of all three branches of government or from
the American people themselves.

() Avoidance of the Rule of Law—lawlessness hv Government
breeds corrosive evnicism among the people and erodes the trust upon
which government depends.

Here, there is no sovereign who stands above the law. Each of us,
from presidents to the most disadvantaged eitizen, must obeyv the law.

As intelligence operations developed. however, rationalizations were
fashioned to immunize them from the restraints of the Bill of Rights
and the specific prohibitions of the eriminal code. The experience of
our investigation leads us to conclude that such rationalizations are a
dangerous delusion.

B. Principles Applied in Framing Recommendations ond The Scope
of the Recommendations.

Although our recommendations are numerous and detailed. they flow
naturally from our basie conclusion. Excessive intelligence activity
which undermines individual rights must end. The system for con-
trolling intelligence must be brought back within the constitutional
scheme.

Some of our proposals are stark and simple. Because certain domes-
tic intelligence activities were elearly wrong, the obvious solution is to
prohibit them altogether. Thus. we would ban tacties such as those used
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in the FBI's COINTELPRO. But other activities present more com-
plex problems. We see a clear need to safeguard the constitutional
rights of speech, assembly, and privacy. At the same time, we do not
want to prohibit or unduly restrict necessary and proper intelligence
activity.

In seeking to accommodate those sometimes conflicting interests we
have been guided by the earlier efforts of those who originally shaped
our nation as a republic under law.

The Constitutional amendments protecting specch and assembly and
individual privacy seck to preserve values at the core of our heritage
and vital to our future. The Bill of Rights, and the Supreme Court’s
decisions interpreting it suggest three principles which we have fol-
Towed:

(1) Governmental action which directlv infringes the rights of
free speech and association must be prohibited. The First Amend-
ment recognizes that even if useful to a proper end. certain govern-
mental actions are simply too dangerous to permit at all. Tt commands
that “Congress shall make no law” abridging freedom of speech or
assembly.

(2) The Supreme Court, in interpreting that command, has required
that anv governmental action which has a collateral (rather than
direct) impact upon the rights of speech and assembly is permissible
only if it meets two tests. First, the action must be undertaken only
to fulfill a compelling governmental need. and second, the government
must use the least restrictive means to meet that need. The effect upon
protected interests must be minimized.?

(3) Procedural safeguards-—“auxiliary precautions” as they were
characterized in the Federalist Papers 3>—must be adopted along with
substantive restraints. For example, while the Fourth Amendment
prohibits only “unreasonable™ searches and seizures, it requires a pro-
cedural check for reasonableness—the obtaining of a judicial warrant
upon probable cause from a neutral magistrate. Our proposed pro-
cedural checks range from judicial review of intelligence activity
before or after the fact. to formal and high level Executive branch
approval, to greater disclosure and more effective Congressional
oversight.

The. Committee believes that its recommendations should be em-
bodied in a comprehensive legislative charter defining and control-
ling the domestic security activities of the Federal Government. Ac-
cordingly, Part i of the recommendations provides that intelligence
agencies must be made subject to the rule of law. In addition, Part i
makes clear that no theory. of “inherent constitutional authority”
or otherwise, can justify the violation of any statute.

Starting from the conclusion. based upon our record. that the Con-
stitution and our fundamental values require a substantial curtailment

®De Gregory v. New Hampshire, 383 .S, 825, 829 (1966) ; NAACP v. Alabama,
377 1.8, 28R (1964) : Gibson v. Florida Legislative Investigation Commission, 372
.8, 539, 546 (1962) : Shelton v, Tucker, 364 U.S. 479, 488 (1960).

T Madison, Federalist No. 51. Madison made the point with grace:

“If men were angels, no government would be necessary. If angels were to
govern men, neither external nor internal controls on government would be neces-
sary, In framing a government which is to be administered by men over men, the
great difficulty lies in this: you must first enable the government to control the
governed ; and in the next place oblige it to control itself. A dependence on the
people is, nn doubt, the primary control on the government ; but experience has
taught mankind the necessity of auxiliary precautions.”
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of the scope of domestic surveillance, we deal after Part 1 with five
basic questions:

1. Which agencies should conduct domestic security investigations?

The FBI should be primarily responsible for such investigations.
Under the minimization principle, and to facilitate the control of
domestic intelligence operations, only one agency should be involved
in investigative activities which, even when limited as we propose,
could give rise to abuse. Accordingly, Part ii of these recommenda-
tions reflects the Committee’s position that foreign intelligence agen-
cies (the CTA. NSA. and the military agencies) should be precluded
from domestic security activity in the United States. Moreover, they
should only become involved in matters involving the rights of Amer-
lcans abroad where it is impractical to use the FBI, or where in the
course of their lawful foreign intelligence operations * they inadver-
tently collect information relevant to domestic security investigations.
In Part iii the Committee recommends that non-intelligence agen-
cies such as the Internal Revenue Service and the Post Office be re-
quired, in the course of any incidental involvement in domestic se-
curity investigations, to protect the privacy which citizens expect of
first class mail and tax records entrusted to those agencies.

2. When should an American be the subject of an investigation at
all; and when can particularly intrusive covert techniques, such as
electronic surveillance or informants, be used ?

In Part iv. which deals with the FBI. the Committee’s recommen-
dations seek to prevent the excessively broad, ill-defined and open
ended investigations shown to have been conducted over the past four
decades. We attempt to change the focus of investigations from con-
stitutionally protected advocacy and association to dangerous con-
duet. Part iv also sets forth specific substantive standards for, and
procedural controls on, particular intrusive techniques.

3. Who should be accountable within the Executive branch for en-
suring that intelligence agencies comply with the law and for the
investigation of alleged abuses by employees of those agencies?

In Parts v and vi, the Committee recommends that these respon-
sibilities fall initially upon the agency heads, their general counsel
and inspectors general, but ultimately upon the Attorney General.
The information necessary for control must be made available to those
responsible for control, oversight and review; and their responsibili-
ties must be made clear, formal. and fixed.

4. What is the appropriate role of the courts?

TIn Part vii. the Committee recommends the enactment of a com-
prehensive civil remedy providing the courts with jurisdiction to
entertain legitimate complaints by citizens injured by unconstitutional
or illegal activities of intelligence agencies. Part viii suggests that
criminal penalties should attach in cases of gross abuse. In addition,
Part iv provides for judicial warrants before certain intrusive tech-
niques can be used.

5. What is the appropriate role of Congress:

In Part xii the Committee reiterates its position that the Senate
create a permanent intelligence oversight committee.

The recommendations deal with numerous other issues such as the
proposed repeal or amendment of the Smith Act, the proposed mod-

¢ Directed primarily at foreigners abroad.
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ernization of the Espionage Act to cover modern forms of espionage
seriously detrimental to the national interest, the use of the GAO to
assist. Congressional oversight of the intelligence community, and re-
medial measures for past vietims of improper intelligence activity.

SNecope of Recommendations—The scope of our recommendations
coincides with the scope of our investigation. We examined the FBI,
which has been responsible for most domestic security investigations.
as well as foreign and military intelligence agencies, the IRS, and
the Post Office. to the extent they became involved incidentally in
domestic intelligence functions. While there are undoubtedly activi-
ties of other agencies which might legitimately be addressed in these
recommendations. the Committee simply did not have the time or re-
sources to conduct a broader investigation. Furthermore, the mandate
of Senate Resolution 21 required that the Committee exclude from
the coverage of its recommendations those activities of the federal
government which are directed at organized crime and narcotics.

The Committee believes that American citizens should not lose
their constitutional rights to be free from improper intrusion by their
Government when they travel overseas. Accordingly, the Committee
proposes recommendations which apply to protect the rights of Amer-
icans abroad as well as at home.

1. Activities Corered

The Domestic Intelligence Recommendations pertain to: the domes-
tic security activities of the federal government;® and any activities
of military or foreign intelligence agencies which affect the rights of
Americans ® and any intelligence activities of any non-intelligence
agency working in concert with intelligence agencies, which affect
those rights.

2. Activities Not Covered
The recommendations are not designed to control federal investiga-

tive activities directed at organized crime, narcotics, or other law en-
forcement investigations unrelated to domestic security activities.

3. Agencies Covered

The agencies whose activities are specifically covered by the recom-
mendations are:

(i) the Federal Bureau of Investigation; (ii) the Central
Intelligence Agency; (iii) the National Security Agency
and other intelligence agencies of the Department of De-

5 “Domestic security activities” means federal governmental activities, di-
rected against Americans or conducted within the United States or its territories,
including enforcement of the criminal law, intended to (a) protect the United
States from hostile foreign intelligence activity, including espionage; (b) pro-
tect the federal, state, and local governments from domestic violence or rioting;
and (c) protect Americans and their government from terrorist activity. See
Part xiii of the recommendations and conclusions for all the definitions used in
the recommendations.

® “Americans” means U.S. citizens, resident aliens and unincorporated asso-
ciations, composed primarily of U.S. citizens or resident aliens; and corpora-
tions, incorporated or having their principal place of business in the United
States or having majority ownership by U.S, citizens, or resident aliens, includ-
ing foreign subsidiaries of such corporations, provided, however, Americans does
not include corporations directed by foreign governments or organizations.
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fense; (iv) the Internal Revenue Service; and (v) the United
States Postal Service.

While it might be appropriate to provide similar detailed treatment
to the activities of other agencies, such as the Secret Service, (tustoms
Service, and Alcohol, Tobacco. and Firearms Division (Treasury
Department), the Committee did not study these agencies intensively.
A permanent oversight committee should inv estwato and study the
intelligence functions of those agencies and the effect of their activities
on the 1'1ght> of Americans.

4. Indirect Prohibitions

TFxcept as specifically provided herein, these Recommendations are
intended to prohibit any agency from domo' indirectly that which it
would be prohibited from (101110 directly. SpOClﬁ(“aHV, no agency cov-
ered by these Recoumendations should request or induce any other
agency, or any person. whether the agency or person is American or
forelgn, to engage in any activity which the requesting or inducing
agency is prohibited from doing itself.

b, Individuals and Groups Not Covered
Except as specifically provided herein, these Recommendations do
not apply to investigation of foreigners 7 who are officers or employees
of a foreign power, or foxem’nels who, pursuant to the direction of
a foreign power, are engaged in or about to engage in “hostile foreign
intelligence activity” or “terrorist activity”.

6. Geographic Scope

Theso Recommendations apply to intelligence activities which af-
fect the rights of Americans whether at home or abroad, including
all domestic security activities within the United States.

»

7. Legislative Enactment of Recommendations
Most of these Recommendations are designed to be implemented in
the form of legislation and others in the form of regulations pursuant
to statute. (Recommendations 85 and 90 are not proposed to be imple-
mented by statute.

C. Recommendations

Pursuant to the requirement of Senate Resolution 21. these recom-
mendations set forth the new congressional legislation [the Commlt—
tee] deems necessary to “safeguard the rights of American citizens.”
We believe these recommendations are the appropriate conclusion to
a traumatic vear of disclosures of abuses. We hope they will prevent
such abuses 1n the future.

. Intelligence Agencies Are Subject to the Rule of Law

Establishing a legal framework for agencies engaged in domestic
security inv QSUO“IUOII is the most fundamental reform needed to end
the long history of violating and ignoring the law set forth in Finding
A. The legal framework can be created by a two-stage process of
enabling legislation and administrative regulations promulgated to
1mploment the legislation.

"“Foreigners”’ means persons and organizations who are not Americans as de-
fined above,

® These terms. which cover the two areas in which the Committee recommends
authorizing preventive intelligence investigations, are defined on pp. 340-341.

® 8. Res. 21, Sec. §; 2(12).
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However, the Committee proposes that the Congress, in developing
this mix of legislative and administrative charters, make clear to the
Executive branch that it will not condone, and does not accept, any
theory of inherent or implied authority to violate the Constitution,
the proposed new charters, or any other statutes. We do not believe the
Executive has, or should have, the inherent constitutional authority
to violate the law or infringe the legal rights of Americans, whether
it be a warrantless break-in into the home or office of an American,
warrantless electronic surveillance, or a President’s authorization to
the FBI to create a nrassive domestic security program based upon
secret oral directives. Certainly, there would be no such authority after
Congress has, as we propose it should, covered the field by enactment
of a comprehensive legislative charter.® Therefore statutes enacted
pursuant to these recommendations should provide the exclusive legal
authority for domestic security activities.

Recommendation 1.—There is no inherent constitutional authority
for the President or any intelligence agency to violate the law.

Recommendation 2.—1t is the intent of the Committee that statutes
implementing these recommendations provide the exclusive legal
authority for federal domestic security activities.

(¢) No intelligence agency may engage in such activities unless
anuthorized by statute, nor may it permit its employees, informants, or
other covert human sources ' to engage in such activities on its behalf.

(5) No executive directive or order may be issued which would
conflict with such statutes.

Recommendation 3—In authorizing intelligence agencies to engage
in certain activities, it is not intended that such authority empower
agencies, their informants, or covert human sources to violate any pro-
hibition enacted pursuant to these Recomendations or contained in the
Constitution or in any other law.

&. United States Foreign and Military Agencies Should Be
Precluded from Domestic Security Activities

Part iv of these Recommendations centralizes domestic security in-
vestigations within the FBI. Past abuses also make it necessary that
the Central Intelligence Agency, the National Security Agency, the
Defense Intelligence Agency, and the military departments be pre-
cluded expressly, except as specifically provided herein, from investi-
gative activity which is conducted within the United States. Their
activities abroad should also be controlled as provided herein to mini-
mize their impact on the rights of Americans.

a. Central Intelligence Agency

The CTA is responsible for foreign intelligence and counterintelli-
gence, These recommendations minimize the impact of CIA opera-
tions on Americans. They do not affect CTA investigations of foreign-
ers outside of the United States. The main thrust is to prohibit past
actions revealed as excessive, and to transfer to the FBI other activi-
ties which might involve the CTA in internal security or law enforce-

* See, c.g., Youngstown Sheet and Tube Company v. Sawyer, 343 U.8, 579
(1952).

" “Covert human sources” means undercover agents or informants who are
paid or otherwise controlled by an agency.
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ment matters. Those limited activities which the CIA retains are
placed under tighter controls.

The Committee’s recommendations on CTA domestic activities are
similar to Executive Order 11905. They go beyond the Executive
Order, however, in that they recommend that the main safeguards be
made law. And. in addition, the Committee proposes tighter standards
to preclude repetition of some past abuses.

General Provisions

The first two Recommendations pertaining to the CTA provide the
context for more specific proposals. In Recommendation 4. the Clom-
mittee endorses the prohibitions of the 1947 Act upon exercise by the
CTIA of subpoena. police or law enforcement powers or internal secu-
rity functions. The Committee intends that Congress supplement,
rather than supplant or derogate from the more general restrictions
of the 1947 Act.

Recommendation 5 clarifies the role of the Director of Central In-
telligence in the protection of intelligence sources and methods. He
should be charged with “coordinating” the protection of sources and
methods—that is, the development of procedures for the protection of
sources and methods.’* (Primary responsibility for investigations of
security leaks should reside in the FB1.) Recommendation 5 also makes
clear that the Director’s responsibility for protecting sources and
methods does not permit violations of law, The effect of the new Ex-
ecutive Order is substantially the same as Recommendation 5.

Recommendation j}—To supplement the prohibitions in the 1947 Na-
tional Security Act against the CIA exercising “police, subpoena, law
enforcement powers or internal security functions,” the CTA should be
prohibited from conducting domestic security activities within
the TUnited States, except as specifically permitted by these
recommendations.

Lecommendation 5—The Director of Central Intelligence should be
made responsible for “coordinating” the protection of sources and
methods of the intelligence community. As head of the CIA, the Di-
rector should also be responsible in the first instance for the security
of CIA facilitics, personnel, operations, and information. Neither fune-
tion, however, authorizes the Director of Central Intelligence to violate
any federal or state law, or to take any action which is otherwise incon-
sistent with statutes implementing these recommendations.

CIA Activities Within the United States

1. Wiretapping, Mail Opening and Unauthorized Entry.—The Com-
mittee’s recommendations on CTA domestic activities apply primarily
to actions directed at Americans. However. in Recommendation 6 the
Committee recommends that the most intrusive and dangerous investi-

* As noted in the Report on CHAOS, former Directors have had differing inter-
pretations of the mandate of the 1947 Act to the Director of Central Intelligence
to protect intelligence sources and methods. The Committee agrees with former
Director William Colly that the 1947 Act only authorizes the Director to per-
form a “coordinating” and not an “operational” role.



299

gative techniques (electronic surveillance;** mail opening; or unau-
thorized entry ') should be used in the United States only by the FBI
and only pursuant to the judicial warrant procedures described in
Recommendations 53, 54 and 55.

This approach is similar to the Executive order except that the
Order permits the CIA to open mail in the United States pursuant to
applicable statutes and regulations (i.e., with a warrant). The Com-
mittee’s recommendations (see Parts iii and 1v), places all three
techniques—mail opening, clectronic surveillance and unauthorized
entry—under judicial warrant procedures and centralizes their use
within the FBI under Attorney General supervision. The Committee
sees no justification for distinguishing among these techniques, all of
which represent an exercise of domestic police powers > which is inap-
propriate for a U.S. foreign intelligence agency within the United
States and which inherently involve special dangers to civil liberties
and personal privacy.

2. Other Covert Techniques—The use of other covert techniques *°
by the CIA within the United States is sharply restricted by Recom-
mendation 7 to specific situations.

The Committee would permit the CIA to conduct physical surveil-
lance of persons on the premises of its own installations and facilities.
Outside of its premises, the Committee would permit the CITA to con-
duct limited physical surveillance and confidential inquiries of its own
employees 7 as part of a preliminary security investigation.

“The aectivity completely prohibited to CIA includes only the interception of
communications restricted under the 1968 Safe Streets Act, and would not limit
the use of body recorders, or telephone taps or other electronie surveillance where
one party to the communication has given his consent. For example, electronic
coverage of a case officer’'s meeting with his agent would not be included. The
prohibition also is not intended to cover the testing of equipment in the United
States, when done with the written approval of the Attorney General and under
procedures he has approved to minimize interception of private communications
and to prevent improper dissemination or use of the communications which are
unavoidably intercepted in the testing process. Nor does the prohibition preclude
the use of countermeasures to deteet electronic surveillance mounted against the
CIA, when conducted under general procedures and safeguards approved in
writing by the CIA General Counsel.

1_‘ “Unauthorized entry” means entry unauthorized by the target.

¥ As part of the CIA’s responsibility for its own security, however, appro-
priate personnel should be permitted to carry firearms within the United
States not only for courier protection of documents, but also to protect the
Director and Deputy Director and defectors and to guard CIA installations.

*“Covert techniques” means the collection of information including col-
[ection from records sources not readily available to a private person (except
state or local law enforcement files) in such a manner as not to be detected
by the subject. Covert techniques do not include a check of CIA or other
federal agency or state and local police records, or a check of credit bureaus
for the limited purpose of obtaining non-financial biographical data, i.e.. date
and place of birth, to facilitate such name checks, and the subject’s place of
employment. Nor do “covert techniques” include interviews with persons knowl-
edgeable about the subject conducted on a confidential basis to avoid disclosure
of the inquiry to others or to the subject, if he is not yet aware of CIA in-
terest in a prospective relationship, provided the interview does not involve
the provision of information from medical, financial, educational, phone or
other confidential records.

* For purposes of 'this section employees includes those employees or con-
tractors who work regularly at CIA facilities and have comparable access or
freedom of movement at CIA facilities as employees of CIA.
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Although the Committee gencrally centralizes such investigations
within the FBI, it would be too burdensome to require the Bureau
to investigate every allegation that an employee has personal diffi-
culties. which could make him a security risk, or allegations of sus-
picious behavior suggesting the disclosure of information. Before
mvolving the FBI. the CIA could conduct a preliminary Inquiry.
which usually consists of nothing more than interviews with the sub-
jeet’s office colleagues, or his family, neighbors or associates, and
perhaps confrontation of the subject himself. In some situations,
however, limited physical surveillance might enable the CLA to re-
solve the allegation or to determine that there was a serlous security
breachinvolved.

Unlike the Executive Order, however, the Committee recommenda-
tions limit this authority to present CTA employees who are subject
to summary dismissal. The only remedy available to the Government
for security problems with past employees is criminal prosecution
or other legal action. All security leak investigations for proposed
criminal prosecution should be centralized in the FBI. Authorizing
the use of any covert technique against contractors and their em-
plovees. let alone former employees of C'I\ contractors, as the Exec-
utive Order does, would authorize CTA surveillance of too large a
number of Americans. The CTA can withdraw security clearances
until satisfied by the contractor that a security risk has been remedied
and, in serious cases. any investigations could be handled by the
FBI.

The recommendation on the use of covert techniques within the
United States also precludes the use of covert human sources such
as undercover agents and informants.® with one exception expressly
stated to be limited to “exceptional” cases. The Committee would
authorize the CTA to place an agent in a domestic group. but only for
the purpose of establishing credible cover to be used in a foreign intelli-
gence mission abroad and only when the Director of Central Intelli-
gence finds 1t to be “essential” to collection of information “vital” to the
United States and the Attorney General finds that the operation will be
conducted under procedures designed to prevent misuse.®

Apart from this limited exception. the CTA could not infiltrate
groups within the United States for any purpose, including, as was
done in the past. the purported protection of intelligence sources and
methods or the general security of the CTA’s facilities and personnel.
(The Executive Order prohibits infiltration of groups within the
United States “for purposes of reporting on or influencing its activi-
ties or members,” but does not explicitly prohibit infiltration to pro-
tect intelligence sources and methods or the physical security of the
agency.)

¥ Recommendation 7(c¢) does permit background and other security investi-
gations conducted with government credentials which do not reveal CTA in-
volvement and. in extremely sensitive cases commercial or other private identi-
fication to avoid disclosure of any government connection.

It would also permit CIA investigators to check the effectiveness of cover
operations, without revealing their affiliation. by means of inquiries at the
vieinity of particularly sensitive CIA projects. If in the course of such in-
quiries, unidentified CIA employees or contractors’ employvees are obsgerved to
be endangering the project’s cover, they may be the subject of limited physical



301

3. Collection of Information—In addition to limiting the use of
particular covert techniques, the Committee limits, in Recommenda-
tion 8. the situations in which the CTA may intentionally collect. by
any means, information within the United States concerning Ameri-
cans. The recommendation permits the CIA to collect information
within the United States about Americans only with respect to per-
sons working for the CTA or having some other significant afliliation or
contact with CTA. The CIA should not be in the business of investigat-
ing Americans as intelligence or counterintelligence targets within the
Tnited States—a responsibility which should be centralized in the
I'BT and performed only under the circumstances proposed as lawful
in Part iv,

The Executive Order only restricts CIA collection of information
about Americans if the information concerns “the domestic activities
of United States citizens.” Unlike the Committee, the Order does not
restrict CIA collection of information about. foreign travel or wholly
lawful international contacts and communication of Americans. As
the Committee has learned from its study of the CIA’s CHAOS opera-
tion, in the process of gathering information about the international
travel and contacts of Americans, the CIA acquired within the United
States a great deal of additional information about the domestic activi-
ties of Americans.

The Executive Order also permits collection within the United
States of information about the domestic activities of Americans in
several other instances not permitted under the Committee recom-
mendations:

(a) Collection of “foreign intelligence or counterintelligence” about
the domestic activity of commercial organizations. (The Committee’s
restrictions on the collection of information apply to investigations of
organizations as well as individuals.) ;

(b) Collection of information concerning the identity of persons
in contact with CTA employees or with foreigners who are subjects of
a counterintelligence inquiry. (Within the United States, the Commit-

surveillance at that time for the sole purpose of ascertaining their identity so
that they may be subsequently contacted.

¥ Such action poses serious danger of misuse, The preparation may in-
volve the agent reporting on his associates so that the CIA can assess his creden-
tials and his observation and reporting ability. This could become an oppor-
tunity to collect domestic intelligence on the infiltrated group even when an
investigation of that group could not otherwise be commenced under the
applicable standards. Obviously, without restrictions the intelligence icom-
munity could use this technique to conduct domestic spying, arguing that the
agents were not being “targeted” against the group but were merely preparing
for an overseas operation.

This was done, for example, in the use by Operation CHAOS of agents being
provided with radieal credentials for use in “Project 2,” a foreign intelligence
%perattion abroad. (See the CHAOS Report and the Rockefeller Commission

eport.)

One alternative would be to let the FBI handle the agent while he is pre-
paring for overseas assignment. On balance, however, that seems less desir-
able. The temptation to use the agent to collect domestic intelligence might be
stronger for the agency with domestic security responsibilities than it would
for the area division of the CIA concerned with foreign intelligence. Also, im-
proper use of the agent to collect such information would be more readily
identifiable in the context of the foreign intelligence operation run by the CIA
ﬂt}iﬁ itF v};oluld in the context of an agent operation run by the Intelligence Division
of the .
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tee would require any investigations to collect such information to be
conducted by the FBI, and only if authorized under Part iv, and sub-
ject toits procedural controls.) ;

(¢) Collection of “foreign intelligence” from a cooperating source
within the United States about the domestic activities of Americans.
“Foreign intelligence.” is an exceedingly broad and vague standard.
The use of such a standard raises the prospect of another Project
CHAOS. (The Committee would prohibit such collection by the CIA
within the United States. except with respeet to persons presently or
prospectivelv affitiated with CTAL) ;

() Collection of information about Americans “reasonablv he-
lieved™ to be acting on behalf of a foreign power or engaging in inter-
national terrorist or narcotic activities. (The Committee would re-
quire investigations to collect snch information within the United
States. to be conducted by the FBI. and only if authorized under
Part iv.):

(e) Collection of information concerning persons considered by the
CIA to pose a clear threat to intelligence agency facilities or person-
nel, provided such information is retained only by the “threatened”
agency and that proper coordination is established with the FBI.
(This was the basis for the Office of Security’s RESISTANCE pro-
gram investigating dissent throughout the country.) (The Committee
would require anv such “threat™ collection outside the ("TA be con-
ducted by the FBI, and only if authorized by Part iv, or by local law
enforcement.)

Recommendation 6—The CIA should not. conduet electronic sur-
veillance. unauthorized entry. or mail opening within the United
States for any purpose.

Recommendation 7—The CIA should not employ physical surveil-
lance. infiltration of groups or any other covert techniques against
Americans within the United States except::

(@) Physical surveillance of persons on the grounds of CIA in-
stallations:

() Physical surveillance during a preliminary investigation of
allegations an emplovee is a securitv risk for a limited period outside
of CTA installations. Such surveillance should be conducted only
upon written authorization of the Director of Central Intelligence and
should be limited to the subject of the investigation and, only to the
extent necessary to identify them. to persons with whom the subject has
contact;

(¢) Confidential inquiries, during a preliminary investigation of
allegations an employee is a security risk. of outside sources concern-
ing medical or financial information about the subject which is rele-
vant to those allegations; '

(d) The use of identification which does not reveal CTA or govern-
ment affiliation, in background and other security investigations per-
mitted the C'I.A by these recommendations. and the conduct of checks.
which do not reveal CTA or government affiliation for the purpose of
judging the effectiveness of cover operations, upon the written au-
thorization of the Director of Central Intelligence ;

* Any further investigations condueted in conneetion with (b) or (e) should
be conducted by the FBI, and only if authorized by Part iv.
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(e) In exceptional cases, the placement or recruitment of agents
within an unwitting domestic group solely for the purpose of prepar-
ing them for f\ssmnments abroad and only for as long as is necessary to
'lccomphsh that purpose. This should take place only if the Director of
Central Intelligence makes a written finding that it is essential for
foreign 1nte11100nce collection of vital importance to the United States,
and the Attor ney General makes a written finding that the operation
will be conducted under procedures designed to pr revent misuse of the
undisclosed participation or of any information obtained therefrom.?
In the case of any such action, no information received by CL\ from
the agent as a result of his position in the group should be dissemina-
ted outside the C'IA unless it indicates felonious criminal conduct or
threat of death or serious bodily harm. in which case dissemination
should be permitted to an appropriate official agency if approved by
the Attorney General.

Recommendation 8—The CIA should not collect #* information
within the United States concerning Americans except :

(@) Information concerning CTA employees,” CIA contractors and
their employees, or applicants for such employment or contracting;

(0) Information concerning individuals or organizations provid-
ing, or offering to provide,” assistance to the CIA ;

(¢) Information concerning individuals or organizations being con-
sidered by the CIA as potential sources of information or assistance ;*

(d) Visitors to CIA facilities;®

(e) Persons otherwise in the immediate vicinity of sensitive CIA.
sites;™ or

() Persons who give their informed written consent to such collec-
tion.

In (a), (b) and (c¢) above, information should be collected only if
necessary for the purpose of determining the person’s fitness for em-
ployment, contracting or assistance. If, in the course of such collec-
tion, information is obtained which indicates criminal activity, it
should be transmitted to the FBI or other appropriate agency. When
an American’s relationship with the CTA is prospective, information
should only be collected if there is a bona fide expectation the person
might be used by the CIA.

# Tn addition, the FBI should be notified of such insertions.

éCollect” means to gather or initiate the acquisition of information, or to
request it from another agency. It does not include dissemination of information
to CIA by another agency acting on its own initiative.

# “Employees.” as used in this recommendation. would include members of
the employee’s immediate family or prospective spouse.

*In the case of persons unknown to the CIA who volunteer to provide informa-
tion or otherwise request contact with CIA personnel, the agency may conduct a
name check before arranging a meeting.

# The CIA may only conduct a name check and confidential interviews of per-
sons who know the subject, if the subject is unaware of CIA interest in him.

% The CTA may only collect information by means of a name check.

* The CTA may make a name check and determine the place of employment
of persons residing or working in the immediate vicinity of sensitive sites, such as
persons residing adjacent to premises used for safe houses or defector resettle-
ment, or such as proprietors of businesses in premises adjacent to CIA offices in
commercial areas.
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CIA Activities Outside of the United States

The Committee would permit a wider range of CTA activities
against Americans abroad than it would permit the CIA to undertake
within the United States, but it would not permit the CIA to investi-
gate abroad the lawful activities of Americans to any greater degree
than the FBI could investigate such activities at home.

Abroad, the FBI is not in a position to protect the CIA from serious
threats to its facilities or personnel. or to investigate all serious security
violations. To the extent it is impractical to rely on local law enforce-
ment authorities. the C'IA should be free to preserve its security by
specified appropriate investigations which may involve Americans,
meluding surveillance of persons other than its own employees.

The Committee gives to the FBI the sole resp01151b111tv within the
United States for authorized domestic security investigations of Amer-
icans. However. when such an investigation has overseas aspects. the
FBI looks to the CTA as the overseas operational arm of the intelli-
gence community. The recommendations would authorize the CIA to
target Americans abroad as part of an authorized investigation ini-
tiated by the FBI.

The Committee does not recommend permitting the CTA itself to
initiate such investigations of Americans overseas.” Present communi-
cations permit rapid consultation with the Department of Justice.
Moreover, the lesson of CTTAOS is that an American’s activities abroad
may be ambiguous. such as contact with persons who may be acting on
behalf of hostile foreign powers at an international conference on dis-
armament. The question is who shall determine there is sufficient in-
formation to justify making an American citizen a target of his gov-
ernment’s intelligence apparatus?

The limitations contained in Recommendation 9 only pertain to the
CIA initiating investigations or otherwise intentionally collecting in-
formation on Americans abroad. The CIA would not be prohibited
from accepting and passing on information on the illegal activities of
Americans which the CTA acquires incidentally in the course of its
other activities abroad.

The Committee believes that judgments should be centralized with-
in the Justice Department to promote consistent. carefully controlled
application of the appropriate standards and protection of Constitu-
tional rights. This is the same position taken by Director Colby in
setting current CTA policy for mounting operationsagainst Americans
abroad. In March 1974, Director Colby formally terminated the
("HAOS program and promulgated new guidelines for future activity
abroad involving Americans. which, in effect, transferred such respon-
sibilities to the Department of Justice.”

¥ The counterintelligence component of the CIA would be able to call to the
attention of the FBI any patterns of significance which the CTA thought war-
ranted opening an investigation of an American.

* The guidelines state:

A. “Whenever information is uncovered as a byproduct result of CIA foreign
targeted intelligence or counterintelligence operations abroad which makes
Americans suspect for securify or counterintelligence reasons . . . such informa-
tion will be reported to the FBI . . . specific CIA operations will not be mounted
against such individuals; CTA responsibilities thereafter will be restricted to
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The Committee is somewhat more restrictive than the Executive
Order with respect to collection of information on Americans. As men-
tioned earlier, the Order only restriets CTA eollection of information
about. the “domestic activities”™ of Americans and does not prohibit
the collection of information regarding the lawful travel or interna-
tional contacts of American citizens. This creates a particularly
significant. problem with respect to CI.\ activities directed against
\meucam abroad.

The Order permits the CTA w vider latitude abroad than do the
Comimittee’s Recommendations in two other important respects. The
Order pernits collection of information if the American is reasonably
believed to be acting on behalf of a foreign power. That exemption
on its face would include Americans working for a foreign country
on business or legal matters or otherwise engaged in wholly lawful
activities in compliance with applicable rewlstratlon or other regula-
tory statutes. More nnpmtanﬂv the Order permlts the CIA to collect
“foreign intelligence” or “counterintelligence” information abroad
about the domestic activitics of Americans. The Order then broadly
defines “foreign intelligence™ as information about the intentions or
activities of a foreign country or person, or information about areas
outside the United States. This would authorize the CTA to collect,
abroad, for example, information about the domestic activities of
American businessmen which provided intelligence about business
transactions of foreign persons.

The CIA does not at present specifically collect intelligence on the
economic activities of Americans overseas. The Committee suggests
that appropriate oversight committees examine the question of the
overseas collection of economic intelligence.

Use of Covert Techniques Against Americans Abroad

Recommendation 11 requires the use of all covert techniques be
governed by the same standards. procedures, and approvals required
for their use by the Justice Departmment against Americans within the
United States. Thus, in the case of electronic surveillance, unauthor-
ized entry. or mail opening, a judicial warrant would be required. As
a matter of sound Constitutional principle, the Fourth Amendment
protections enjoyed by Americans at home should also apply to pro-
tect them against their Government abroad. Tt would be just as offen-
sive to have a C'LA agent burglarize an American’s apartment in Rome
as it would be for the FBI to do so in New York.

Requirements that a warrant be obtained in the United States would
not present an excessive burden. Electronic surveillance and unauthor-
ized entries are not presentlv conducted against Americans abroad
without prior consultation and approval from CIA Headquarters in

reporting any further intelligence or counterintelligence aspects to the specific
case which comes to CIA’s attention as a byproduct of its continuing foreign
targeted operational activity. If the FBI, on the basis of the receipt of the CIA
information, however, specifically requests further information on terrorist
or counterintelligence matters relating to the private American citizens . . .
CTA may respond to written requests by the FBI for clandestine coilection abroad
by CIA of information on foreign terrorist or counterintelligence matters
involving American citizens.”

68-786 O - 2)
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Langlev, Virginia. Moreover, the present Deputy Director of CTA
for Operations has testified that bona fide counterintelligence investi-
gations are lengthy and time consuming and prior review within the

United States. 1ncludln(r consultation with the Justice Department,

would not be a serious prob]em » Indeed electronic surveillance of

Americans abroad under present administration policy also requires

approval by the Attorney General.

The Committee reinforces the general restrictions upon overseas
targeting of Americans by 19(’0111111911(1111(T that the CTA be prohibited
from requesting a friendly foreign 1ntellmence service or other person
from undertaking activities aﬂramst Americans which the CTA itself
may not do. This would not require that a foreign government’s use
of covert techniques be conducted under the samme procedures. e.g.,
warrants, required by those Recommendations for the CIA and the
FBI. It would mean that the CTA cannot ask a foreign intelligence
service to bug the apartment of an American unless the cucum@tance%
would permit the United States Government to obtain a judicial war-
rant from a Federal Court in this country to conduct such surveillance
of the American abroad.

The Committee places greater restrictions upon the CIA’s use of
covert techniques against Americans abroad than does the Executive
Order. For example, the Order permits the CTA to conduct electronic
surveillance and unauthorized entries under “procedures approved by
the Attorney General consistent with the law.” No judicial warrant
procedure is required. In addition, the Order’s restriction on CIA’s
opening mail of Americans is limited to mail “in the United States
postal channels.” In other words, under the Order the CIA is not pre-
vented from intercepting abroad and opening a letter mailed by an
American to his family, or sent to him from the United States.

The Order also contains no restrictions on the CTA infiltrating a
group abroad, even if it were one composed entirely of Americans
engaged in wholly lawful activities such as a political club of Ameri-
can students in Paris. Furthermore, the Order permits the CIA to
conduct physical surveillance abroad of any American “reasonably
believed to be” engaged in “activities threatening to the national
security.” On its face this language appears overly permissive and
might be read to authorize a repetition of the CHAOS program in
which Americans were targeted for surveillance because of their par-
ticipation in international conferences critical of the U.S. role in
Vietnam.

Recommendation 9—The CTA should not collect information abroad
concerning Americans except :

(a) Information concerning Americans which it is permitted to
collect within the United Qtates, 30

(5)_ At the request of the Justice Department as part of criminal
investigations or an investigation of an American for suspected ter-

® William Nelson testimony, 1/28/76, pp. 33-34. Mr. Nelson was not addressing
procedures to obtain a judicial warrant; but the time required for an ex parte
application on an expedited basis to a Federal Court in Washington, D.C., would
not bhe excessive for the investigative time frames which Nelson described.

Furthermore, the present wiretap statute authorizes electronic surveillance
(for 48 hours) on an emergency basis prior to judicial authorization.

* Recommendation 8, p. 303.
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rorist,>* or hostile foreign intelligence 3** activities or security leak or
security risk investigations which the FBI has opened pursuant to
Part iv of those recommendations and which is conducted consistently
with recommendations contained in Part iv.*

Lecommendation 10—The CTA should be able to transmit to the
FBI or other appropriate agencies information concerning Americans
acquired as the incidental byproduct of otherwise permissible foreign
intelligence and counterintelligence operations.®? whenever such infor-
mation indicates any activity in violation of American law.

Recommendation 11.—The CIA may employ covert techniques
abroad against \inericans:

(@) Under circumstances in which the CTA could use such covert
techniques against Americans within the United States; ® or

(6) When collecting information as part of Justice Departnient in-
vestigation, in which case the CTA may use a particular covert tech-
niques under the standards and procedures and approvals applicable
to1ts use against Americans within the United States by the FBI (See
Partiv);or

(¢) To the extent necessary to identify persons known or suspected
to be .Americans who come in contact with foreigners the CIA is in-
vestigating.

ClA Human Fxperiments and Drug Use

Recommendation 12 tracks similar restrictions in the Executive
Order but proposes an additional safeguard—giving the National
Commission on Biomedical Ethics and Human Standards jurisdiction
to review any testing on Americans.

%= “Terrorist activities” means acts, or conspiracies, which: (a) are violent
or dangerous to human life ; and (b) violate federal or state criminal statutes con-
cerning assassination, murder, arson, bombing, hijacking, or kidnaping; and
(e) appear intended to, or are likely to have the effect of :

(1) Substantially disrupting federal, state or local government; or

(2) Substantially disrupting interstate or foreign commerce between the United
States and another country ; or

(3) Directly interfering with the exercise by Americans, of Constitutional
rights protected by the Civil Rights Act of 1968, or by foreigners, of their rights
under the laws or treaties of the United States.

*» «Hostile foreign intelligence activities” means acts, or conspiracies, by
Americans or foreigners, who are officers, employees, or conscious agents of a
foreign power, or who, pursuant to the direction of a foreign power, engage in
clandestine intelligence activity, or engage in espionage, sabotage or similar
conduct in violation of federal criminal statutes. (The term “clandestine intelli-
gence activity” is included in this definition at the suggestion of officials of the
Department of Justice. Certain activities engaged in by conscious agents of for-
eign powers, such as some forms of industrial, technological, or economic espio-
nage, are not now prohibited by federal statutes. It would be preferable to amend
the espionage laws to cover such activity and eliminate this term. As a matter
of principle, intelligence agencies should not investigate activities of Americans
which are not violations of federal criminal statutes. Therefore, the Committee
recommends (in Recommendation 94) that Congress immediately consider en-
acting such statutes and then eliminating this term.)

3 1f the CTIA believes that an investigation of an American should be opened
but the FBI declines to do so, the CIA should be able to appeal to the Attorney
General or to the appropriate committee of the National Security Council.

# Such information would include material volunteered by a foreign intelligence
service independent of any request by the CIA.

® See Recommendation 7, p. 302.
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Recommendation 12—The CIA should not use in experimentation
on human subjects, any drug, device or procedure which is designed
or intended to harm, or is reasonably likely to harm, the physical or
mental health of the human subject, except with the informed written
consent, witnessed by a disinterested third party, of each human sub-
ject, and in accordance with the guidelines issued by the National Com-
mission for the Protection of Human Subjects for Biomedical and Be-
havioral Research The jurisdiction of the Commission should be
amended to include the Central Intelligence Agency and other in-
telligence agencies of the United States Government.

Review and Certification

Recommendation 13 ensures careful monitoring of those CIA activi-
ties authorized in the recommendations which are directed at Ameri-
cans.

Recommendation 13—Any CIA activity engaged in pursuant to
Recommendations 7, 8, 9, 10, or 11 should be subject to periodic re-
view and certification of compliance with the Constitution, applicable
statutes, agency regulations and executive orders by :

(@) The Inspector General of the CTA ;

(b) The General Counsel of the CIA in coordination with the
Director of Central Intelligence ;

(¢) The Attorney General; and

(d) The oversight committee recommended in Part xii.

All such certifications should be available for review by congressional
oversight committees.

b National Security Agency

" The recommendations contained in this section suggest controls on
the electronic surveillance activities of the National Security Agency
insofar as they involve, or could involve, Americans. There is no statute
which either authorizes or specifically restricts such activities. NSA
was created by executive order in 1952, and its functions are described
in directives of the National Security Council.

While, in practice, NSA’s collection activities are complex and
sophisticated, the process by which it produces foreign intelligence
can be reduced to a few easily understood principles. NSA intercepts
messages passing over international lines of communication, some of
which have one terminal within the United States. Traveling over
these lines of communication, especially those with one terminal in the
United States, are the messages of Amerlcans most of which are ir-
relevant to NSA’s foreign intelligence mission. NSA often has no
means of excluding such messages, however, from others it intercepts
which might be of foreign intelligence value. It does have, however,
the capability to select particular messages from those it intercepts
which are of foreign intelligence value. Most international communica-
tions of Americans are not selected. since they do not meet foreign
intelligence criteria. Having selected messages of possible intelligence
value, NSA monitors (reads) them, and uses the information it ob-
tains as the basis for reports which it furnishes the intelligence
agencies.

Having this process in mind, one will more readily understand the
recommendations of the Committee insofar as NSA’s handling of the
messages of Americans is concerned. The Committee recommends first
that NSA monitor only foreign communications. It should not monitor
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domestic communications, even for foreign intelligence purposes. Sec-
ond, the C'ommittee recommends that NSA should not select messages
for monitoring. from those foreign communications it has intercepted,
because the message is to or from or refers to a particular American,
unless the Department of Justice has first obtained a search warrant,
or the particular American has consented. Third, the Committee rec-
ommends that NSA be required to make every practicable effort to
eliminate or minimize the extent to which the communications of
Americans are intercepted, selected, or monitored. Fourth, for those
communications of Americans which are nevertheless incidentally
selected and monitored, the Committee recommends that NSA be pro-
hibited from disseminating such communication, or information de-
rived therefrom, which identifies an American, unless the communica-
tion indicates evidence of hostile foreign intelligence or terrorist
activity, or felonious criminal conduct, or contains a threat of death
or serious bodily harm. In these cases, the Committee recommends that
the Attorney General approve any such dissemination as being con-
sistent with these policies.

In summary, the Committee’s recommendations reflect its belief that
NSA should have no greater latitude to monitor the communications
of Americans than any other intelligence agency. To the extent that
other agencies are required to obtain a warrant before monitoring the
communications of Americans, NSA should be required to obtain a
warrant.*

Recommendation 14—NSA should not engage in domestic security
activities. Its functions should be limited in a precisely drawn legisla-
tive charter to the collection of foreign intelligence from foreign
communications.*

Recommendation 15—NSA should take all practicable measures
consistent with its foreign intelligence mission to eliminate or mini-
mize the interception, selection, and monitoring of communications of
Americans from the foreign communications.®

Recommendation 16—NSA should not be permitted to select for
monitoring any communication to, from, or about an American with-
out his consent, except for the purpose of obtaining information about
hostile foreign intelligence or terrorist activities, and then only if a
warrant approving such monitoring is obtained in accordance with
procedures similar *” to those contained in Title III of the Omnibus
Crime Control and Safe Streets Act of 1968.

* None of the Committee’s recommendations pertaining to NSA should be con-
strued as inhibiting or preventing NSA from protecting T.S. communications
against interception or monitoring by foreign intelligence services.

¥ “Foreign communications,” as used in this section, refers to a communica-
tion between or among two or more parties in which at least one party is out-
side the United States, or a communication transmitted between points within the
United States only if transmitted over a facility which is under the control of,
or exclusively used by, a foreign government.

% In order to ensure that this recommendation is implemented, both the At-
torney General and the appropriate oversight committees of the Congress should
be continuously apprised of, and periodically review, the measures taken by
NSA pursnant to this recommendation.

# The Committee believes that in the case of interceptions authorized to ob-
tain information about hostile foreign intelligence. there should be a presumption
that notice to the subject of such intercepts, which would ordinarily be required
under Title TIT (18 U.S.C. 2518(8) (d) ), is not required, unless there is evidence
of gross abuse.



310

(This recommendation would eliminate the possibility that NSA
would re-establish its “watch lists” of the late 1960s and early 1970s.
In that case, the names of Americans were submitted to NSA by other
federal agencies and were used as a basis for selecting and moni-
toring, without a warrant, the international communications of those
Americans.)

Recommendation 17—Any personally identifiable information
about an American which NSA 1ncidentally acquires, other than pur-
suant to a warrant. should not be disseminated without the consent of
the American, but should be destroyed as promptly as possible, unless
it indicates:

(a) Hostile foreign intelligence or terrorist activities; or

(b) Felonious eriminal conduet for which a warrant might be ob-
tained pursuant to Title IIT of the Omnibus Crime Control and Safe
Streets Act of 1968 ; or

(¢) A threat of death or serious bodily harm.

If dissemination is permitted, by (&), (&) and (¢) above, it must
only be made to an appropriate official and after approval by the At-
torney General.

(This recommendation is consistent with NSA’s policy prior to the
Executive Order.”® NSA’s practice prior to the Executive Order was
not to disseminate material containing personally identifiable infor-
mation about Americans.)

Recommendation 18—~NSA should not request from any commer-
cial carrier any communication which it could not otherwise obtain
pursuant to these recommendations.

(This recommendation is to ensure that NSA will not resume an op-
eration such as SHAMROCK. disclosed during the Committee’s hear-
ings, whereby NSA received for almost 30 years copies of most inter-
national telegrams transmitted by certain international telegraph
companies in the United States.)

Recommendation 19.~—The Office of Security at NSA should be per-
mitted to collect background information on present or prospective
employees or contractors of NSA. solely for the purpose of determin-
ing their fitness for employment. With respect to security risks or the
security of its installations. NSA should be permitted to conduct
physical surveillances, consistent with such surveillances as the CTA
is permitted to conduct. in similar circumstances, by these recom-
mendations.

c. Military Service and Defense Department Investigative Agencies

This section of the Committee's recommendations pertains to the
controls upon the intelligence activities of the military services and
Department of Defense insofar as they involve Americans who are not
members of or affiliated with the armed forces.

In general. the restrictions seek to limit military investigations to
activities in the civilian community which are necessary and pertinent
to the military mission, and which cannot feasibly be accomplished by
civilian agencies. In overseas locations where civilian agencies do not

* The Executive Order places no such restriction on the dissemination of infor-
mation by NSA. Under the Executive Order, NSA is not required to delete names
or destroy messages which are personally identifiable to Americans. As long as
these messages fall within the categories established by the Order, the names of
Americans counld be transmitted to other intelligence agencies of the Government.
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perform investigative activities to assist the military mission, military
intelligence is given more latitude. Specifically. the Committee recom-
mends that military intelligence be limited within the United States to
conducting Investigations of violations of the Uniform Code of Mili-
tary Justice: investigations for security clearances of Department of
Defense employees and contractors: and investigations immediately
before and during the deplovment of armed forces in connection with
civil disturbances. None of these investigations should involve the use
of any covert technique employed against American civilians. In over-
seas locations, the Committee recommends that military intelligence
have additional authority to conduct investigations of terrorist activity
and hostile foreign intelligence activity. In these cases, covert tech-
niques directed at Americans may be emploved if consistent with the
Committee’s restrictions upon the use of such techniques in the United
States in Part iv.,

Recommendation 20.—Fxcept as specifically provided herein, the
Department of Defense should not engage in domestic security activi-
ties. Its functions. as they relate to the activities of the foreign intelli-
gence community, should be limited in a precisely drawn legislative
charter to the conduct of foreign intelligence and foreign counter-
intelligence activities and tactical military intelligence activities
abroad, and production, analysis, and dissemination of departmental
intelligence.

Recommendation 21.—In addition to its foreign intelligence re-
sponsibility, the Department of Defense has a responsibility to investi-
gate its personnel in order to protect the security of its installations
and property. to ensure order and discipline within its ranks, and to
conduet other limited investigations once dispatched by the President
to suppress a civil disorder. A legislative charter should define pre-
cisely—in a manner which is not inconsistent with these recommenda-
tions—the authorized scope and purpose of any investigations under-
taken by the Department of Defense to satisfy these responsibilities.

Recommendation 22—No ageney of the Department of Defense
should condnet investigations of violations of eriminal law or other-
wise perform any law enforcement or domestic security functions
within the United States. except on military bases or concerning mili-
tary personnel. to enforce the Uniform Code of Military Justice.

Control of Civil Disturbance Intelligence

The Department of the Army has executive responsibility for render-
Ing assistance in conneetion with civil disturbances. In the late 1960s,
it instituted a nationwide collection program in which Army investi-
gators were dispatched to collect information on the political activi-
ties of Americans. This was done on the theory that such information
was necessary to prepare the Army in the event that its troops were
sent to the scene of civil disturbances. The Committee believes that the
Army’s potential role in civil disturbances does not justify such an
intelligence effort directed against American civilians.

Recommendation 23.—The Department of Defense should not be
permitted to conduet investigations of Americans on the theory that
the information derived therefrom might be useful in potential civil
disorders. The Army should be permitted to gather information about
geography. logistical matters. or the identity of local officials which is
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necessary to the positioning, support, and use of troops in an area
where troops are likely to be deployed by the President 1n connection
with a civil disturbance. The Army should be permitted to investigate
Americans involved in such disturbances after troops have been de-
ployed to the site of a civil disorder, (i) to the extent necessary to ful-
fill the military mission, and (ii) to the extent the information can-
not be obtained from the FBI. (The FBI's responsibility in connection
with civil disorders and its assistance to the Army 1s described in
Part iv.)

Recommendation 24.—Appropriate agencies of the Department of
Defense should be permitted to collect background information on
their present or prospective employees or contractors. With respect
to security risks or the security of its installations, the Department of
Defense should be permitted to conduct physical surveillance consistent
with such surveillances as the CTA is permitted to conduct, in similar
circumstances, by these recommendations.

Prohibitions and Limitations of Covert Techniques

During the Army’s civil disturbance collection program of the late
1960s, Army intelligence agents employed a variety of covert tech-
niques to gather information about civilian political activities. These
included covert penetrations of private meetings and organizations,
use of informants, monitoring amateur radio broadecasts, and posing
as newsmen. This provision is designed to prevent the use of such
covert techniques against American civilians. The Committee be-
lieves that none of the legitimate investigative tasks of the military
within the United States justified the use of such techniques against
unaffiliated Americans.

Recommendation 25.—Except as provided in 27 below, the Depart-
ment of Defense should not direct any covert technique (e.g., elec-
tronic surveillance, informants, etec.) at American civilians.

Limited Investigations Abroad

The military services currently conduct preventive intelligence in-
vestigations within the United States where members of their respec-
tive services are agents of, or are collaborating with, a hostile for-
eign intelligence service. These investigations are coordinated with,
and under the ultimate control of, the FBI. The Committee’s recom-
mendations are not intended to prevent the military services from
continuing to assist the FBY with such investigations involving mem-
bers of the armed forces. They are intended, however, to place respon-
sibility for these investigations, insofar as thev take place within the
United States. in the FBI. and not in the military services themselves,
The military services, on the other hand, are given additional re-
sponsibility to conduct investigations of Americans who are suspected
of engaging in terrorist activity or hostile foreign intelligence activity
1n overseas locations.

Recommendation 26.—The Denartment of Defense shonld be per-
mitted to conduct abroad preventive intelligence investigations of un-
affilinted Americans. as deseribed in Part iv below, provided sueh in-
vestioationg are first anproved hv the FBI. Such investioations by
the Department of Defense, including the use of covert techniques,
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should ordinarily be conducted in a manner consistent with the recom-
mendations pertaining to the FBI, contained in Part iv; however, in
overseas locations, where 1.8, military forces constitute the governing
power, or where U".S. military forces are engaged in hostilities, cir-
cumstances may require greater latitude to conduet such
investigations.

tii. Non-Intelligence Agencies Should Be Barred From Do-
mestic Security Activity

a. Internal Revenue Service

The Committee’s review of intelligence collection and investigative
activity by IRS’ Intelligence Division and of the practice of furnish-
ing information in IRS files to the intelligence agencies demonstrates
that reforms are necessary and appropriate, The primary objective
of reform is to prevent IRS from becoming an instrumentality of the
intelligence agencies. beyond the scope of what IRS. as the Federal
tax collector, should be doing. Recommendations 27 through 29 are
designed to achieve this objective by providing that IRS collection of
intelligence and its conduct of investigations are to be confined strictly
to tax matters. Moreover. programs of tax investigation. in which
targets are selected partly because of indications of tax violations and
partly because of reasons relating to domestic security, are prohibited
where they would erode constitutional rights. Where otherwise appro-
priate, such programs must be conducted under special safeguards to
prevent any adverse effect on the exereise of those rights.

These recommendations should prevent a recurrence of the excesses
associated with the Special Services Staff and the Intelligence Gather-
ing and Retrieval System.

Targeting of Persons or Groups for Investigations or
Intelligence-Gathering by IRS

Recommendation 27.—The IRS should not, on behalf of any in-
telligence agency or for its own use, collect any information about the
ilctivities of Americans except for the purposes of enforcing the tax
aws.

Recommendation 28—~—IRS should not select any person or group
for tax investigation on the basis of political activity or for any other
reason not relevant to enforcement of the tax laws.

Recommendation 29.—Any program of intelligence investigation
relating to domestic security in which targets are selected by both tax
and non-tax criteria should onlv be initiated :

(@) Upon the written request of the Attorney (General or the Secre-
tary of the Treasury. specifying the nature of the requested program
and the need therefore: and

(b) After the written certification by the Commissioner of the TRS
that procedures have been developed which are sufficient to prevent
the infringement of the constitutional rights of Americans: and

(¢) With congressional oversight committees being kept continually
advised of the nature and extent of such programs.

® Based upon its study of the TRS, the Committee believes these recommenda-
tions might properly be applied beyond the general domestic security scope of
the recommendations.
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Disclosure Procedures

The Committee’s review of disclosure of tax information by IRS
to the FBI and the CIA showed three principal abuses by those in-
telligence agencies: (1) the by-passing of disclosure procedures man-
dated by law, resulting in the agencies obtaining access to tax returns
and tax-related information through improper channels, and, some-
times, without a proper basis; (2) the failure to state the reasons
justifying the need for the information and the uses contemplated
so that TRS could determine if the request met the applicable criteria
for disclosure; and (3) the improper use of tax returns and informa-
tion, particularly by the FBI in COINTELPRO. Recommendations
30 through 35 are designed to prevent these abuses from occurring
again.

gW'hile general problems of disclosure are being studied by several
different congressional committees with jurisdiction over IRS, these
recommendations reflect this Committee’s focus on disclosure prob-
lems seen in the interaction between IRS and the intelligence agencies.

Recommendation 30.—No intelligence agency should request * from
the Internal Revenue Service tax returns or tax-related information
except under the statutes and regulations controlling such disclosures.
In addition, the existing procedures under which tax returns and tax-
related information are released by the TRS should be strengthened,
assuggested in the following five recommendations.

Recommendation 31.—All requests from an intelligence agency to
the IRS for tax returns and tax-related information should be in
writing, and signed by the head of the intelligence agency making
the request. or his designee. Copies of such requests should be filed
with the Attorney General. Each request should include a clear state-
ment of :

(a) The purpose for which disclosure is sought ;

(b) Facts sufficient to establish that the requested information is
needed by the requesting agency for the performance of an authorized
and lawful function

(¢) The uses which the requesting agency intends to make of the
information ; '

(d) The extent of the disclosures sought ;

(e) Agreement by the requesting agency not to use the documents
or (information for any purpose other than that stated in the request;
an

(f) Agreement by the requesting agency that the information will
not be disclosed to any other agency or person except in accordance
with the law,

Recommendation 32—~IRS should not release tax returns or tax-
related information to any intelligence agency unless it has received
a request satisfying the requirements of Recommendation 81, and the
Commissioner of Internal Revenue has approved the request in
writing.

Recommendation 33.—IRS should maintain a record of all such re-
quests and responses thereto for a period of twenty years.

10 “.Request” as used in the recommendations concerning the Internal Revenue
Service should not inelude circumstances in which the agency is acting with the
informed written consent of the taxpayer.
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Recommendation 3}—No intelligence agency should use the infor-
mation supplied to it by the IRS pursuant to a request of the agency
except as stated in a proper request for disclosure.

Recommendation 35 —All requests for information sought by the
FBI should be filed by the Department of Justice. Such requests
should be signed by the Attorney General or his designce. following
a determination by the Department that the request 1s proper under
the applicable statutes and regulations.

b. Post Office (U.S. Postal Service)

These recommendations are designed to tighten the existing re-
strictions regarding requests by intelligence agencies for both inspec-
tion of the exteriors of mail (“mail cover”) and inspection of the
contents of first class mail (“mail opening”). As to mail cover, the
Committee’s recommendation is to centralize the review and approval
of all requests by requiring that only the Attorney General may au-
thorize mail cover, and to eliminate unjustified mail covers by requir-
ing that the mail cover be found “necessary” to a domestic security
investigation. With respect to mail opening, the recommendations pro-
vide that it can only be done pursuant to court warrant.

Recommendation 36.—The Post Office should not permit the FBI or
any intelligence agency to inspect markings or addresses on first class
mail, nor should the Post Office itself inspect markings or addresses
on behalf of the FBI or any intelligence agency, on first class mail,
except upon the written approval of the Attorney General or his
designee. Where one of the correspondents is an American, the Attor-
ney General or his designee should only approve such inspection for
domestic security purposes upon a written finding that it is necessary
to a criminal investigation or a preventive intelligence investigation
of terrorist activity or hostile foreign intelligence activity.

Upon such a request, the Post Office may temporarily remove from
circulation such correspondence for the purpose of such inspection of
its exterior as is related to the investigation.

Recommendation 37.—The Post Office should not transfer the cus-
tody of any first class mail to any agency except the Department of
Justice. Such mail should not be transferred or opened except upon a
judicial search warrant.

(a) Inthe case of mail where one of the correspondents is an Amer-
ican, the judge must find that there is probable cause to believe that
the mail contains evidence of a crime.*

(&) In the case of mail where both parties are foreigners:

(1) The judge must find that there is probable cause to believe
that both parties to such correspondence are foreigners, and one of the
correspondents is an officer. emplovee or conscious agent of a foreign
power; and

(2) The Attorney General must certify that the mail opening is
likely to reveal information necessary either (i) to the protection of
the nation against actual or potential attack or other hostile acts of
force of a foreign power; (ii) to obtain foreign intelligence informa-
tion deemed essential to the security of the United States; or (iii) to

! See recommendation 94 for the Committee's recommendation that Congress
consider amending the Espionage Act so as to cover modern forms of espionage
not now criminal.
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protect national security information against hostile foreign intelli-
gence activity.

tv. Federal Domestic Security Activities Should Be Limited
and Controlled to Prevent Abuses Without Hampering
Criminal Investigations or Investigations of Foreign
Espionage ’

The recommendations contained in this part are designed to accom-
plish two principal objectives: (1) prohibit improper intelligence ac-
tivities and (2) define the limited domestic security investigations
which should be permitted. As suggested earlier, the ultimate goal
is a statutory mandate for the federal government’s domestic security
function that will ensure that the FBI, as the primary domestic secu-
rity investigative agency. concentrates upon criminal conduct as op-
posed to political rhetoric or association. Our recommendations would
vastly curtail the scope of domestic security investigations as they
have been conducted, by prohibiting inquiries initiated because the
Bureau regards a group as falling within a vaguely defined cate-
gory such as “subversive,” “New Left.” “Black Nationalist Hate
Groups,” or “White Hate Groups.” The recommendations also ban
investigations based merely upon the fact that a person or group is
associating with others who are being investigated (e.g., the Bureau’s
investigation of the Southern Christian Leadership Conference be-
cause of alleged “Communist infiltration™).

The simplest way to eliminate investigations of peaceful speech
and association would be to limit the FBI to traditional investigations
of crimes which have been committed (including the crimes of at-
tempt and conspiracy). The Committee found, however, that there are
circumstances where the FBI should have authority to conduct lim-
ited “intelligence investigations” of threatened conduct (terrorism and
foreign espionage) which is generally covered by the criminal law,
where the conduct has not yet reached the stage of a prosecuteable act.

The Committee. however. found that abuses were frequently associ-
ated even with such intelligence investigations. This led us also to
recommend : precise limitations upon the use of covert techniques
(Recommendations 51 to 60) ; restrictions upon maintenance and dis-
semination of information gathered in such investigations (Recom-
mendations 64 to 68) ; and a statutory requirement that the Attorney
General monitor these investigations and terminate them as soon as
practical (Recommendation 69).

a. Centralize Supervision, Investigative Responsibility, and the Use
of Covert Techniques

Investigations should be centralized within the Department of
Justice. It is the Committee’s judgment that if former Attorneys Gen-
eral had been held accountable by the Congress for ensuring compli-
ance by the FBTI and the intelligence agencies with laws designed to
protect the rights of Americans, the Department of Justice would
have been more likely to discover and enjoin improper activities.
Furthermore, centralizing domestic security investigations within the
FBI will facilitate the Attorney General’s supervision of them.

Recommendation 38.~All domestic security investigative activity,
including the use of covert techniques. should be centralized within the
Federal Bureau of Investigation, except those investigations by the
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Seeret Service designed to protect the life of the President or other
Secret Service protectees. Such investigations and the use of covert
techniques in those investigations should be centralized within the
Secret. Service.

Recommendation 39.—All domestic security activities of the federal
government and all other intelligence agency activities covered by the
Domestic Intelligence Recommendations should be subject to Justice
Department oversight to assure compliance with the Constitution and
Jaws of the United States.

b. Prohibitions

The Committee recommends a set of prohibitions. in addition to its
later recommendations limiting the scope of and procedural controls
for domestic security investigations.

The following prohibitions cover abuses ranging from the political
use of the sensitive information maintained by the Bureau to the ex-
cesses of COINTELPRO. They are intended to cov er activities en-
gaged in. by. or on behalf of, the FBI. For example, in prohibiting
Bureau interference in lawful speech. publication. assembly. organiza-
tion, or association of Americans, the Committee intends to prohlblt
a Bureau agent from mailing fake letters to factionalize a group as
well as to prohibit an informant from manipulating or influencing
the peaceful activities of a group on behalf of the FBI.

Subsequent recommendations limit the kinds of investigations which
can be opened and provide controls for those investigations. Specif-
ically, the Committee limits FBI authority to collect information on
Americans to enumerated circumstances; limits authority to maintain
information on political beliefs, political assocations, or private lives
of Americans; requires judicial warrants for the most intrusive covert
collection techniques (electronic surveillance, mail opening, and sur-
reptitious entry) ; and proposes new restrictions upon the use of other
covert techniques, particularly informants.

Recommendation j0).—The FBI should be prohibited from engaging
on its own or through iriformants or others, in any of the following
activities directed at Americans:

(a) Disseminating any information to the White House, any other
federal official, the news media, or any other person for a political or
other improper purpose, such as discrediting an opponent of the ad-
ministration or a critic of an intelligence or investigative agency.

(b) Interfering with lawful speech, publication, assembly, organi-
zational activity, or association of Americans.

(¢) Harassing individuals through unnecessary overt investigative
techniques ** such as interviews or obvious physical surveillance for the
purpose of intimidation,

Recommendation }1.—The Bureau should be prohibited from main-
taining information on the political beliefs, political associations, or
])mvato lives of Americans except that which is clearly necessary for
domestic security investigations as described in Part c.4?

2 “Overt investigative techniques” means the collection of information readily
available from public sources or to a private person (including interviews of the
subject or his friends or associates).

“Thus, the Bureau would have an obligation to review any such information
before it is placed in files and to review the files, thereafter, to remove it if no
longer needed. This obligation does not extend to files sealed under Recom-
mendation 65.
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e. Authorized Scope of Domestic Security Investigations

The Committee sought three objectives in defining the appropriate
jurisdiction of the FBI. First, we sought to carefully limit any investi-
gations other than traditional criminal investigations to five defined
areas: preventive intelligence investigations (in two areas closely re-
lated to serious criminal activity—terrorist and hostile foreign in-
telligence activities), civil disorders assistance, background investiga-
tions, security risk investigations, and security leak investigations.

Second, we sought substantially to narrow, and to impose special
restrictions on the conduct of, those investigations which involved the
most flagrant abuses in the past: preventive intelligence investigations
and civil disorders assistance. Third, we sought to provide a clear sta-
tutory fonundation for those investigations which the Committee
believes are appropriate to fill the vacuum in FBI legal authority.

Achieving the first and second objectives will have the most signif-
icant impact upon the FBI’s domestic intelligence program and in-
deed, could eliminate almost half its workload. Recommendations 44
through 46 impose two types of restrictions upon the conduct of in-
telligence investigations and civil disorders assistance. First, the scope
of intelligence investigations is limited to terrorist activities or espio-
nage and the scope of civil disorders assistance is limited to civil
disorders which may require federal troops. Second, the Committee
suggests that the threshold for initiation of a full intelligence investi-
gation be “reasonable suspicion.” ** Preliminary intelligence investiga-
tions—Ilimited in scope. duration, and investigative technique—could
be opened upon a “specific allegation or specific or substantiated in-
formation.” A written finding by the Attorney General of a likely need
for federal troops is required for civil disorders assistance.

The Committee’s approach to FBI domestic security investigations
is basically the same as that adopted by the Attorney General’s guide-
lines for domestic security investigations. Both are cautious about
any departures from former Attorney General Stone’s maxim that
the FBI should only conduct criminal investigations. For example,
neither the Committee nor the Attorney General would condone in-
vestigations which are totally unrelated to eriminal statutes (e.g., the
FBI’s 1970 investigation of all black student unions).

However, the Committee views its recommendations as a somewhat
more limited departure from former Attorney General Stone's line
than the present Attorney General’s guidelines. First, the Committee
would only permit intelligence investigations with respect to hostile
foreign intelligence activity and terrorism. The Attorney General's
guidelines have been read by FBI officials as authorizing intelligence
investigations of “subversives” (individuals who may attempt to
overthrow the government in the indefinite future). While the Justice
Department, under its current leadership, might not adopt such an
interpretation, a different Attorney General might. Second, the guide-
lines on their face appear to permit investigating essentially local
civil disobedience (e.g.. “use of force” to interfere with state or local
government which could be construed too broadly).

* “Reasonable suspicion” is based upon the Supreme Court’s decision in the
case of Terry v. Ohio, 392 U.8. 1 (1968), and means specific and articulable facts
which taken together with rational inferences from those facts, give rise fo a
reasonable suspicion that specified activity has occurred, is occurring, or is about
to occur.
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~ There are two reasons why the Committee would prohibit intel-
ligence investigations of “subversives” or local civil disobedience.
First, those investigations inherently risk abuse because they in-
evitably require surveillance of lawful speech and association rather
than eriminal conduct. The Committee’s examination of forty years
of investigations into “subversion™ has found the term to be so vague
as to constitute a license to investigate almost any activity of prac-
tically any group that actively opposes the policies of the adminis-
tration in power.

A second reason for prohibiting intelligence investigations of “sub-
version™ and local civil disobedience is that both can be adequately
handled by less intrusive methods without unnecessarily straining
limited Bureau resources. Any real threats to our form of government
can be best identified through intelligence investigations focused on
persons who may soon commit illegal violent acts. Local civil dis-
obedience can be best handled by local police. Indeed, recent studies
by the General Accounting Office suggest that FBI investigations
in these areas result in very few prosecutions and little information
of help to authorities in preventing violence.

The FBI now expends more money in its domestic security program
than 1t does in its organized crime program, and, indeed, twice
the amount on “internal security” informant operations as on orga-
nized crime informant coverage. “Subversive investigations™ and
“civil disorders assistance™ represent almost half the caseload of the
FBI domestic security program. The national interest would be better
served if Bureau resources were directed at terrorism, hostile foreign
intelligence activity, or organized crime, all more serious and pressing
threats to the nation than “subversives” or local civil disobedience.

For similar reasons, the Committee, like the Attorney General’s
guidelines, requires “reasonable suspicion™ for preventive intelligence
mvestigations which extend beyond a preliminary stage. Investiga-
tions of terrorism and hostile foreign intelligence activity which are
not limited in time and scope could lead to the same abuses found in
intelligence investigations of subversion or local civil disobedience.
However, an equally important reason for this standard is that it
should increase the efficiency of Bureau investigations. The General
Accounting Office found that when the FBI initiated its investiga-
tions on “soft evidence”—evidence which probably would not meet
this “reasonable suspicion™ standard—it usually wasted its time on
an innocent target. When it initiated its investigation on harder evi-
dence, its ability to detect imminent violence improved significantly.

The Committee’s recommendations limit preventive intelligence in-
vestigations to situations where information indicates that the pro-
hibited activity will “soon” occur. whereas the guidelines do not require
that the activity be imminent. This limit is essential to prevent a
return to sweeping, endless investigations of remote and speculative
“threats.” The Committee’s intent 1s that. to open or continue a full
investigation, there should be a substantial indication of terrorism
or hostile foreign intelligence activity in the near future.

The Committee's restrictions are intended to eliminate unnecessary
investigations and to provide additional protections for constitutional
rights. Shifting the focus of Burcau manpower in domestic security
investigations from lawful speech and association to eriminal conduct
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by terrorists and foreign spies provides further protection for consti-
tutional rights of Americans as well as serving the nation’s interest
in security.

1. Investigations of Committed or Imminent O ffenses

Recommendation. 42.—The FBI should be permitted to investigate
a committed act which may violate a federal criminal statute pertain-
ing to the domestic security to determine the identity of the perpetrator
or to determine whether the act violates such a statute.

Recommendation 43.—The FBI should be permitted to investigate
an American or foreigner to obtail evidence of criminal activity
where there is “reasonable suspicion” that the American or foreigner
has committed, is committing, or is about to commit a specific act
which violates a federal statute pertaining to the domestic security.*®

2. Preventive Intelligence Investigations

Recommendation }4.—The FBI should be permitted to conduct a
preliminary preventive intelligence investigation of an American or
foreigner where it has a specific allegation or specific or substantiated
information that the American or foreigner will soon engage in ter-
rorist activity or hostile foreign intelligence activity. Such a prelim-
inary investigation should not continue longer than thirty days from
receipt of the information unless the Attorney General or his designee
finds that the information and any corroboration which has been ob-
tained warrants investigation for an additional period which may not
exceed sixty days. If, at the outset or at any time during the course
of a preliminary investigation the Bureau establishes “reasonable
suspjcion” that an American or foreigner will soon engage in terrorist
activity or hostile foreign intelligence activity. it may conduct a full
preventive intelligence investigation. Such full investigation should
not. continue longer than one vear except upon a finding of com-
pelling circumstances by the Attorney General or his designee.

In no event should the FBI open a preliminary or full preventive
intelligence investigation based upon information that an American
is advocating political ideas or engaging in lawful political activities
or is associating with others for the purpose of petitioning the govern-
ment for redress of grievances or other such constitutionally protected
purpose.

The second paragraph of Recommendation 44 will serve as an im-
portant safecuard if enacted into any statute authorizing preventive
intellicence investigations. It would supplement the protection that
would be afforded by limiting the FBI’s intelligence investigations to
terrorist and hostile foreion intelligence activities. Tt re-emphasizes the
Committee’s intent that the investigations of peaceful protest groups
and other lawful associations should not recur. It serves as a further
reminder that advocacy of political ideas is not to be the basis for gov-
ernmental surveillance. At the same time Recommendation 44 permits
the initiation of investigations where the Bureau possesses information
consisting of a “specific allegation or specific or substantiated informa-

% This includes conspiracy to violate a federal statute pertaining to the domes-
tic security. The Committee, however. recommends repeal or amendment of the
Smith Act to make clear that “conspiracy” to engage in political advoecacy cannot
be investigated. (See Recommendation 93.)
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tion that [an] American or foreigner will soon engage in terrorist
activity or hostile foreign intelligence activity.”

This recommendation has been among the most difficult of the
domestic intelligence recommendations to draft. Tt was difficult be-
cause it represents the Committee’s effort to draw the fine line between
legitimate investigations of conduct and illegitimate investigations of

dvocacy and association. Originally the Commlttee was of the view
that a threshold of “reasonable suspicion” should apply to initiating
even limited preliminary intelligence investigations of terrorist or
hostile foreign intelligence activ ities. Howev er, the Committee was
persuaded by the Depaltment of Justice that., having narrow ly defined
terrorist and hostile foreign intelligence activities, a “reasonable sus-
picion” threshold might be unworkable at the prehmlnaly stage. Such
a threshold might prohibit the FBI from investigating an allegation
of extremely dangerous activity made by an anonwnous source or a
source of unknown reliability. The “reasonable suspicion” standard re-
quires that the investigator have confidence in the reliability of the
individual providing the information and some corroboration of the
information.

However, the Committee is cautious in proposing a standard of

“specific allegation or specific or substantiated information” because it
permits initiation of a preliminary investigation which includes the
use of physical surveillance and a survey of, but not targeting of, exist-
ing confidential human sources. The Commlttee encourages the
Attorney General to work with the Congress to improve upon the
language we recommend in Recommendation 44 before including it in
any legislative charter. If adopted, both the Attorney General and the
appropriate oversight committees should periodically conduct a care-
ful review of the application of the standard by the FBL

The ultimate goal which Congress should seek in enacting such
legislation is the development of a standard for the initiation of intel-
ligence investigations which permits investigations of credible allega-
tions of conduct which if uninterrupted will soon result in terrorist
activities or hostile foreign intelligence activities as we define them.
It must not permit 1nve%t10at10ns of consitutionally protected activi-
ties as the Committee described them in the last paragraph of Recom-
mendation 44. The following are examples of the Committee’s intent.

Recommendation 44 would prohibit the initiation of an investigation
based upon “mere advocacy :”

—An investigation could not be initiated, for example, when the
Bureau receives an a]legation that a member of a dissident group has
made statements at the group’s meeting that “America needs a Marx-
ist-Leninist. government and needs to fret rid of the fat cat capitalist
plgs ”

The Committee has found serious abuses in past FBI investigations
of groups. In the conduct of these investigations, the FBI often failed
to distinguish bet ween members who were engaged in criminal activity
and those who were exercising their constitutional rights of associa-
tion. The Committee’s recommendations would only permit investiga-
tion of a group in two situations: first, where the FBI receives infor-
mation that the avowed purpose of the group is “soon to engage in ter-
rorist activity or hostile foreign intelligence activity”; or second, where
the FBI has information that unidentified members of a group are

68-786 O - 22
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“soon to engage in terrorist activity or hostile foreign intelligence
activity”. In both cases the FBI may focus on the group to determine
the 1dentity of those members who plan soon to engage in such activity.
However, 1n both cases the FBI should minimize the collection of in-
formation about law-abiding members of the group or any lawful
activities of the group.

—Where the FBI has information that certain chapters of a political
organization had “action squads,” the purpose of which was to com-
mit terrrorist acts, the FBI could investigate all members of a partic-
ular “action squad’ where it had an allegation that this “action squad”
planned to assassinate, for example, Members of Congress.

—An investigation could be initiated based upon specific informa-
tion obtained by the FBI that unidentified members of a Washington,
D.C., group are planning to assassinate Members of Congress.

The Committee’s recommendations would not permit investigation of
mere association:

—The FBI could not investigate an allegation that a member of
the Klan has lunch regularly with the mayor of a southern community.

—The FBI could not investigate the allegation that a 1J.S. Senator
attended a cocktail party at a foreign embassy where a foreign intel-
ligence agent was present.,

However, when additional facts are added indicating conduct which
might constitute terrorist activity or hostile foreign intelligence
actlvity, investigation might be authorized :

—The FBI could initiate an investigation of a dynamite dealer
who met with a member of the “action squad” described above.

—T.ikewise, the FBI could initiate an investigation of a member
of the National Security Council staff who met clandestinely with a
known foreign intelligence agent in an obscure Paris restaurant.

Investigations of contacts can become quite troublesome when the
contact takes place within the context of political activities or associa-
tion for the purpose of petitioning the government. Law-abiding
American protest groups may share common goals with groups in
other countries. The obvious example was the widespread opposition
in the late 1960’s, at home and abroad, to America’s role in Vietnam.

Furthermore, Americans should be free to communicate about such
issues with persons in other countries, to attend international confer-
ences and to exchange views or information about planned protest
activities with like-minded foreign groups. Such activity, in itself,
would not be the basis for a preliminary investigation under these
recommendations :

—The FBI could not open an investigation of an anti-war group
because “known communists” were also in attendance at a group meet-
ing even if it had reason to believe that the communists’ instructions
were to influence the group or that the group shared the goals of the
Soviet Union on ending the war in Vietnam.

—The FBI could not open an investigation of an anti-war activist
who attends an international peace conference in Oslo where foreign
intelligence agents would be in attendance even if the-FBI had reason
to believe that they might attempt to recruit the activist. Of course, the
CIA would not be prevented from surveillance of the foreign agent’s
activities.

However, if the Bureau had additional information suggesting that
the activities of the Americans in the above hypothetical cases were
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more than mere association to petition for redress of grievances, an
investigation would be legitimate.

—Where the FBI had received information that the anti-war activ-
ist traveling to Oslo intended to meet with a person he knew to be a
foreign intelligence agent to receive instructions to conduct espionage
on behalf of a hostile foreign country, the FBI could open a prelimi-
nary investigation of the activist.

The Committee cautions the Department of Justice and FBI that
in opening investigations of conduct occurring in the context of politi-
cal activities, it should endeavor to ensure that the allegation prompt-
ing the investigation is from a reliable source.

Certainly, however, where the FBI has received a specific allega-
tion or specific or substantiated information that an American or
foreigner will soon engage in hostile foreign intelligence activity
or terrorist activity, it may conduct an investigation. For example, it
could do so:

—Where the FBI receives information that an American has been
recruited by a hostile intelligence service;

—Where the FBI receives information that an atomic scientist has
had a number of clandestine meetings with a hostile foreign intelli-
gence agent.

Recommendation }5—The FBI should be permitted to collect in-
formation to assist federal, state, and local officials in connection with
a civil disorder either—

(i) After the Attorney General finds in writing that there is a clear
and immediate threat of domestic violence or rioting which is likely
to require implementation of 10 U.S.C. 332 or 333 (the use of federal
troops for the enforcement of federal law or federal court orders), or
likely to result in a request by the governor or legislature of a state
pursuant to 10 U.S.C. 331 for the use of federal militia or other federal
armed forces as a countermeasure; *** or

(ii) After such troops have been introduced.

Recommendation 46.—FBI assistance to federal, state, and local
officials in connection with a civil disorder should be limited to collect-
ing information necessary for

(1) the President in making decisions concerning the introduction
of federal troops;

(2) military officials in positioning and supporting such troops; and

(3) state and local officials in coordinating their activities with such
military officials.

4. Background Investigations

Recommendation 47.—The FBI should be permitted to participate
in the federal government’s program of background investigations of
federal employees or employees of federal contractors. The authority
to conduct such investigations should not, however, be used as the basis
for conducting investigations of other persons. In addition, Congress
should examine the standards of Executive Order 10450, which serves
as the current authority for FBI background investigations, to deter-
mine whether additional legislation is necessary to:

(@) modify criteria based on political beliefs and associations unre-
lated to suitability for employment; such modification should make

“* This recommendation does not prevent the FBI from conducting criminal
investigations or preventive intelligence investigations of terrorist aets in
connection with a civil disorder.
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those criteria consistent with judicial decisions regarding privacy of
political association; ** and

(b) restrict the dissemination of information from name checks *’
of information related to suitability for employment.

5. Security Risk [nvestigations

Recommendation ,8—Under regulations to be formulated by the
Attorney General, the FBI should be permitted to investigate a spe-
cific allegation that an individual within the Executive branch with ae-
cess to classified information is a security risk as described in Execu-
tive Order 10450. Such investigation should not continue longer than
thirty days except upon written approval of the Attorney General or
his designee.

6. Security Leak Investigations

Recommendation }9.—Under regulations to be formulated by the
Attorney General, the FBI should be permitted to investigate a spe-
cific allegation of the improper disclosure of classified information by
employees or contractors of the Executive branch.® Such investigation
should not continue longer than thirty days except upon written ap-
proval of the Attorney General or his designee.

d. Authorized Investigative Techniques

The following recommendations contain the Committee’s proposed
controls on the use of investigative techniques in domestic security
investigations which would be authorized herein. There are three
types of investigative techniques: (1) overt techniques (e.g., inter-
views), (2) name checks (review of existing government files), and
(8) covert techniques (which range, for example, from electronic sur-
veillance and informants to the review of credit records).

The objective of these recommendations, like the Attorney General’s
domestic security guidelines, is to ensure that the more intrusive the
technique, the more stringent the procedural checks that will be ap-
plied to it. Therefore, the recommendation would permit overt tech-
niques and name checks in any of the investigative areas described
above.

With respect to covert technique, the Committee decided upon pro-
cedures to apply to the use of a particular covert technique based upon
three considerations: (1) its potential for abuse, (2) the practicability
of applying the procedure to the technique, and (3) the facts and cir-
cumstances giving rise to the request for use of the technique (whether
the facts warrant a full investigation or only a preliminary investiga-
tion). The most intrusive covert techniques (electronic surveillance,
mail opening. and surreptitious entry) would be permissible only if
a judicial warrant were obtained as required in Recommendations 51
through 54. FBI requests to target paid or controlled informants, to
review tax returns, to use mail covers, or to use any other covert tech-
niques in domestic security investigations would be subject to review

“ For example, NAACP v, Alabama, 357 U.S. 449 (1958) ; Bates v. Little Rock,
361 U.S. 516 (1960).

“ See definition of “name checks” at p. 340,

“If Congress enacts a security leak criminal statute, this additional investi-
gative authority would be unnecessary. Security leaks would be handled as tra-
ditional criminal investigations as described in Recommendations 42 and 43
above.
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and in some cases to prior approval by the Attorney General’s office,
as described in Recommendations 55 through 62.#°

The judicial warrant requirement the Committee recommends for
electronic surveillance is similar in many respects to the Adminjstra-
tion’s bill, which is a welcome departure from past practice. The Com-
mittee, like the Administration, believes that there should be no elec-
tronic surveillance within the United States which is not subject to a
judicial warrant procedure. Both would also authorize warrants for
electronic surveillance of foreigners who are officers, agents, or em-
ployees of foreign powers, even though the government could not
point to probable cause of criminal activity.

However, while the constitutional issue has not been resolved, the
Committee does not believe that the President has inherent power to
authorize the targeting of an American for electronic surveillance
without a warrant, as suggested by the Administration bill. Certainly,
if Congress requires a warrant for the targeting of an American for
traditional electronic surveillance or for the most sophisticated NSA
techniques, at home or abroad, then the dangerous doctrine of inherent
Executive power to target an American for electronic surveillance can
be put to rest at last.**> The Committee also would require that no
American be targeted for electronic surveillance except upon a judi-
cial finding of probable criminal activity. The Administration bill
would permit electronic surveillance in the absence of probable crime
if the American is engaged in (or aiding or abetting a person engaged
in) “clandestine intelligence activity” (an undefined term) under the
direction of a foreign power. Targeting an American for electronic
surveillance in the absence of probable cause to believe he might com-
mit a crime 1s unwise and unnecessary.

In Part X, the Committee recommends that Congress consider
amending the Espionage Act to cover modern forms of industrial,
technological, or economic espionage not now prohibited. At the same
time, electronic surveillance targeted at an American should be author-
ized where there is probable cause to believe he is engaged in such
activity. Thus, the Committee agrees with the Attorney (General that
such activity may subject an American to electronic surveillance. But,
as a matter of principle, the Committee believes that an American
ought not to be targeted for surveillance unless there is probable cause
to believe he may violate the law. The Committee’s record suggests that
use of undefined terms, not tied to matters sufficiently serious to be
the subject of criminal statutes, is a dangerous basis for intrusive
investigations.

The paid and directed informant was a principal source of excesses
revealed in our record. However, we do not propose the application
of a judicial warrant procedure to informants. Instead, we propose
a requirement of approval by the Attorney General based upon a
probable cause standard. Because of the potential for abuse, however,
we believe the warrant issue should be thoroughly reviewed after two
years’ experience.

® Review of tax returns and mail covers would also be subject to the Post
Office and IRS procedures deseribed in earlier recommendations.

" “When the President takes measures incompatible with the expressed or
implied will of Congress, his power is at its lowest ebb. . . .” (Youngstown Sheet
& Tube Co. v. Sawyer, 343 U.S, 579, 637 (1852), Justice Jackson concurring.)
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There are some differences between the Attorney General and the
Committee on the use of informants.® The Attorney General would
permit the FBI to make unrestricted use of existing informants in a
preliminary intelligence investigation. The Committee recognizes the
Jegitimacy of using existing informants for certain purposes—for
example, to identify a new subject who has come to the attention of
the Bureau. However, the Committee believes there should be certain
restrictions for existing informants. Indeed, almost all of the infor-
mant abuses—overly broad reporting, the ghetto informant program,
agents provocateur. etc.—involved existing informants.

The real issue is not the development of new informants, but the
sustained direction of informants, new or old, at a new target. There-
fore, the restrictions suggested in Recommendations 55 through 57
are designed to impose standards for the sustained targeting of in-
formants against Americans.

The Committee requires that before an informant can be targeted
in an intelligence investigation the Attorney General or his designee
must make a finding that he has considéred and rejected less intrusive
techniques and that targeting the informant is necessary to the inves-
tigation. Furthermore, the Committee would require that the infor-
mant cannot be targeted for more than ninety days ° in the intelli-
gence investigation unless the Attornev General finds that there is
“probable cause” that the American will soon engage in terrorist or
hostile foreign intelligence activity, except that if the Attornev Gen-
eral finds compelling circumstances he may permit an additional
sixty days.

Other than the restrictions upon the use of informants, the Com-
mittee would permit basically the same techniques in preliminary and
full investigations as the Attorney General’s guidelines, although the
Committee would require somewhat closer supervision by the At-
torney General or his designee. Interviews (including interviews of
existing informant’s), name checks (including checks of local police in-
telligence files), and physical surveillance and review of credit and
telephone records would be permitted during the preliminary investi-
gation. The Attorney General or his designee would have to review that
investigation within one month. Under the guidelines, preliminary in-
vestigations do not require approval by the Attorney General or his
designee and can continue for as long as ninetv days with an addi-
tional ninety-dav extension. The remainder of the covert techniques
would be permitted in full intellizence investigations. Under the
Attorney General’s guidelines. the Attorney General or his designee
only become involved in the termination of such investigations (at the
end of one vear), while the Committee’s recommendations would re-
quire the Attornev General or his designee to authorize the initiation
of the full investigation and the use of covert techniques in the in-
vestigation.

1. Overt Techniques and Name ('hecks

Recommendation 50.—Qvert techniques and name checks should be
permitted in all of the authorized domestic security investigations
% The Attornev General is considering additional guidelines on informants.

51 The period of ninety days begins when the informant is in place and capable
of reporting.
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described above, including preliminary and full preventive intelligence
investigations.

2. Covert Techniques
a. Covert Techniques Covered
This section covers the standards and procedures for the use of the
following covert techniques in authorized domestic security
investigations:

(1) electronic surveillance;

(11) search and seizure or surreptitious entry;

(1i1) mail opening;

(iv) informantsand other covert human sources;

(v) mail surveillance;

(v1) review of tax returns and tax-related information;

(vil) other covert techniques—including physical surveil-
lance, photographic surveillance, use of body recorders and
other consensual electronic surveillance, and use of sensitive
records of state and local government, and other institutional
records systems pertaining to credit, medical history, social
welfare history, or telephone calls.>

b. Judicial Warrant Procedures ( Electronic Surveillance, Mail
Opening, Search and Seizure, and Surreptitious Entry)

The requirements for judicial warrants, set forth below, are not
intended to cover NSA communication intercepts. Recommendations
14 through 18 contain the Committee’s recommendations pertaining
to NSA intercepts, the circumstances in which a judicial warrant is
required and the standards applicable for the issuance of such a
warrant.

Recommendation 51.—All non-consensual electronic surveillance,
mail-opening, and unauthorized entries should be conducted only
upon authority of a judicial warrant.

Recommendation 52.—All non-consensual electronic surveillance
should be conducted pursuant to judicial warrants issued under au-
thority of Title ITI of the Omnibus Crime Control and Safe Streets
Act of 1968.

The Act should be amended to provide, with respect to electronic
surveillance of foreigners in the United States, that a warrant may
issue if

(@) There is probable cause that the target is an officer, employee,
or conscious agent of a foreign power.

() The Attorney General has certified that the surveillance is
likely to reveal information necessary to the protection of the nation
against actual or potential attack or other hostile acts of force of a
foreign power; to obtain foreign intelligence information deemed
essential to the security of the United States; or to protect national
security information against hostile foreign intelligence activity.

(¢) With respect to any such electronic surveillance, the judge
should adopt procedures to minimize the acquisition and retention of
non-foreign intelligence information about Americans.

* The Committee has not taken extensive testimony on these “other covert
techniques” and therefore, aside from the general administrative procedures
contained in ec. below, makes no recommendations designed to treat these tech-
niques fully.



328

(d) Such electronic surveillance should be exempt from the dis-
closure requirements of Title TTT of the 1968 Act as to foreigners gen-
erally and as to Americans if they are involved in hostile foreign
intelligence activity.®

As noted earlier, the Committee believes that the espionage laws
should be amended to include industrial espionage and other modern
forms of espionage not presently covered and Title ITT should incor-
porate any such amendment. The Committee’s recomendation is that
both that change and the amendment of Title I1I to require warrants
for all electronic surveillance be promptly made.

Recommendation 53.—Mail opening should be conducted only pur-
suant to a judicial warrant issued upon probable cause of criminal
activity as described in Recommendation 37. ,

Recommendation 54— nauthorized entry should be conducted only
upon judicial warrant issued on probable cause to believe that the
place to be searched contains evidence of a crime. except unauthorized
entry,including surreptitious entry, against foreigners who are officers,
employees, or conscious agents of a foreign power should be permit-
ted upon judicial warrant under the standards which apply to elec-
tronic surveillance described in Recommendation 52.

¢. Administrative Procedures (Covert Human Sources, Mail
Surveillance. Review of Tax Returns and Tax-Related In-
formation, and Other Covert Techniques)

Recommendation 55.—Covert human sources may not be directed **
atan American except:

(1) In the course of a criminal investigation if necessary to the
investigation provided that covert human sources should not be di-
rected at an American as a part of an investigation of a committed act
unless there is reasonable suspicion to believe that the American is
responsible for the act and then only for the purpose of identifying
the perpetrators of the act.

(2) If the American is the target of a full preventive intelligence
investigation and the Attorney General or his designee makes a written
finding that 5 (i) he has considered and rejected less intrusive tech-
niques; and (ii) he believes that covert human sources are necessary
to obtain information for the investigation.

Recommendation 56.—Covert human sources which have been di-
rected at an American in a full preventive intelligence investigation
should not be used to collect information on the activities of the Ameri-
can for more than 90 days after the source is in place and capable of
reporting, unless the Attorney General or his designee finds in writing

5 Except where disclosure is called for in connection with the defense in the
case of ecriminal prosecution.

% A “covert human source” is an undercover agent or informant who is pald
or otherwise controlled by the agency. A cooperating citizen is not ordinarily
a covert human source. A covert human source is “directed” at an American
when the intelligence agency requests the covert human source to collect new
information on the activities of that individual. A covert human source is not
“directed” at a target if the intelligence agency merely asks him for information
already in his possession, unless through repeated inquiries, or otherwise, the
agency implicitly directs the informant against the target of the investigation.

% The written finding must be made prior to the time the covert human source
is directed at an American, unless exigent circumstances make application im-
possible, in which case the application must be made as soon thereafter as
possible.
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either that there are “compelling circumstances” in which case they
may be used for an additional 60 days, or that there is probable cause
that the American will soon engage in terrorist activities or hostile
foreign intelligence activities.

Recommendation 67.—All covert human sources used by the FBI
should be reviewed by the Attorney General or his designee as soon
as practicable, and should be terminated 3¢ unless the covert human
source could be directed against an American in a criminal investi-
gation or a full preventive intelligence investigation under these
recommendations.

Recommendation 58.—Malil surveillance and the review of tax re-
turns and tax-related information should be conducted consistently
with the recommendations contained in Part iii. In addition to restric-
tions contained in Part iii, the review of tax returns and tax-related
information, as well as review of medical or social history records,
confidential records of private institutions and confidential records of
Federal, state, and local government agencies other than intelligence
or law enforcement agencies may not be used against an American
except:

(1) In the course of a criminal investigation if necessary to the in-
vestigation

(2) If the American is the target of a full preventive intelligence
investigation and the Attorney General or his designee makes a written
finding that ** (i) he has considered and rejected less intrusive tech-
niques; and (ii) he believes that the covert technique requested by the
Bureau is necessary to obtain information necessary to the investiga-
tion.

Recommendation 59—The use of physical surveillance and review
of credit and telephone records and any records of governmental or
private institutions other than those covered in Recommendation 58
should be permitted to be used against an American, if necessary, in
the course of either a criminal investigation or a preliminary or full
preventive intelligence investigation.

Recommendation 60.—Covert techniques should be permitted at the
scene of a potential civil disorder in the course of preventive criminal
intelligence and criminal investigations as described above. Non-war-
rant covert techniques may also be directed at an American during a
civil disorder in which extensive acts of violence are occurring and
Federal troops have been introduced. This additional authority to
direct such covert techniques at Americans during a civil disorder
should be limited to circumstances where Federal troops are actually
in use and the technique is used only for the purpose of preventing
further violence.

Recommendation 61.—Covert techniques should not be directed at
an American in the course of a background investigation without the
informed written consent of the American.

Recommendation 62.—If Congress enacts a statute attaching crimi-
nal sanctions to security leaks, covert techniques should be directed at
Americans in the course of security leak investigations only if such

® Termination requires cessation of payment or any other form of direction or
control.

“ The written finding must be made prior to the time the technique is used
against an American, unless exigent circumstances make application impossible,
in which case the application must be made as soon thereafter as possible.
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techniques are consistent with Recommendation 55(1), 58(1) or 59.
With respect to security risks, Congress might consider authorizing
covert, techniques, other than those requiring a judicial warrant, to be
directed at Americans in the course of security risk °® investigations,
but only upon a written finding of the Attorney General that (i) there
is reasonable suspicion to believe that the individual is a security risk,
(i1) he has considered and rejected less intrusive techniques, and (iii)
he believes the technique requested is necessary to the investigation.

(d) Incidental Overhears

Recommendation 63.—FExcept as limited elsewhere in these recom-
mendations or in Title IIT of the Omnibus Crime Control and Safe
Streets Act of 1968, information obtained incidentally through an au-
thorized covert technique about an American or a foreigner who is not
the target of the covert technique can be used as the basis for any au-
thorized domestic security investigation.

e. Maintenance and Dissemination of Information

The following limitations should apply to the maintenance and
dissemination of information collected as a result of domestic security
investigations.

1. Relevance

Recommendation 64.~—Information should not be maintained except

where relevant to the purpose of an investigation.
2. Sealing or Purging

Recommendation 65—Personally identifiable information on
Americans obtained in the following kinds of investigations should be
sealed or purged as follows (unless it appears on its face to be necessary
for another authorized investigation) :

(a) Preventive intelligence 1nvestigations of terrorist or hostile for-
eign inteligence activities—as soon as the investigation is terminated
by theGAttorney General or his designee pursuant to Recommendation
45 or 69.

(b) Civil disorder assistance—as soon as the assistance is termi-
nated by the Attorney General or his designee pursuant to Recom-
mendation 69, provided that where troops have been introduced such
information need be sealed or purged only within a reasonable period
after their withdrawal.

Recommendation 66.—Information previously gained by the FBI
or any other intelligence agency through illegal techniques should be
sealed or purged as soon as practicable.

3. Dissemination

Recommendation 67 —Personally identifiable information on Amer-
icans from domestic securitv investications may be disseminated out-
side the Department of .Justice as follows:

(@) Preventive intelligence investigations of terrorist activities—
personally identifiable information on Americans from preventive
criminal intelligence investigations of terrorist activities may be dis-
seminated only to:

¥ TIf Congress does not enact a seeurity leak eriminal statute, Congress might
consider authorizing covert techniques in the same circumstances as security risk
investigations either as an interim measure or as an alternative to such a statute.
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(1) A foreign or domestic law enforcement agency which has
jurisdiction over the criminal activity to which the information re-
lates; or

(2), To a foreign intelligence or military agency of the United
States, if necessary for an activity permitted by these recommenda-
tions; or

(8) To an appropriate federal official with authority to make per-
sonnel decisions about the subject of the information; or i

(4) To a foreign intelligence or military agency of a cooperating
foreign power if necessary for an activity permitted by these recom-
mendations to similar agencies of the United States; or )

(5) Where necessary to warn state or local officials of terrorist ac-
tivity likely to occur within their jurisdiction; or .

(6) Where necessary to warn any person of a threat to life or prop-
erty from terrorist activity. ) o )

(b) Preventive intelligence investigations of hostile foreign intelli-
gence activities—personally identifiable information on Americans
from preventive criminal intelligence investigations of hostile intelli-
gence activities may be disseminated only :

(1) To an appropriate federal official with authority to make per-
sonnel decisions about the subject of the information; or

(2) To the National Security Council or the Department of State
upon request or where appropriate to their administration of U.S.
foreign policy; or

(3) To a foreign intelligence or military agency of the United
States, if relevant to an activity permitted by these recommendations;
or

(4) To a foreign intelligence or military agency of a cooperating
foreign power if relevant to an activity permitted by these recom-
mendations to similar agencies of the United States.

(¢) Civil disorders assistance—personally identifiable information
on Americans involved in an actual or potential disorder, collected
in the course of civil disorders assistance, should not be dissemi-
nated outside the Department of Justice except to military officials
and appropriate state and local officials at the scene of a civil disorder
where federal troops are present.>

(d) Background investigations—to the maximum extent feasible,
the results of backeround investigations should be segregated within
the FBI and only disseminated to officials outside the Department of
.Tusfice authorized to make personnel decisions with respect to the
subiect.

(e) All other authorized domestic securitv investigations—to gov-
ernmental officials who are anthorized to take action consistent with
the purnose of an investigation or who have statutory duties which
require the information.

4. Oversioht Access

Recommendation 68 —Officers of the Fxeentive branch, who are
made resnonsible bv these recommendations for overseeing intelli-
gence activities, and appropriate congressional committees should

¥ Personally identifiable information on terrorist activity which pertains to a
civil disorder could still be disseminated pursuant to ‘a) ahove.
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have access to all information necessary for their functions. The com-
mittees should adopt procedures to protect the privacy of subjects of
files maintained by the FBI and other agencies affected by the domes-
tic intelligence recommendations.

f. Attorney General Oversight of the FBI, Including Termination
of Investigations and Covert Techniques

Recommendation 69.—The Attorney General should :

(a) Establish a program of routine and periodic review of FBI
domestic security investigations to ensure that the FBI is complying
with all of the foregoing recommendations; and

(b) Assure, with respect to the following investigations of Amer-
icans, that:

(1) Preventive intelligence investigations of terrorist activity or
hostile foreign intelligence activity are terminated within one year,
except that the Attorney General or his designee may grant exten-
sions upon a written finding of “compelling circumstances”;

(2) Covert techniques are used in preventive intelligence investiga-
tions of terrorist activity or hostile foreign intelligence activity only
so long as necessary and not beyond time limits established by the
Attorney General except that the Attorney General or his designee
may grant extensions upon a written finding of “compelling circum-
stances”:

(3) Civil disorders assistance is terminated upon withdrawal of
federal troops or, if troops were not introduced. within a reasonable
time after the finding by the Attorney General that troops are likely
to be requested, except that the Attorney General or his designee may
grant extensions upon a written finding of “compelling circum-
stances.”

v. The Responsibility and Authority of the Attorney General
for Oversight of Federal Domestic Security Activities Must
Be Clarified and General Counsels and Inspectors General of
Intelligence Agencies Strengthened

The Committee’s Recommendations give the Attorney General
broad oversight responsibility for federal domestic security activities.
As the chief legal officer of the United States. the Attorney General is
the most appropriate official to be charged with ensuring that the in-
telligence agencies of the United States conduct their activities in
accordance with the law. The Executive Order, however, places pri-
mary responsibility for oversight of the intelligence agencies with the
newly created Oversight Board.

Both the Recommendations and the Order recognize the Attorney
General’s primary responsibility to detect, or prevent, violations of
law by any employee of intelligence agencies. Both charge the head
of intelligence agencies with the duty to report to the Attorney Gen-
eral information which relates to possible violations of law by any
employee of the respective intelligence acencies. The Order also re-
quires the Oversight Board to report periodically, at least quarterly,
to the Attorney General on its findings and to report. in a timely man-
ner, to the Attorney General, any activities that raise serious questions
about legality.
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a. Attorney General Responsibility ond Relationship With Other
Intelligence Agencies

These recommendations are intended to implement the Attorney
General’s responsibility to control and supervise all of the domestic
security activities of the federal government and to oversee activities
of any agency affected by the Domestic Intelligence Recom-
mendations:

Recommendation 70.—The Attorney General should review the
internal regulations of the FBI and other intelligence agencies engag-
ing in domestic security activities to ensure that such internal regula-
tions are proper and adequate to protect the constitutional rights of
Americans,

Recommendation 71—The Attorney General or his designee (such
as the Office of Legal Counsei of the Department of Justice) should
advise the General Counsels of intelligence agencies on interpreta-
tions of statutes and regulations adopted pursuant to these recommen-
dations and on such other legal questions as are described in b. below.

Recommendation 72—The Attorney General should have ultimate
responsibility for the investigation of alleged violations of law re-
lating to the Domestic Intelligence Recommendations.

Recommendation 73—The Attorney General should be notified of
possible alleged violations of law through the Office of Professional
Responsibility (described in c. below) by agency heads, General
Counsel, or Inspectors General of intelligence agencies as provided
in B. below.

Recommendation 74.—The heads of all intelligence agencies affected
by these recommendations are responsible for the prevention and de-
tection of alleged violations of the law by, or on behalf of, their re-
spective agencies and for the reporting to the Attorney General of
all such alleged violations.®® Each such agency head should also assure
his agency’s cooperation with the Attorney General in investigations
of alleged violations.

b. General Counsel and Inspectors General of Intelligence

The Committee recommends that the FBT and each other intelli-
gence agency should have a general counsel nominated by the Presi-
dent and confirmed by the Senate. There is no provision in the Execu-
tive Order making General Counsels of intelligence agencies subject to
Senate confirmation. The Committee believes that the extraordinary
responsibilities exercised by the General Counsel of these agencies
make it very important that these officials are subject to examination
by the Senate prior to their confirmation. The Committee further be-
lieves that making such positions subject to Presidential appointment
and senatorial confirmation will increase the stature of the office and
will protect the independence of judgment of the General Counsel.

The Committee Recommendations differ from the Executive Order
in two other important respects. The Recommendations provide that
the General Counsel should review all significant proposed agency
activities to determine their legality. They also provide a mechanism

“This recommendation must be read along with recommendations contained
in Part ii, limiting the authority of foreign intelligence and military agencies
to investigate security leaks or security risks involving their employees and
centralizing those investigations in the FBI.
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whereby the Inspector General or General Counsel of an intelligence
agency can. in extraordinary circumstances. and if requested bV an
omp]ovoe of the Agency, prm'lde information directly to the Attornov
General or appmpnate congressional oversight committees without
informing the head of the agency.

The Committee Recommendations also go beyond the Executive
Order in requiring agency heads to report to appropriate committees
of the Congress and the Attorney General on the activities of the Office
of the General Counsel and the Office of the Inspector General. The
Committee believes that the reporting requirements will facilitate
oversight of the intelligence agencies and of those important offices
within them.

Recommendation 75—To assist the Attorney General and the
agency heads in the functions described in a. above. the FBI and each
nther ‘intellicence agency should have a General Counsel, nominated
by the President and confirmed by the Senate, and an Inspector Gen-
eral appointed by the agency head.

Recommendation 76.—Any individual having information on past,
current, or proposed activities which appear to be illegal, improper,
or in violation of agency policy should be required to l'eportv the mat-
ter immediately to the Agencv head, General Counsel, or Inspector
General. Tf the matter is not initiallv reported to the General Counsel,
he should be notified by the Agency head or Inspector General. Each
agency should regularly remind employees of their obligation to report
such information.

Recommendation 77—As provided in Recommendation 74, the
heads of the FBI and of other intellicence acencies are responsible
for reporting to the Attorney (General alleged violations of law. When
such reports are made, the appropriate congressional committees
should be notified.s!

Recommendation 78.~The General Counsel and Inspector General
of the FBI and of each other intelligence agencv should have un-
restricted access to all information in the possession of the acency
and should have the authority to review all of the agency’s activities.?
The Attornev General. or the Office of Professional Re%ponmblhtv on
his behalf. shonld have access to all information in the possession of
an agency which, in the opinion of the Attorney General, is necessarv
for an investipation of illeral activity.

Recommendation 79.—The Goneml Connsel of the FBT and of each
other intelligence agencv should review all significant pronosed agency
activities to detormme their legality and constitutionality.

® The Inspector General and General Counsel should have authority, in ex-
traordinary circumstances, and if requested bv an emplovee of the agency
providing information, to pass the information directly to the Attorney General
and to notify the apnronriate congres<ional committees withont informing the
head of the agency. Furthermore. nothing herein should prohibit an emnlovee
from renorting on his own sneh information dirvectly to the Attorney General
or an appropriate congressional oversight committee.

®The head of the ageney should he reauired to provide to the appropriate
oversight committees of the Congress and the Exeentive branch and the At-
torney General an immediate explanation. in writing. of any instance in
which the Inspector General or the General (‘ounsel has heen denied access to
information, has bheen instructed not to report on a partienlar activity or has
been denied the authority to investigate a particular aectivity.
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Recommendation 80.—The Director of the FBI and the heads of
cach other intelligence agency should be required to report, at least
annually, to the appropriate committee of the Congress, on the activi-
ties of the General Counsel and the Office of the Inspector General.®®

Recommendation 81.—The Director of the FBI and the heads of
each other intelligence agency should be required to report, at least
annually, to the Attorney General on all reports of activities which
appear illegal, improper, outside the legislative charter, or in violation
of agency regulations. Such reports should include the General Coun-
sel’s findings concerning these activities, a summary of the Inspector
General’s investigations of these activities, and the practices and pro-
cedures developed to discover activities that raise questions of legality
or propriety.
¢. Office of Professional Responsibility

Recommendation 82—~The Office of Professional Responsibility
created by Attorney General Levi should be recognized in statute. The
director of the office, appointed by the Attorney General, should
report directly to the Attorney General or the Deputy Attorney Gen-
eral. The functions of the office should include:

(@) Serving as a central repository of reports and notifications
provided the Attornev General; and

(6) Investigation, if requested by the Attorney General of alleged
violations by intelligence agencies of statutes enacted or regulations
promulgated pursuant to these recommendations,

d. Director of the FBI and Assistant Dirvectors of the FBI

Recommendation 83.—The Attorney General is responsible for all
of the activities of the FBI, and the Director of the FBI is responsible
to, and should be under the supervision and control of, the Attorney
General.

Recommendation 8}.—The Director of the FBI should be nominated
by the President and confirmed by the Senate to serve at the pleasure
of the President for a single term of not more than eight years.

Recommendation 85.—The Attorney General should consider exer-
cising his power to appoint Assistant Directors of the FBI. A maxi-
mum term of years should be imposed on the tenure of the Assistant
Director for the Intelligence Division.5=

®The report should include: (a) a summary of all agency activities that
raise questions of legality or propriety and the General Counsel’s findings con-
cerning these activities; (b) a summary of the Inspector General's investiga-
tions concerning any of these activities; (¢) a summary of the practices and
procedures developed to discover activities that raise questions of legality or
propriety; (d) a summary of each component, program or issue survey, including
the Inspector General’s recommendations and the Director’s decisions: and (e)
a summary of all other matters handled by the Inspector General.

The report should also include discussion of : (a) major legal problems facing
the Agency; (b) the need for additional statutes; and (c¢) any cases referred
to the Department of .Justice, .

* The functions of the Office should not include: (a) exercise of routine super-
vision of FBI domestic security investigations; (b) making requests to other
agencies to conduct investigations or direct covert techniques at Americans;
or (c) involvement in any other supervisory functions which it might ultimately
be required to investigate,

%t It is not proposed that this recommendation be enacted as a statute.
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Administrative Rulemoking and Increased Disclosure
Should Be Required
a. Administrative Ruwlemaking

Recommendation 86— The Attorney General should approve all ad-
ministrative regulations required to implement statutes created pur-
suant to these recommendations.

Recommendation 87 —Such regulations, except for regulations con-
cerning investigations of hostile foreign intelligence activity or other
matters which are properly classified. %hould be issued pursuant to the
Administrative Procedures Act and should be subject to the approval
of the Attorney General.

Recommendation 88—The effective date of regulations pertaining
to the following matters should be delayed ninety days. during which
time (Congress would have the opportunity to review such regula-
tions: %

(a) Any CIA activities against Americans. as permitted in ii.a.
above;

(b) Military activities at the time of a civil disorder;

(¢) The authorized scope of domestic security investigations, au-
thorized investigative techniques, maintenance and dissemination of
information by the FBI; and

(d) The termination of investigations and covert techniques as de-
seribed in Part 1v.

b. Disclosure

Recommendation 89.—Each year the FBI and other intelligence
agencies affected by these recommendations should be required to seek
annual statutory authorization for their programs.

Recommendation 90.—The Freedom of Information Act (5 U.S.C.
552(b)) and the Federal Privacy Act (5 U.S.C. 552(a)) provide im-
portant mechanisms by which individuals can gain access to informa-
tion on intelligence activity directed against them. The Domestic In-
telligence Recommendations assume that these statutes will continue
to be vigorously enforced. In addition, the Department of Justice
should notify all readily identifiable targets of past illegal surveillance
technicques, and all COINTELPRO victims, and third parties who had
received anonymous COINTELPRO communications, of the nature
of the activities directed against them, or the source of the anonymous
communication to them.55

vii. Civil Remedies Should Be Expanded

Recommendation 91 expresses the Committee’s concern for estab-
lishing a legislative scheme which will afford effective redress to people
who are injured by improper federal intelligence activity. The recom-
mended provisions for civil remedies are also intended to deter im-
proper intelligence activity without restricting the sound exercise of
discretion by intelligence officers at headquarters or in the field.

As the Committee’s investigation has shown, many Americans have
suffered injuries from domestic intelligence aCtl\'ltV ranging from de-
privation of constitutional rights of pr‘lvacy and {ree speech to the
loss of a job or professional standing, break-up of a marriage, and
impairment of physical or mental health. But the extent, if any, to

® This review procedure would be similar to the procedure followed with re-
spect to the promulgation of the Federal Rules of Criminal and Civil Procedure.
%21t is not proposed that this recommendation be enacted as a statute.
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which an injured citizen can seek relief—either monetary or injunc-
tive—from the government or from an individual intelligence officer is
far from clear under the present state of the law,

One major disparity in the current state of the law is that, under
the Reconstruction era Civil Rights Act of 1871, the deprivation of
constitutional rights by an officer or agent of a state government pro-
vides the basis for a suit to redress the injury incurred; ° but there is
no statute which extends the same remedies for identical injuries when
they are caused by a federal officer.

In the landmark Bévens case, the Supreme Court held that a federal
officer could be sued for money damages for violating a citizen’s
Fourth Amendment rights.” Whether monet‘m damages can be ob-
tained for violation of other constitutional rights by federal officers
remains unclear.

While we believe that any citizen with a substantial and specific
claim to injury from intelligence activity should have standing to sue,
the Commuittee is aware of the need for judicial protection against
legal claims which amount to harassment or distraction of government
officials, disruption of legitimate investigations, and wasteful ex-
penditure of government resources. We also seek to ensure that the
creation of a civil remedy for aggrieved persons does not impinge upon
the proper exercise of discretion by federal officials.

Therefore, we recommend that where a government official—as op-
posed to the government itself—acted in good faith and with the
reasonable belief that his conduct was lawful, he should have an affirm-
ative defense to a suit for damages brought under the proposed statute.
To tighten the system of accountablhty and control of domestic intel-
ligence activity, the Committee proposes that this defense be struc-
tured to encourage intelligence officers to obtain written authorization
for questionable ‘lCtl\'ltleS and to seek legal advice about them.%

To avoid penalizing federal officers and agents for the exercise of
discretion, the Committee believes that the government should in-
demnify their attorney fees and reasonable litigation costs when they
are held not to be liable. To avoid burdening the taxpayers for the
deliberate misconduct of intelligence officers “and agents, we believe
the government should be able to seck reimbursement from those
who willfully and knowingly violate statutory charters or the
Constitution.

Furthermore, we believe that the courts will be able to fashion dis-
covery procedures. including inspection of material in chambers, and to
issue orders as the interests of justice require, to allow plaintiffs with
substantial claims to uncover enough factual material to argue their
case, while protecting the secrecy of governmental information in
which there is a legitimate security interest.

The Committee recommends that a legislative scheme of civil reme-
dies for the victims of intelligence activity be established along the

“ 42 1.8.C. 1983.

* Bivens v. Six Unknown Fed. Narcotics Agents, 403 U.S. 388 (1971).

*® One means of structuring such a defense would be to create a rebuttable
presumption that an individual defendant acted so as to avail himself of this
defense when he proves that he acted in good faith reliance upon: (1) a written
order or directive by a government officer empowered to authorize him to take
action; or (2) a written assurance by an appropriate legal officer that his action
is lawful.

ERATAE (Y o TR = 97
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following lines to clarify the state of the law, to encourage the respon-
sible execution of duties created by the statutes recommended herein
to regulate intelligence agencies, and to provide relief for the victims of
illegal intelligence activity.

Recommendation 91.—Congress should enact a comprehensive oivil
remedies statute which would accomplish the following:

(a) Any American with a substantial and specific claim " to an
actual or threatened injury by a violation of the Constitution by federal
intelligence officers or agents * acting under color of law should have
a federal cause of action against the government and the individual
federal intelligence officer or agent responsible for the violation, with-
out regard to the monetary amount in controversy. If actual injury
1s proven in court, the Committee believes that the injured person
should be entitled to equitable relief, actual, general, and punitive
damages, and recovery of the costs of litigation.” If threatened injury
is proven in court, the Committee believes that equitable relief and
recovery of the costs of litigation should be available.

() Any American with a substantial'and specific claim to actual
or threatened injury by violation of the statutory charter for intel-
ligence activity (as proposed by these Domestic Intelligence Recom-
mendations) should have a cause of action for relief as in (a) above.

(¢) Because of the secrecy that surrounds intelligence programs, the
Committee believes that a plaintiff should have two years from the
date upon which he discovers, or reasonably should have discovered,
the facts which give rise to a cause of action for relief from a constitu-
tional or statutory violation.

(d) Whatever statutory provision may be made to permit an indi-
vidual defendant to raise an affirmative defense that he acted within
the scope of his official duties, in good faith, and with a reasonable
belief that the action he took was lawful, the Committee believes
that to ensure relief to persons injured by governmental intelligence
activity, this defense should be available solely to individual defend-
ants and should not extend to the government. Moreover, the defense
should not be available to bar injunctions against individual
defendants.

vier. Orimanal Penalties Should Be Enacted

Recommendation 92.—The Committee believes that criminal penal-
ties should apply, where appropriate, to willful and knowing

® Due to the scope of the Committee's mandate, we have taken evidence only
on constitutional viclations by intelligence officers and agents. However, the
anomalies and lack of clarity in the present state of the law (as discussed
above) and the breadth of constitutional violations revealed by our record,
suggest to us that a general civil remedy would be appropriate. Thus, we urge
consideration of a statutory civil remedy for constitutional violations by any
federal officer; and we encourage the appropriate committees of the Congress
to take testimony on this subject.

™ The requirement of a substantial and specific claim is intended to allow
a judge to screen out frivolous claims where a plaintiff cannot allege specific
facts which indicate that he was the target of illegal intelligence activity.

7 «Federal intelligence officers or agents” should include a person who was
an intelligence officer, employee, or agent at the time a cause of action arose.
“Agent” should include anyone acting with actual, implied. or apparent authority.

7 The right to recover “costs of litigation” is intended to include recovery of
reasonable attorney fees as well as other litigation costs reasonably incurred.
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violations of statutes enacted pursuant to the Domestic Intelligence
Recommendations.

iz. The Smith Act and the Voorhis Act Should Either Be
Repealed or Amended
Recommendation 93.—Congress should either repeal the Smith Act
(18 U.S.C. 2385) and the Voorhis Act (18 U.S.C. 2386), which on
their face appear to authorize investigation of “mere advocacy” of
a political ideology, or amend those statutes so that domestic security
investigations are only directed at conduct which might serve as the
basis for a constitutional criminal prosecution, under Supreme Court
decisions interpreting these and related statutes.”

x. The Espionage Statute Should be Modernized
As suggested in its definition of “hostile foreign intelligence ac-
tivity” and its recommendations on warrants for electronic surveil-
lance, the Committee agrees with the Attorney General that there may
be serious deficiencies in the Federal Espionage Statute (18 U.S.C.
792 et seq.). The basic prohibitions of that statute have not been
amended since 1917 and do not encompass certain forms of industrial,
technological, or economic espionage. The Attorney General in a recent
letter to Senator Kennedy (Reprinted on p. S3889 of the Congres-
sional Record of March 23, 1976) describes some of the problem areas
of the statute, including industrial espionage (e.g., a spy obtaining
information on computer technology for a foreign power). The Com-
mittee took no testimony on this subject and, therefore, makes no
specific proposal other than that the appropriate committees of the
Congress explore the necessity for amendments to the statute.
Recommendation 94—The appropriate committees of the Congress
should review the Espionage Act of 1917 to determine whether it
should be amended to cover modern forms of foreign espionage, in-
cluding industrial, technological or economic espionage.

wi. Broader Access to Intelligence Agency Files Should be Pro-
vided to GAO, as an Investigative Arm of the Congress

Recommendation 95—The appropriate congressional oversight
committees of the Congress should, from time to time, request the
Comptroller General of the United States to conduct audits and re-
views of the intelligence activities of any department or agency of the
United States affected by the Domestic Intelligence Recommendations.
For such purpose, the Comptroller General, or any of his duly au-
thorized representatives, should have access to, and the right to ex-
amine, all necessary materials of any such department or agency.

wii. Congressional Oversight Should Be Intensified
Recommendation 96.—The Committee reendorses the concept of
vigorous Senate oversight to review the conduct of domestic security
activities through a new permanent intelligence oversight committee.
xiti. Definitions
For the purposes of these recommendations:
A. “Americans” means U.S. citizens, resident aliens and unincor-
porated associations, composed primarily of U.S. citizens or res-

" B.g. Yates v. United States, 354 U.S. 298 (1957) ; Noto v. United States, 367
U.S. 290 (1961) ; Brandenburg v. Ohio, 395 U.S. 444 (1969).
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ident aliens; and corporations, incorporated or having their
principal place of business in the United States or having majority
ownership by U.S. citizens, or resident aliens, including foreign
subsidiaries of such corporations provided, however, “ Americans”
does not include corporations directed by foreign governments or
organizations.

B. “Collect” means to gather or initiate the acquisition of informa-
tion, or to request it from another agency.

C. A “covert human source” means undercover agents or informants
who are paid or otherwise controlled by an agency.

D. “Covert techniques” means the collection of information, includ-
ing collection from record sources not readily available to a pri-
vate person (except state or local law enforcement ﬁles), in such
a manner as not to be detected by the subject.

E. “Domestic security activities” means governmental activities
against Americans or conducted within the United States or its
territories, including enforcement of the criminal laws, intended
to:

1. protect the United States from hostile foreign intelligence
activity including espionage;

2. protect the federal, state, and local governments from
domestic violence or rlotlng, and

3. protect Americans and their government from terrorists.

F. “Foreign communieations,” refers to a communication between, or
among, two or more parties in which at least one party is outside
the United States, o7 a communication transmitted between points
within the United States if transmitted over a facility which is
under the control of, or exclusively used by, a foreign government.

G. “Foreigners” means persons and organizations who are not
Americans as defined above.

. “Hostile foreign intelligence activities” means acts, or conspiracies,
by Americans or foreigners, who are officers, employees, or con-
scious agents of a foreign power, or who, pursuant to the direction
of a foreign power, engage in clandestine intelligence activity,™
or engage in espionage, sabotage or similar conduct in violation
of federal criminal statutes.

I. “Name checks” means the retrieval by an agency of information
already in the possession of the federal government or in the
possession of state or local law enforcement agencies.

J. “Overt investigative techniques” means the collection of informa-
tion readily available from public sources, or available to a private
person, including interviews of the sub]ect or his friends or
associates.

K. “Purged” means to destroy or transfer to the National Archieves
all personally identifiable information (including references in
any general name index).

™ The term “clandestine intelligence activity” is included in this definition at
the suggestion of officials of the Department of Justice. Certain activities engaged
in by the conscious agents of foreign powers, such as some forms of industrial,
technological, or economic espionage, are not now prohibited by federal statutes.
It would be preferable to amend the espionage laws to cover such activity and
eliminate this term. As ‘a matter of principle, intelligence agencies should not
investigate activities of Americans which are not federal criminal statutes
Therefore, the Committee recommends (in Recommendation ——) that Congress
immediately consider enacting such statutes and then eliminating this term.
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L. “Sealed” means to retain personally identifiable information and
to retain entries in a general name index but to restrict access to
the infs)rmation and entries to circumstances of “compelling ne-
cessity.”

M. “Reasonable suspicion” is based upon the Supreme Court’s decision
in the case of Terry v. Ohio, 392 U.S. 1 (1968), and means specific
and articulable facts which taken together with rational inferences
from those facts, give rise to a reasonable suspicion that specified
activity has occurred, is occurring, or is about to occur.

N. “Terrorist activities” means acts, or conspiracies, which: (a) are
violent or dangerous to human life; and (b) violate federal or
state criminal statutes concerning assassination, murder, arson,
bombing, hijacking, or kidnapping; and (c¢) appear intended to,
orare likely to have the effect of :

(1) Substantially disrupting federal, state or local govern-
ment; or ,

(2) Substantially disrupting interstate or foreign commerce
between the United States and another country; or

(3) Directly interfering with the exercise by Americans, of
Constitutional rights protected by the Civil Rights Act of 1968, or
by foreigners, of their rights under the laws or treaties of the
United States.

O. “Unauthorized entry” means entry unauthorized by the target.
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