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ELECTRONIC SURVEILLANCE—RELATIONSHIP OF
FEDERAL AGENCIES TO LOCAL AND STATE POLICE

THURSDAY, OCTOBER 9, 1975

- HousE OF REPRESENTATIVES,
SeLEcT COMMITTEE ON INTELLIGENCE,
Washington, D.C.

The committee met, pursuant to notice, at 10 a.m., in room 2118.
Raybéz'm House Office Building, Hon. Otis G. Pike [chairman],
presiding.

Present: Representatives Pike, Giaimo, Stanton, Dellums, Murphy,
Hayes, Lehman, McClory, Treen, Johnson, and Kasten.

Also present: A. Searle Field, staff director; Aaron B. Donner,
general counsel ; James B. F. Oliphant, counsel; Richard S. Vermeire,
counsel; John M. Atkisson, counsel; Ellen S. Miller, investigator.

Chairman Pike. The committee will come to order. .

Today we are going into a very different area : general consideration
of the clements of risk involved in our intelligence-gathering opera-
tions. This is the risk of average people having their personal com-
munications intercepted by agencies of the Government or by private
individnals just for personal and private reasons.

Our first witness will be Mr. Michael Hershman, who for 14 months
served as the Chief Investigator of the National Wiretap Commission.

Mr. Hershman, please proceed.

Mr. McCrory. Would you yield to me for this comment ?

Chairman PigE. Certainly.

Mr. McCrory. I certainly welcome the hearing this morning. Hav-
ing participated in the development of the Omnibus Crime bill of
1968—including provisions regarding wiretapping and limiting the
use of wiretapping and electronic surveillance to a very precise and
8 very limited area under very tight restrictions—I am going to look
forward with interest to the testimony on this subject that we are about
to receive.

Thank you. Mr. Chairman.

Chairman Pixe. Mr. Hershman, you may proceed.

STATEMENT OF MICHAEL HERSHMAN, FORMER CHIEF
INVESTIGATOR, NATIONAL WIRETAP COMMISSION

Mr. HersnumaN. Mr. Chairman and members of the committee:
Thank you very much for the opportunity to appear before you this
morning.

For a period of 14 months I served as the Chief Investigator for the
National Commission for the Review of Federal and State Laws Re-

(039)
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Jating to Wiretapping and Electronic Surveillance. The National
Wiretap Commission was established to conduct a comprehensive
study and review of the operation and application of the electronic
surveillance provisions of the Omnibus Crime bill enacted in 1968.

I would like to direct my introductory remarks to the problem of
illegal electronic surveillance. During my tenure at the National Wire-
tap Commission the question most frequently asked of me concerned
the frequency of illegal wiretap})ing and bugging in the United States.
Although some individuals profess to have an answer to this question,
no one can really know. The nature of illegal electronic surveillance is
such that most individuals remain unaware of their victimization.
Furthermore, many of those who do discover that they have been
bugged or tapped are reluctant to report it, because of embarrassment,

ublicity, and a fear of subsequent investigations. These factors com-
ine to make it virtually impossible to estimate how much wiretapping
is taking place.

However, we do know that illegal electronic surveillance takes place,
and there is evidence to indicate that it has not substantially declined
since enactment of the Federal Wiretap Act in 1968. The motivations
and incentives for illegal wiretapping have not significantly changed;
illegal electronic surveillance remains an inexpensive and effective
technique to gather information. In addition, it is a crime in which the
rewards generally outweigh the risks. .

Before going further, I would like to put my remarks in perspective.
Wiretapping and bugging occurs, but certainly not to the degree
claimed by many. We find that most of the individuals claiming mas-
sive eavesdropping are in the business of debugging, or selling de-
bugging equipment.

Perhaps the most interesting point is that most of the illegal wire-
tapping and bugging that takes place in the United Statestoday occurs
in the private sector, and that most of it has nothing to do with pre-
venting crime. Eavesdropping devices are targeted on employee dis-
honesty, on husbands and wives, political information, industrial es-
pionage, courtship situations, and illegal police surveillance.

The significant point is that there is apparently little attempt by
the Federal Government to curb these invasions of our personal pri-
vaey, or to curb the multimillion dollar traffic in spy devices. The FBI
is supposed to be in charge, but the stories of blatant abuse go on and
on,

A recent case illustrates the point. In 1974, a Florida man in the
middle of a divorce proceeding secreted a tape recorder equipped with
an automatic activator under a night table in the bedroom of his home
and connected the device to the telephone wires. When asked about
the purchase of the equipment, the husband stated that after having
seen the equipment in a sales catalog he “walked into a retail store
and bought it.” The automatic activator, a device which allows for
self-starting and stopping, cost $25 and the instructions explained
how it should be hooked across the telephone wires and plugged into
the tape recorder.

The tap, which was instituted in order to gain advantage in a child
custody battle, was discovered by the wife who reported it to the tele-
phone company. The husband was sentenced by a State court to 6
months probation.
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To ﬁive some idea of how easy and widespread illegal electronic
surveillance is in the United States today, I would like to report the
results of an investigative study just completed by the Wiretap Com-
mission. The Furposef of the survey was to determine the types of elec-
tronic surveillance and countermeasures available to the general public
and to determine the number of private investigators willing to dis-
cuss, even in the course of a simple telephone request, installing illegal
eavesdropping devices. ,

One hundred and fifteen private investigating firms were contacted,
in 7 cities; 42 either offered to perform illeﬁal wiretapping and
bugging themselves or referred the caller to another agency that would
provide the illegal service. Approximately a dozen firms indicated
they would be willing to discuss the subject if the caller would come in-
to the office. The remaining firms indicated that they would only en-
gage in debugging. The estimated costs of bugging or wiretapping

. ranged from $30 to $5,000, with suggested methods ranging from
. simple tape recorders to a closed circuit TV.

When we speak of electronic surveillance, we cannot consider the
act without some mention of the tools. There is, and always has been,
a proliferation of devices on the American market which are readily
a aI])table to eavesdropping. -

Alarmingly, some of these devices are advertised, contrary to Fed-
eral laws, in popular periodicals. The manufacturers attempt to dis-
guise their evesdropping potentials by claiming usages as “baby-
sitters” and “burglar alarms.” Advertisements read :

WORLD'S SMALLEST TRANSMITTER LISTEN-IN ON ANY STANDARD FM Rabpro

This miniature electronic marvel picks up the slightest sound and clearly trans- -
mits them to any standard FM radio up to 350 feet away . . .
or
WaALL HANGING THERMOMETER FM TRANSMITTER

which features a transmitter built into a wall thermometer. Its sensitive micro-
phone picks up all voices and sounds in a room, transmitting by battery for more
than one week. ‘

These advertised devices are aimed at relatively unsophisticated in-
dividuals. Government agencies have no need for such simple trans-
mitters. =

When a State or local police department wishes to purchase elec-
tronic surveillance equipment it can solicit the business of any one of
a dozen manufacturers which build and sell surveillance equipment
to Government agencies.

Many State and local police, however, are not authorized to engage

in electronic surveillance. The Wiretap Commission discovered a
number of police departments in States without authorization statutes,
that is, without specific laws allowing for the use of court ordered
wiretapping or bugging, who were purchasing electronic surveillance
equipment which could be of no lawful use to them.
- The Commission’s review of the sales of 10 manufacturers of elec-
tronic surveillance equipment showed that the manufacturers have
left the determination of whether a particular department or official
was authorized to purchase equipment largely up to the department
involved, with the result that a number of sales of questionable legality
have been made.
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The reason given by some officials for their possession of the equip-
ment is not entirely satisfactory. In Dallas, for example, where wire-
tafpping without the consent oiy one party is not permitted, the chief
of police was quoted as stating that his department used the bugging
_equipréien’t; “to make sure our good debugging equipment is in work-
ing order. ﬂ

The results of the Wiretap Commission’s study, which was con-
ducted by only a few people, are certainly interesting, but they are
particularly revealing when contrasted with the results of a Depart-
ment of Justice study which was released 2 days ago. That study noted
that there were only 11 convictions last year in cases it prosecuted
under the electronic surveillance statutes. ‘

Privacy invasions, as typified by illegal eavesdropping, has a chilling
effect in our society. Before speaking, many people weigh the costs of
speaking freely against the risk of the possible word-for-word dis-
closure of their conversations to unintended recipients. The comment,
“I can’t talk over the telephone,” has become the trademark of mis-
trustful individuals. :

One step in restoring the confidence of Americans must be an ag-
gressive and affirmative approach to enforcing the criminal statutes
against illegal wiretapping. If any one factor has led to the continu-
ance of eavesdropping, it is the failure of law enforcement—Federal,
State, and local—to take the offensive against this type of crime. The
authorities must take the initiative and prove to the public that thev
are as interested in protecting the people’s privacy as they are their
property.

Thank you.

Chairman Pige. Thank you, Mr. Hershman.

We will go next to a man who has been in the law enforcement busi-
ness, Mr. Anthony J. P. Farris, former U.S. attorney, Houston, Tex.

" STATEMENT OF ANTHONY J. P. FARRIS, FORMER U.S. ATTORNEY,

HOUSTON, TEX.

Mr. Farris. Mr. Chairman, my name is Anthony J. P. Farris, and
I am an attorney with Farris, Pain & Horne in Houston. From Feb-
ruary 14, 1969, to December 30, 1974, I served as U.S. attorney for the
southern district of Texas, with the principal office in Houston. The
distriet is the eighth largest of the 94.

I understand T am here to testify about allegations of illeeal elec-
tronic surveillance by local law enforcement authorities in Houston,
Tex.. about the lack of azgressiveness by the FBI in investigating
those allegations, about allegations that the FBI and DEA had known
about illegal electronic surveillance by Houston Police Department
officers and neither investigated them nor reported them, and about
allegations that both FBT and DEA agents had either participated in
illroal electronic surveillance, or at least witnessed it.

These matters first came to light when tha TRS commenced an in-
vestigation of a big-time heroin dealer in Houston in 1971. That in-
vestigation led the TRS into an investigation of illegal electronic
surveillance by certain members of the Houston Police Department.
The latter investigation commenced in September of 1972 and resulted
in indictments of nine cfficers in May of 1974.
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When the allegations of Houston Police Department illegal elec-
tronic surveillance began to surface in the late summer and early fall
of 1978, my chief assistants and I commenced communication with the
FBI in Houston about these possible violations and started to send
material to the FBI. Allefations then commenced about participation
in illegal electronic surveillance by the FBI and DEA. In preliminary
and pretrial hearings in the case of United States v. Dudley Olifford
Bell, Jr. in November of 1978, counsel for defendant alleged that the
FBI special agent in charge knew about the Houston Police Depart-
ment’s illegal activities and did not investigate ther. He also alleged
that electronic eavesdropping equipment had been sold to a named
FBI agent in Houston and that Federal funds had gone to the pur-
chases of equipment for electronic surveillance purposes by local law
enforcement entities.

I sent a copy of that transcript to the FBI special agent in charge in
Houston in the fall of 1973. In short, the FBI in Houston had informa-
tion before them of probative value of allegations of illegal olectronic
surveillance by local and Federal authorities in the fall of 1973.

The investigation being conducted by the IRS in the fall of 1973
resulted in indictments of seven Houston police officers and two former
police officers in early 1974. From late 1973 until early 1974 I attempted
to keep the same IRS agents on the investigation of the Houston police
department with the idea in mind that it was really an ongoing investi-

gation. Commissioner Alexander denied that request through his as-

sistance because the IRS is chartered to investigate only title 26
matters.

Chairman Pige. I want to interrupt you for a moment. I want the
photographers sitting in front of the table to please move. These wit-
nesses are doing the best they can, but I personally find the photog-
raphers sitting right in that place offensive. :

(Go ahead, Mr. Farris.

Mr. Fagrris. Thank you, Mr. Chairman.

Commissioner Alexander denied that request through his assistants
because the IRS is chartered to investigate only title 26 matters. From
late 1978 to April 1974, my chief assistants and I continued to com-
municate with the FBI in Houston relative to the Houston Police De-
partment electronic surveillance and we did so by telephone, in person
and in writing. In April 1974, we sent a lengthy letter with exhibits
to the FBI special agent in charge in Houston and asked him formally,
firmly, and in writing to commence his investigation if he had not
already done so. A copy of this lengthy letter and copies of the exhibits
were sent to the General Crime Section in the Department of Justice
in Washington. The FBI only saw fit to assign one agent to this com-

lex investigation of the country’s fifth largest police department. This
*BI agent submitted reports to our office which were notable only in
their lack of substance, depth. and consisted largely of Xeroxed news-
paper articles. We continued to communicate in writing, by telephone
and in person with the FBI in Houston urging them to give us some-
thing to work on and mv then assistant chief of eriminal matters spoke
in blunt English to the lone agent assigned to this matter. In June 1974,
a new special agent in charge had taken over in the Houston office of
the FBI. Our letters, memos and phone calls to the FBI in Houston
continued unabated, with copies to Washington, through December
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1974, There was no noticeable increase in quantity or quality of the
FBI reports received by us. In the latter part of 1974, the new police
chief, Carroll Lynn, gave us additional information about allegations

.of the Houston Police Department’s illegal electronic surveillance,

about allegations that the F'BI and DEA had participated in illegal
electronic surveillance and that the FBI and DEA had known about

. these illegal activities and had done nothing about them. We passed

these allegations on to an FBI inspector visiting in Houston in late
October or early November 1974 and to the General Crime Section of
the Department of Justice. "
. Finally, in December 1974, unable to get cooperation from the FBI
in Houston, I wrote a lengthy letter to Attorney General Saxbe with
copies to the Deputy Attorney General, the Assistant Attorney General
in charge of the Criminal Division, and to the General Crime Section
recapitulating every point I could think of and sending as exhibits
copies of all the correspondence with the FBI, copies of the transcripts
of the Dudley Bell hearings and copies of the transcripts of the record-
m%s made by Chief Liynn of his own men,

know of my own knowledge that the investigation of the Houston
Police Department matters, as conducted by the FBI through 1974,
would rate 1 on a scale of 10. I know of my own knowledge that when
there were hijacking and kidnappinﬂg cases in Houston, the FBI had
brought in many agents from other offices and I know of no FBI policy
that would forbid bringing in agents from other FBI offices to help
out in_ the Houston Police Department case. I know of no internal
investigation having been conducted by the FBI of either the type of
investigation conducted by the FBI of the Houston Police Department
or of allegations of illegal electronic surveillance by Federal officers.
I do know personally that through December 30, 1974, the General
Crime Section of the Criminal Division of the Department of Justice
showed very little interest in the investigation of this country’s fifth
largest police department or of the allegations that Federal agents
had actually witnessed illegal electronic surveillance activities and
had done nothing about them.

In closing, I would once again bring up a suggestion that the FBI
bring in agents from other offices to investigate allegations of illegal
activities by local law enforcement officers. This was first suggested by
five U.S. attorneys, in Arizona in 1973, while meeting with Bill Cleve-
land of the FBI. Mr. Cleveland indicated to us that he interpreted our
suggestion as an affront to the integrity of the FBI. We repeated this
suggestion in a report to the Attorney General early in 1974, and two
of us repeated it to Clarence Kelley in New Orleans in September 1974
at the U.S. Attorneys’ Conference. I personally repeated it to'two com-
mittees here in Washington this year and am repeating it once again
now.

Chairman Pike. Thank you very much.

Our next witness will be Anthony Zavala, a former officer of the
narcotics division of the Houston Police Department, who has a unique
and interesting tale to tell us.

Go ahead, Mr. Zavala.
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STATEMENT OF ANTHONY ZAVALA, FORMER OFFICER, HOUSTON
'POLICE DEPARTMENT, ACCOMPANIED BY PHILIP S, GREENE,
ATTORNEY T -

. Mr. Zavara, Mr. Chairman and members of the committee, my name
is Tony Zavala. I want to thank the committee for giving me this
chance to testify toda{, and I hope I can help in your investigation. I
also hope that by telling you what I know, I can help other police
officers from falling into the same trap that I did—learning to break
laws, and winding ui) on my way to prison.

I am a former police officer with the Houston Police Department,
narcotics division. I joined the department in 1965. I started in nar-
cotics in 1967, where I stayed until 1973, when I was suspended pre-
ceding my indictment in 1974 on wiretapping charges. In June of
1975, I pled guilty to one count of wiretapping. Three weeks ago I was
sentenced to 3 years in Federal prison. I%egin my prison term 1 week
from next Tuesday. o -

During my work with narcotics at the Houston Police Depart-
ment I became more and more involved with wiretapping. The first
time was in early 1968, when one of my supervisors ordered me to
monitor a conversation from an empty building in downtown Houston.
The last time was in 1972, when I monitored conversations in a nar-
cotics case, where because of the wiretapping involved, all charges
against the suspect were dismissed. In between, from 1968 to 1972, I
was personally involved in about 35 illegal wiretaps.

I might add, Mr. Chairman, that wiretapping was the most effec-
tive law enforcement tool that we had. .

—. And there were other divisions using wiretaps: Intelligence, vice,
homicide, burglary and theft. Again, I know this only through the
casual talk of many fellow officers at headquarters. But we all talked,
every day. We would talk about our cases—the names, who we were
tapping, what we were hearing, how it was working out.

And while we talked, members of other agencies—Federal agen-
cies, like BNDD and the FBI—would walk in and walk out, and
participate in the conversations. . _

While I cannot point to any one specific conversation with any one
particular FBI agent, for example, I know that it was all discussed
freely, and that everyone knew what was going on. Wiretapping,
in fact, became second nature to us all. .

So that the committee may have some idea of the modus operandi
of tapping in Houston, I will describe our procedures. When one of us
wanted a tap, we would ask one of our supervisors—a sergeant, a
lieutenant, or a captain. If the supervisor approved, and he always
did, he would telephone someone I happen to know at Southwestern
Bell Telephone Co. for the particular “cable and pair information” we
needed for the tap. The individual at the phone company routinely
supplied what we needed a short time later. He would call the super-
visor usually; but sometimes he would call back directly to officers
like me.

The “cable and pair” information would include a specific location
where the tap was to be installed. That information would be given
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to another officer who was assigned to actually install the tap—
usually on a telephone pole. Later, the field officer, like me, was told
he could go ahead and monitor, and that’s what he did.

Sometimes we would lose a tap. That is, telephone company workmen
would discover a tapping device. They would call us, ask if we had
lost the device, and return it without another word.

The telephone company was involved in other ways, too. We used to
attend narcotics training seminars, I did not think it was strange at
the time, but there was always a Southwestern Bell representative
there. He would offer complete cooperation in our enforcement efforts.
Any information we needed, he said, we could have.

he equipment for these taps was produced by our own police de-

gartment. t was manufactured, as a matter of fact, on the sixth

oor of headquarters. That also was common knowledge among us all,
and the Federal men who frequented our headquarters.

I myself have been in that sixth floor facility many times.

The guys who actually installed the taps were well trained, and
the training was always being updated. The supervisors wanted every-
body to be able to install a tap, It that meant climbing poles, and
some of us were afraid of heights. I remember a sergeant announcing
that a pole-climbing school would be started in the department to
take care of that. But it never got going.

Mr. Chairman; I understand the committee is interested in Federal
officers’ direct participation in_wiretaps. I heard about many cases
from fellow police officers. But that is hearsay. I have more direct
knowledge. '

On one occasion—in 1969—1I was assigned by a captain to monitor
a drug case. It was a lengthy tap. My job was to monitor on nights_.
and weekends. One night a fellow police officer introduced me to
several narcotics agents, two of whom I got to know pretty well, as
they kept coming and going, and listening with me to the conversa-
tions of the target. Some weeks later the suspect in the case was
arrested—by the Federal agents, incidentallv—and afterward the
three of us were discussing the wiretap at police headquarters. My
two Federal friends were disturbed because the entire conversation
took place in front of a high-ranking BNDD supervisor. They said I
shouldn’t talk about wiretapping in front of him that way. The super-
visor was smiling the whole time.

In-1971. T conducted a wiretap on a narcotics susnect for about 2
months. During the whole 2-month period I supplied the content
of the tap to a U.S. Customs agent.

In 1972 and 1973, T worked as a DALE task force officer. curing
which time my pavcheck came from ILEAA. Tn one case T remember
I attempted to obtain legal wiretap authorizations., through the
Federal authorities T was working with. After awhile, T was told
in effect that the “title TIT procedures were too much of a hassle”
and that T would have to “do it in another wav.” T definitely understood
the word “it” to mean the wiretap T wanted. f.ater, I did conduct a
wiretap in that case, without going through any title IIT procedures,

T would like to say also. while T was working with DAILE’s Federal
men. there were many conversations about mv DALE cases. It was
never said in so many words. but T am sure it was understood that
wiretaps were being conducted.

~ .
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As time went on, late in my work with the Department, the secrecy
and the lying became a real burden for me. I wanted out. I tried
several times to get transferred. But it never worked out. The Feds
started to get interested in the case, too.

Once, in 1972, the FBI apparently started an investigation. But
in that case our department conveniently knew about it in advance,
One of my superiors told us to “knock off the wiretaps for awhile;
I just got the word from the Feds; a task force is in town ready to
arrest anybody it finds wiretapping—even police officers.” That hap-
pened a couple of times.

Mr. Chairman, I have just spoken about some illegal things involv-
ing some people I know. I know the names. And I have given the
names to your staff. I have also cooperated with the U.S. attorney
in Houston as fully as I know how. He is continuing his investigation
of these matters. Also, there is now sitting a Federal grand jury,
before which I have already testified. I have also been told of the
rules of this committee concerning accusations of crime. That is why
I have not mentioned the names I know in this public hearing.

Thank you, Mr. Chairman. I will try to answer any questions the
comnmittee may have.

Chairman Pigg. Thank you, Mr. Zavala.

The committee will stand in recess for approximately 15 minutes. -
We have a vote going on on the floor of the House.

[ Brief recess. ]

Chairman Pixke. The committee will come to order.

We move from the environment of Houston to the ervirons of Wash-
ington, D.C. Our next witness will be Mr. Martin .. Kaiser, the presi-
dent and sole owner of Martin L. Kaiser, Inc.

Go ahead, Mr. Kaiser.

STATEMENT OF MARTIN L. KAISER, PRESIDENT, MARTIN L.
KAISER, INC.

Mr. Kaiser. Thank you. Mr. Chairman.

My name is Martin L. Kaiser and I am the president and sole owner
of Martin L. Kaiser, Inc., a Maryland corporation chartered in 1965,
which specializes in the development and manufacture of electronic
surveillance and countermeasure equipment. We presently market over
300 products and have serviced, and continue to service, a large variety
of Federal, State, and local law enforcement agencies. Our list of cli-
ents includes. but is not limited to, the CIA, DIA, Army Intelligence,
OSI, DEA, IRS, Treasury, the FBI, and numerous State and local law
enforcement agencies.

I was recently hired as a consultant by President Sadat of Egvpt to
develop the electronic surveillance and countermeasure capabilities for
an Egyptian equivalent of our Secret Service.

A Rec(;ntly I also received the Baltimore County Distinguished Citizen
ward. -

In 1968, the Omnibus Crime Act was passed by Congress and its
passage had a great impact on the manufacture and sale of electronic
surveillance equipment. Pursuant to this act, the manufacture, assem-
bly, possession, and sale of electronic surveillance equipment was se-
verely restricted. Advertising of such equipment was absolutely for-
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bidden. I noticed that there were two types of firms who remained in
the marketplace—those who were willing to live up to the dictates of
the Omnibus Crime Act and those who flagrantly violated such acts
and their mandates.

I called numerous and glaring violations dealing with illegal manu-
facture, sale, advertising, and stockpiling to the attention of the FBI.
These types of violations were clearly revealed by advertisements for
electronic surveillance equipment which were occasionally very trans-
parent and misleadingly disguised as novelty items and which prolif-
erated in both trade and popular magazines, I would like to call your
attention to a variety of these items, copies of which are included in
your briefing books.

We have an advertisement that appeared in Law Enforcement News
about a device known as a “Telephone Watchman”—in the upper cor-
ner—manufactured by a company known as TELCO. This 1s the in-
famous infinity transmitter which is designed primarily for surrepti-
tious listening through telephone lines.

As far as wiretapping is concerned, in the latest issue of the Lafay-
etle catalog on page 103, we have two wiretaps that are not hidden at
nll, shown 1n that catalog. Here is a catalog that shows a body trans-
thitter by Security Sgecialists, Inc. The reason it is called & body trans-
mitter is because under some State laws you are permitted to wear a
transmitter for security reasons. However, I would wager that only
1 percent are used for security and the rest wind up somewhere else.

To the best of my knowledge, none of the many violations which T
reported to the FBI ever resu%ted in prosecutions. The advertisements
have not abated. In fact, they have proliferated and the companies are
flourishing. While I do not know exactly why the FBI refuses to en-
force the regulations pertaining to electronic surveillance equipment
and enacted by Congress, I can offer this theory : The FBI investigators
do not seem to possess sufficient technical expertise in order to feel con-
fident in bringing cases against these violators. Therefore, as time goes
by it becomes increasingly more difficult for them to prosecute activities
they have allowed to flourish over a period of years. This problem
becomes more complex when we deal with technical advertisements.
Again I call your attention to page 103 of the Lafayette catalog. De-
vices described on this page can only be used in the furtherance of
wiretapping.

Devices on that page, by the way, have only one purpose and that
is wiretapping. During one of my recent visits at the FBI labora-
tories, I noticed a very large staffi—I would estimate about 20 people—
very carefully examining blown up schematic designs of a pinball
machine. They were apparently trying to put together some sort of
case regarding the interstate transportation of pinball machines to
Louisiana. Perhaps if a similar effort was expended to insure Bureau
familiarization with the components of electronic surveillance equip-
ment, the illegal traffic in these materials might be arrested.

I began my relationship with the FBI around 1967 or 1968, All my
correspondence was sent direciiy to the FBI. However, I think it was
on only one occasion that the Bureau ever contacted me personally.
All other purchases were made personally or verbally. Once they be-
gan urchasin%)equlpment I was directed not to send this equipment
to the FBI, but rather sell it to a company known as U.S.
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Recording, a private company operating on South-Capitol Street in
Washington, D.C. I informed the Bureau, as if they needed that piece
of information, that Federal law would not allow me to sell e¥ip-
ment to anyone except bona fide governmental agencies. The FBI
agents assured me my actions were proper and subsequently supplied
a stamp of U.S. Recording which purported to certify on the pur-
chase orders that the transaction was in accordance with Federal law.

I might point out at this time, by the way, that nearly all the equip-
ment deliveries I made to the Equipment Bureau involving orders to
U.S. Recording were handled by me and billed to U.S. Recording,
So the paperwork went through that route. I discovered at one time

" that U.S. Recording was adding a 30-percent markup on the bills for

the equipment. During my dealings with the Federal Bureau of In-
vestigation I sold them approximately $100,000 worth of electronic
equipment.

I was recently contacted by a distributorship in New York which
informed me that they had received a request for my equipment to
be routed through U.S. Recording. I have provided you wit# their
brochure which shows that the specific item ordered is marked
up 100 percent over my wholesale price. I have no idea what U.S.
Recording is going to tack on, but I am sure it will be considerable.
I am in the constant process of improving and adding innovations
to my equipment. I do this in order to insure the high performance
of my equipment. I will modify any equipment I have sold with
my latest innovations absolutely free of charge. In 1975 I con-
tacted the Federal Bureau of Investigation in order to have them
return equipment purchased from me so that I could modernize and
upgrade the quality of these electronic devices. The FBI initially
denied that they had any of my equipment. I consider this type of
action not only frustrating, but a foolish exercise of secrecy for its
own sake. Eventually, the FBI did admit possession of my equip-
ment. However, it has not been returned to me. :

_In the course of my dealings with the other governmental agencies
to which I have previously alluded, I found myself in another com-
})lex business arrangement. Whenever I would orally contract to

urnish a governmental agency with electronic surveillance equip-
ment, the written order for such equipment would always be routed
through Fort Holabird as a U.S. Army order. There was no indication
on the order as to the real purchaser of the equipment. o

My association with Fort Holabird put me in a position to notice
that many of my pieces of equipment were being inserted in a number
of imaginative objects, including but not limited to mattresses, golf
clubs, and electric toothbrushes. ' g

In summation, it is clear to me, as an expert in the field of elec-
tronic surveillance equipment, that the FBI demonstrates virtuall
no interest in enforcing Federal laws dealing with electronic surveil-
lance eﬂuipment. This is discouraging to me, both morally and
financially. .

If the committee is interested, I would be pleased to demonstrate ex-
amples of equipment which I have sold to the intelligence community.

Thank you. .

[Mr. Kaiser’s prepared statement folows:]
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PREPARED STATEMENT OF MARTIN L. KAIsER, PRESIDENT, MARTIN L. KAIses, INC.

Mr. Chairman and members of the committee. My name is Martin L. Kaiser
and I am the president and sole owner of Martin L. Kaiser, Inc.,, & Maryland
corporation chartered in 1985, which specializes in the development and manu-
facture of electronic surveillance and counter-measure equipment. We presently
market over 800 products and have serviced and continue to service a large
variety of Federal, State and local law enforcement agencies. Our list of clients
includes but is not limited to the CIA, DIA, Army Intelligence, OSI, DEJ, U.S.
Postal Service, Secret Service, ATF, IRS, Treasury, the FBI and numerous State
and local law enforcement agencies.

In 1975 I received the Baltimore County Distinguished Citizen Award. I have
been hired as a consultant by law enforcement agencies throughout the United
States and was recently commissioned by President Sadat of Egypt to develop
the electronic surveillance and counter-measure capabilities for the Egyptian
Secret Service.

In 1968, the Omnibus Crime bill was passed by Congress and its passage had a
great impact on the manufacture and sale of electronic surveillance equipment.
Pursuant to this act, the manufacture, assembly, possession, and sale of electron-
ic surveillance equipment was severely restricted. Advertising of such equipment.
was absolutely forbidden. I noticed that there were two types of manufacturers,
those who lived up to the dictates of the Omnibus Crime Act and those who fla-
grantly violated its mandates. I called numerous and glaring violations dealing
with {llegal manufacture, sale, advertising and stockpiling to the attention of
the FBI. These types of violations were clearly revealed by advertisements for
electronic surveillance equipment which were occasionally transparent and mis-
leadingly disguised as novelty items and which proliferated in both trade and
popular magazines. I would like to call your attention to a variety of these items,
coples of which are included in your briefing books.

To the best of my knowledge none of the many violations which I reported to
the FBI ever resulted in prosecutions. The advertisements have not abated. In
fact, they have proliferated and the companies are flourishing. While I do net
know why the FBI refuses to enforce the regulations pertaining to electronic
survelllance equipment and enacted by Congress, I can offer this theory. The
FBI investigators do not seem to possess sufficient expertise in order to feel con-
fident in bringing cases against these violators. Therefore, as time goes by it
becomes increasingly more difficult for them to prosecute activities they have
allowed to flourish over a period of years. This problem becomes more complex
when we deal with technical advertisements. I call your attention to page 103
of the Lafayette catalog. Devices described on this page can only be used in the
furtherance of wiretapping. '

During one of my visits to the FBI, I noticed an entire staff of people intently
examining blown up schematic designs of a pinball machine. They were appar-
ently trying to put together some sort of case regarding the interstate trans-
portation of pinball machines to IL.ouisiana. If a similar effort was expended
to insure Bureau familiarization with the components of electronic surveillance
equipment, the illegal traffic in these materials could be arrested.

I began my relationship with the FBI around 1967 or 1968. All my correspond-
ence was sent directly to the FBI. However, the FBI would never correspond with
me. Instead, they sent agents to my factory who selected equipment and made
large orders. I was directed not to send equipment to the FBI. but instead to
sell it to the U.S. Recording Co., a private company located at 1347 South Capitol
Street, Washington, D.C. T inforined the Bureau that Federal law would not allow
me to sell to anyone except bona fide governmental agencies. The FBI agents
assured me my actions were proper and subsequently supplied a stamp to U.S,
Recording which purported to certify on the purchase orders that the transaction
was in accordance with Federal law. Subsequently, I discovered that U.S. Record-
ing was charging the FFBI a 30 percent mark-up on the products that I supplied
to them., During my dealings with the Federal Bureau of Investigation, I sold
a total of $——— worth of electronic surveillance equipment to the FBI which
was routed through U.S. Recording.

I was recently contacted by a distributorship in Massachusetts which informed
me that they had received a request for my equipment to be routed through U.S.
Recording. T have provided you with their brochure which shows that the specific

. {tem ordered is marked up 100 rercent by the company in Massachusetts and will

undoubtedly receive a further mark-up at the hand of U.S. Recording on the
way to its ultimate consumer.
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I am in the constant process of improving and adding innovations to my
equipment. In order to insure the high performance of my equipment, I will
modify any equipment I have sold with my latest innovations absolutely free of
charge. In 197-, I contacted the Federal Bureau of Investigation in order to have
them return equipment purchased from me so that I could modernize and upgrade
the quality of these electronic devices. The FBI initially denied that they had
any of my equipment. I consider this action not only frustrating, but a foolish
exercise of secrecy for its own sake. Eventually, the ¥BI did admit possession

of my equipment.

In the course of my dealings with the other governmental agencies to which I
have previously alluded, I found myself in another complex business arrangement.
Whenever I would orally contract to furnish a governmental agency with elec-
tronic surveillance equipment, the written order for such equipment would always
be routed through Fort Holabird as a U.S. Army order. There was no indication
on the order as to the real purchaser of the equipment.

As an aside, while at Fort Holabird, I noticed that my equipment was being
inserted into a number of imaginative objects, including but not limited to mat-
tresses, golf clubs and electric toothbrushes.

In_summation, it is clear to me as an expert in the field of electronic surveil-
lance equipment, that the FBI demonstrates virtually no interest in enforcing
Federal laws dealing with electronic surveillance equipment. This is discouraging
to me, both morally and financially.

If the committee is interested, I would be pleased to demonstrate examples
of equipment which I have sold to the intelligence community.

Thank you.

Chairman Prxe. Would the members like to see some of this equip-
ment demonstrated at the present time or would you rather do it
rivately later on? Go ahead, Mr. Kaiser, just show us some of your
ittle devices since you have them all here.

Mr. Karger. All right. I will come around the front of the table
and talk loudly since I will be off mike. 1 have several pieces of
electric surveillance equipment with me also which would show you
how some of this equipment is being marketed. Here is a piece of
equipment from a company known as EDCOR which is a wireless
microphone which is turned on and works then like any-other sur-
veillance device.

What you see in front of you is some equipment involved in
detection of the devices. Again, 1t is the technology that is important,
not the hardware. In this unit here we have some equipment which is
designed primarily for detection of wireless and wired microphones.
In this system here we have detection of modifications to the tele-
phone which would render it useful for eavesdropping purposes
when it is hung up. Part of the complexity of this grob em in the
case of the telephone has been modified. There is no device involved
at all. It is merely a placing of one or two wires in a different location.
So this thoroughly complexes the business of enforcement of the law
itself. There are many other examples aside from the telephone. That
is basically the nature of this equipment.

Chairman Pige. What items of equipment_are most available to
the general public and are most used privately for wireta[iping?

Mr. Kaiser. The general purpose wiretap that is sold by Lafayette
for approximately $24.95. There are two of them. One of the firms
that sells it is an extremely large firm. It is sold by a company In
New York as wiretap equipment. You can buy the entire system for
$69.95—wiretap and recorder. ' )

So these are available ta the general public, and there is no restric-
tion on their use whatsoever.

As far as actual surveillance equipment, I recently saw a little bug,
in the shape of a bug, with a bug inside of it, which was sold as a
novelty item. Mr. Hershman pointed out the thermometer.

63-165—76—2
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I have over here a Dick Tracy radio which makes a ver good sur-
veillance device for $4.95. This is gart of the question og where we
stop and what we do about it. Did I answer your question?

Chairman Pixe. Thank you very much, Mr. McClory ¢

. Mr. McCrory. How do you detect whether or not a wiretap is on?
For instance, that piece of equipment is hooked up someplace. How
tcll‘oes?anyone know that? Is there some kind of a signal or some varia-

ion?

Mr. Kaiser. No; not really. Any one of the wiretaps I mentioned to
you earlier, as well as my wiretaps, when properly. attached to the
telephone line, are undetectable. If the wiretap is on the premise, you
can find it é)hyslcally, but electrically it is very difficult to do.

Mr. McCrory. There is no piece of equipment that you have, or
that you know of, that would Ee able to detect a wiretap which was
outside of the premises where the phone was being tapped?

Mr. Ka1ser. There are devices, mine as well, that will detect certain
types of wiretaps. Again, there is a whole rafter of technology that
falls into wiretapping. If it is an electric switch such as mine or in
the Lafayette catalog, there is no way you can detect it. This is some-
thing I stress to my customers; I can’t help them between their
pﬁ'e;nises and the central office. There is no way to properly handle
that. S ‘
Chairman Pixke. I think the committee will now proceed under the
5-minute rule. I would like, just for openers, to advise the members
of the committee that I have asked the Capitol Hill Police to once
again check all of the committee members’ offices for possible bugging
devices. That is being done today. _

I want to ask just one question of Mr. Farris. Mr. Farris, have you
talked with other U.S. attorneys around the country about this sub-
ject? If you have, does there seem to be a general consensus that the
FBI is not interested in prosecuting wiretap cases simply because they
get the benefits of the wiretaps? '

Mr. Farnrs. I have discussed the subject with some of my former
colleagues. Mr. Chairman. But I cannot say that that is the reason
why the FBI might not investigate illegal electric surveillance. We
are in agreement, however, that it is a very hard thing, apparently,
for the FBI to investigate any violations of the law of police officers
that they deal with on a day-to-day basis. We are in agreement on that.

Chairman Pixe. I yield the balance of my time to Mr. Dellums.

Mr. DeLLums. Thank you, Mr. Chairman. ‘

Mr. Kaiser, can the telephone company open a phone with the
receiver down ?

Mr. Karser. Can the telephone company do it ¢

Mr. DELLums. Yes.

Mr. Karser. I don’t know if they have that technology. I can do it
for you. I don’t think they have that technology right now, or are
they interested in it.

Mr. Devroms. Thank you,

Mr. Zavala, prior to your coming to testify today, were you visited
by the Drug Enforcement Agency? If so, what did they want?

Mr. Zavara. I was visited 2 days ago by two members of the DEA
Internal Security Section. -

Mr. DeLroms. What did they want from you ¢
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Mr, Zavara. Well, basically, they wanted to know about statements
that I have made in the press about naming the names of people.

Mr, DeELLuas. Is it your opinion that they were in any way attempt-
ing to control your testimony? '

r. Zavara. I don’t believe so. They asked me if this committee
was paying me to come up here and testify. They also asked me what
the committee wanted to know.

Mr. DeLvums. Why in the hell didn’t they come to the committee
to find out what we wanted to know?

Mr. Zavara. I have noidea.

Mr. DeLrums. Can you supply the names of the people who visited
‘you 2 days ago in private session?

Mr, Zavava. No, sir; but my attorney has their names. They con-

‘tacted us at the office. I don’t remember their names.

Mr. DecLums. Your attorney can make them available to the com-
mittee?

Mr. GReeNE. Yes; I can. I have their names in my office in Houston.
They came by my office to speak with another client of mine, and acci-
-dentally Tony dropped in, and when they saw him there, they indi-
cated tlZey wanted to speak with him, also.

Mr. DeLLums. Mr. Zavala, do you know if the DEA has investigated
the charges of DEA agents’ cooperation in illegal wiretaps?

Mr. Zavava. No, sir; I don’t have that information.

Mr. DeLrums. As I understand it, they are starting an investigation

-today, which is rather interesting.

Mr, Zavavra. Yes, sir.

Mr. DerLuss. Mr. Farris, are you aware of any relationships be-
tween Southwestern Bell and the DEA and the FBI office in Houston,
Tex., and if so, can you explain in as much detail as you can?

Mr. Farris. Congressman, I am only aware that the chief of security
of Southwestern Bell in Houston is a former FBI agent and is a close
personal friend of many of the senior agents as well as the former
SAC in Houston.

Mr. DerroMms. Do you have any idea about the number of former
FBI agents and former Houston police officers who are on the g)ayroll

-of the security personnel of the é)guthwestem Telephone Co.?

Mr. Farris. No, sir. I know that it is considerable. I know that -
the committee staff has a table with the names of all the Southwestern
Bell security people and the number of years they spent as FBI agents.
I also know that in the past, something over 100 Houston Police
]Igeﬁartmen’t officers moonlighted as security people for Southwestern

o )

Mr. DeLLums. Thank you.

Mr. Chairman, I would like to reserve the balance of my time but
prior to doing that—— ' '

Mr. Giammo [presiding]. You were on the chairman’s time, and it
has expired. Now you have your own time. '
~ Mr. DELLuMs. 1 reserve my own time.

Mr. Graimo. Mr, McClory ¢ :

Mr. McCrory. Mr. Zavala, the illegal wiretapping that you were.
doing—was that because there were no court orders received before the

- wiretaps were placed ¢
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Mr. Zavara. Well, Texas doesn’t have any law regarding wiretaps
as far as giving a legal tap.

Mr. McCrory. You were not involved in any Federal case? Was this
narcotics?

Mr., Zavara. These were narcotics cases, Mr. McClory.

Mr. McCrory. Was organized crime involved ¢

My, Zavara. No,sir; I don’t think so.

Mr. McCrory. Did you know what the law was at the time you were
conducting these investigations?

Mr. Zavara. Yes, sir; I did.

Mr. McCrory. Now, Mr. Kaiser, are you the largest manufacturer
of this wiretap and electronic surveillance equipment$

Mr. Kaiser. No, I would have to say no. I probably rank among
the smallest. There are two very, very large firms in this business that
result in probably the largest percentage of the sales.

Mr. McCrory. You sell to the FBI and then you sell to public
agencies, don’t you?

My, Karsgr, Do I sell to publications?

Mr. McCrory. Public law enforcement agencies.

Mr. Karser. Yes, they must be a bona fide law enforcement agency—
not an agent but an agency.

Mr. McCrory. What reason do you think there is for the FBI pur-
chasing through the U.S. Recording Co. ?

Mr. Kaiser. I have never gotten a satisfactory answer to that. They
told me this is the way it was going to be done and if T wanted to do
business with them it had to be done this way.

Mr. McCrory. Do you service your own equipment ¢ U.S. Recording
is not just a service agency; isit?

Mr. Katskr, I doservice my own equipment.

Mr. McCrory. Do they provide service ¢

Mr. Karser. They may also provide service. I don’t know if they do.

Mr. McCrory. You don’t know if service is included in their 30-per-
cent markup?

Mr. Katser, No, I have no way of knowing that. The important
point to make is that I will do it free forever as long as I am alive. Why
give it to somebody else ?

Mr. McCrory. Do vou or somebody else at the table have an esti-
mate as to how many illegal wiretaps are being carried on at the pres-
ent time # Do you have a ball park estimate ?

Mr. HersumaN. As 1 mentioned, sir. in my opening statement, I
think that is somewhat impossible to determine. It is like asking me
how many people cheat on their income tax. It is a type of crime not
readily observable and doesn’t lend itself toward estimates of frequency
of occurrence. I can, however, say that in the normal course of their
business the American Telephone & Telegraph Co. comes across ap-
proximately 200 illegal devices nationwide per year.

Mr. McCrory. Mr. Farris. yvou indicated that if the FBI were to
assign agents from other areas they would be able to handle the illegal
wiretap situation or at least make a substantial contribution in the
Houston area. Do you know how many personnel the FBI would re-
quire, or how much money would be needed, in order to enforce the
law that we enacted in 1968 ¢
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Mr. Farris. Congressman, I witnessed during my 6 years as U.S.
aitorney in Houston many instances where the FBI brought in agents
from 5 or 600 miles to help out in hijacking cases, et cetera.

Mr. McCrory. Right. You told-us about that. How many would you
require to handle the wiretap violations?

Mr. Farris. I would say that half a dozen experienced agents could
do the job if this is the only assignment they had.

Mr. McCrory. They could work in one community. How many do
you think we would need in order to handle the problem nationwide?

Mr. Farris. I can’t answer that because I do not know what the
problem is, other than in Houston.

Mr. McCrory. It would probably be in the hundreds.

Mr. Farris. Probably, yes.

Mr. McCrory. Have they ever told you that the problem was a lack

- of personnel and that the Congress had not provided sufficient funds

or suﬂi(tlzi?ent personnel] for handling the enforcement of the law that we
enacted *

Mr. Farris. No, sir; they never gave me a reason why.

Mr. McCrory. That could be a reason ?

Mr. Farris. That could be but I don’t think so.

Mr. McCrory. Well, they can’t do it without personnel. You don’t
want them to take personnel off hijacking or anything like that in
order to handle this?

Mr. Farris. No. I think this is a matter of priority. If Congress
enacts an act, and you did, and you say in only those States where there
is enabling legislation passed are they to have legal eléctronic surveil-
lance, then since the FBI is the only agency chartered to do it, obviously
they are the ones that have to. They have to find the priority.

Mr. McCrory. My time has expired.

Mr. Giamaro. The gentleman’s time has expired.

The gentleman from California is recognized.

Mr. DeLnunms. I would like to reserve my time.

Mr. Giaro. The gentleman from Illinois, Mr. Murphy.

Mr. Murpay. Mr. Hershman, you indicated there were some 200
wiretaps that A.T. & T. would come across.

Mr. HersumaN, Yes.

Mr. Mureuy. What, if anything, did they do about them ¢

Mr. HersumaN. According to the figures supplied to the National
Wiretap Commission by A.T. & T., for 8 years, ending in 1974, they
discovered approximately 1,500 illegal devices. Out of those, approxi-
mately 610 cases were turned over to the FBI.

Mr. Murpuy. What happened to those cases?

Mr. Hersuman. We received figures from the FBI indicating that,
No. 1, they could only establish approximately 473 of those having
ever been turned over; and No. 2, of the approximately 473——

Mr. Mureiy. What happened to the difference between the tele-
phone company’s estimate and the FBI's estimate as to what was
reported ¢

Mr. HersuMmaN. We have never been able to determine that.

Mr. MurpHY. Does A.T. & T. report these to the local district attor-
ney or do they send them into Washington ¢
Fllﬁr HersamaN. Normally they report it to the local office of the
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Mr. Morriry. Could a proper assumption be made then that the
local district attorney, in cooperation with some Federal agency,
knew of that tap and then did not report it or investigate further?

Mr. Hersuaan. Certainly almost 100 percént of the devices found

- were reported to some law enforcement agency. There is only one

subsidiary of A.T. & T. which does not have a policy of reporting it to
a law enforcement agency and that is Illinois Bell. They will .ot
report any devices found to law enforcement.

Mr. Muoreny. They will not report them ¢

Mr., Hersuman. That is correct.

Mr. Murpny. I find that very interesting.

Mr. Hersuaran. This was brought up at hearings by the National
Wiretap Commission in June. I believe Iilinois Bell has since changed
their policy.

Mr, Murpeny. I would iike to ask the panel members if any of them
are aware of the law which requires the telephone company to report
these findings. Is there such a law ¢

Mr. HErsuaaN. I don’t believe there is such a law, sir.

Mr. Mureny. I would like to pursue this. The rest of the Bell sub-

~ sidiaries are reporting and those in Chicago are not reporting. Do you

have any personal knowledge of why they would not report?

Mr. HersaMAN. It was a policy decision on the part of the execu-
tives of Illinois Bell.

Mr. Mureny. Did they testify to that fact before your Commission ¢

Mr. HersuMaN. Yes; we had executives of the mother company,
A.T.&T,, testify directly to that.

Mr. Murpay. Wait a minute now. Was it the parent company or
the subsidiatéy, Illinois Bell, that testified they would not provide that
information

Mr. HersamAaN. The parent company testified that Illinois Bell was
the only subsidiary.

Mr. Mureny. Did you ask them why there was this difference?

Mr. Hersmaran, Yes, I did.

Mr. Murpny. What was their response?

Mr. HersaMmAN. They said it was a policy decision by executives of
Illinois Bell and they did not agree with it.

Mr. Murery. Did they sa,{ they were working with the local dis-
trict attorney or the local FBI or the local Drug Enforcement Agency
in establishing that policy ?

hhgr. Hersaman, In all cases except for Illinois Bell they were doing
that; yes.

~ Mr. Moreuy. Then really what we have at the botiom line is
A.T. & T. and the Federal Government and its agencies, the FBI and
DEA, engaging in wiretaps when they don’t have a court order and it
has nothing to do with national security, and they are in violation of
the law. Is that not correct?

Mr. Hersuman. I am sorry, sir, I am not quite sure I understand
your question. '

Mr. Mureny. If A.T. & T. knows about 1,500 taps throughout their-
system in a year and they report them to the FBI, how many convic-
tions were there in connection with those 1,500 taps?

Mr. HersamaN, Of the 473 cases over an 8-year span that we could
document having been received by the FBI, 27 cases resulted in arrest,.
indictment, or prosecution.
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Mr. Moreay. How many resulted in convictions?

Mr. HersamaN. From fiscal year 1969 to fiscal 1975 there were 114
cases brought by the Justice Department with regard to violations of
the electric surveillance laws. Of those, there were 61 cases that re-
sulted in conviction.

Mr. Murpray. How many years’ span is that?

Mr. HersaMAN, Approximately a 7- to 8-year span.

Mr. MurpaY. Were all those cases that the telephone company says
they came across reported to the FBI¢

Mr. Hersuman. The telephone company claims they reported 610
of the 1,500 to the FBI. The majority of the remainder were reported
to local prosecutors.

Mr. Graimo. The time of the gentleman has expired.

Mr. Treen from Louisiana is recognized.

Mr. TreeN. Thank you, Mr. Chairman.

Do I understand that Mr. Kraus from the FBI is going to testify
later or not ¢

JAMES KRAUS, UNIT CHIEF, ANTITRUST AND BANKRUPTCY UNIT,
FEDERAL BUREAU OF INVESTIGATION

Mr. Kraus. Yes,sir. -

Mr. Graimo. As I understand it he is here to answer questions. Do
you have direct testimony ¢

Mr, Kraus. No, sir.

Mr. Graxmo. But you are available for questions.

Mr. Treen. I have just one question first of Mr. Kaiser. You stated
that there was a 30-percent markup on the equipment that you sold to
U.S. Recording. How do you know that ¢

Mr. Kaiser. I sat in the office, the Old Post Office Building, with the
very gentleman that I had been negotiating another contract with and
I saw the paperwork come in through U.S. Recording on his desk.
I looked at the paperwork and compared the prices shown there—as
a matter of fact I wrote them down—and compared the prices shown
on their invoices versus what they would have been from me.

Mr. TreexN. You said you provided a lot of other agencies with equip-
ment and these orders came through the U.S. Army. Would that in-
clude all the agencies you were talking about that you referred to
earlier—the U.S. Postal Service, IRS, Treasury, and others? Did they
all order their equipment through the Army ?

Mr. Kaiser. No. They all used a different procedure. I refer to them
as cutouts. Occasionally, one agency would order through another.

Mr. Treen. Have you supplied the names of these other agencies to
the committee staff? :

Mr. Karser. All the agencies you have there. Just mix them all
around. They all did the business of ordering for other agencies; not
just Fort Holabird, but others.

Mr. Treex. I am talking about where you had ostensibly a private
company ordering, or where you had the Army ordering, equipment
that you knew was destined for someone other than the Army. Ilave
you supplied that information ¢

Mr. Karser. Yes; I will supply the information to you.

Mr. Treewn. You will. OK.
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Mr. Kraus, can you enlighten us a little bit, from the point of view
of the FBI, about the method by which it acquires equipment? I as-
sume none of this equipment that Mr. Kaiser manufactured here is
illegal. per se, isit?

Mr. Ka1sERr. It is electronic surveillance.

Mr. Treex. It is not illegal to manufacture the equipment you have
displayed today, isit?

Mr. Kaiser. No.

Mr. TreeN. Under the law ?

Mr. ICarser. Under the law.

Mr. Treexn. And it is not illegal for any of these Government agencies
to possess it, per se—possession—1is that correct ¢

Mr. Karser. That is correct.

Mr. TreeN. Mr. Kraus, do you have any comments about the method
by which the Federal Bureau of Investigation acquires this equip-
ment ? It has been alleged that the U.S. Recording Ce. is an inter-
mediary through which this equipment is acquired. Is this true, and
if so, why is that done ?

Mr, Kraus. The acquisition of material, supplies, is handled by the
Administrative Division of the FBI. T have never worked in the Ad-
ministrative Division of the FBI, and I don’t know the answer to your
question.

Mr. TreeN. You have no information on this subject at all ?

Mr. Kravs. No. sir.

Mr. TreeN. Has that been supphed to the staff, Mr. Field—the FBI
explanation as to why, if true, these intermediary agencies or organiza-
tions are used ?

Mzr. Fierp. It has not.

Mr. Treex. Mr. Kraus. can that be supplied? Can you arrange to
supply that to the committee, a statement of the reasons why. if true.
intermediary organizations are used for the acquisition of this type
of equipment ?

Mr. Kraus. I can’t supply it.

Mr. Treex. Can the Federal Bureau of Investigation supply it?

Mr. Kraus. We will look into it, sir.

Mr. TrReeN. T assume the committee will make a request.

Now. if T have some more time, Mr. Kaiser, you generally alleged
that many of these other Government agencies order their equipment
through the Army; that is, agencies that are not connected with the
Army. Can you give me a specific example? You said the U.S. Postal
Service had ordered some of your equipment. What kind of equipment
did the Postal Service order, and how did you transmit it to the Postal

‘Service?

Mr. Katser. The Postal Service bought in many cases direct. I think
most of their cases were direct. The most significant example I can
think of, of nn order that was routed through Army Intelligence. was
one for the Bureau of Narcotics and Dangerous Drugs. That was the
most sizable. It was roughly $70,000 or $80,000 from the Bureau of
Narcotics to Fort Holabird to me. Again I delivered directly to
Bureau of Narcotics but billed through Fort Holabird.

Mr. TreeN. You were paid by the Army ?

Mr. Karser. Yes.

Chairman P1ge. Mr. Dellums, do you want to use your time#
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Mr. Giammo. Can I ask unanimous consent to yield my time to Mr.
Dellums?

Chairman Pike. Without objection, Mr. Dellums is recognized for
10 minutes. :
~ Mr. DeLrLums. First of all, I would like to point out that I think the
hearing today is extraordinarily important because it raises one of the
most dangerous risks of uncontrolled intelligence-gathering capability.
It may be that what we are listening to today is clear evidence that we
have established an electronic horror story that renders the Bill of
Rights null and void. In some ways I sit here and almost feel impotent
as a Member of Congress on a tiny committee that may not even be
backed up by the entire Congress. We are trying to go into an area
from where we may not be abﬁ' to come out.

I would like to pursue with Mr. Hershman and perhaps Mr. Farris
this question. It spins off of the question raised by my distinguished
colleague from Illinois. We have heard testimony this morning that
various telephone companies around the country have participated. or
have been involved, implicitly or explicitly, in illegal wiretaps. The
question I would like to ask you is: If that is true and telephone com-
panies have not reported all of these illegal wiretaps to the appropri-
ate Federal. State, or local agencies. is it not a fact tﬂlat perhaps indict-
ments can be brought against telephone companies all over this coun-
try for eriminal acts in violation of the Constitution and in violation
of the rights of human beings in this country?

Mr. Hersiaan. I think if, in fact, they have participated in illexal
wiretapping, prosecutors could possibly obtain convictions. indict-
ments, and so forth.

Mr. DeLLeus. Does your information indicate that it is clearly true
that not all of the warrantless wiretaps that the telephone company is
aware of, or perhaps even participated in, were reported to the appro-
priate authorities?

Mr. HersamaN. T think that the most glaring evidence of this is
from the Tllinois Bell System. where through their policy. they did not
report. findings of illegal devices to law enforcement.

I want to say that during the course of the National Wiretap Com-
mission’s business. we had many allegations that the telephone com-
pany had cooperated with law enforcement throughout the countrv in
instituting illegal wiretaps or buggings. It has been the case, however,
that we have only been able to document individual telephone com-
pany repairmen or linemen having cooperated. and in most of these
instances that have come to light, they have been the subject of
prosecution.

I believe that the instance discussed here today with regard to Hous-
ton is still under grand jury investigation. We will have to wait and
see how that turns out.

Mr. Deuroms. Thank you.

Mr. Chairman and members of the committee. T would like to share
with vou my own nersonal experience. A gentleman who was on leave
from Maryland University at University of California at Berkeley
came to my office at the request of my staff—a very sophisticated person
with extraordinary credentials in electronic surveillance. He put equip-
ment on the telephone lines of my own congressional office, found out
and signed an affidavit soving that high freugency radio clectronic sur-
veillance equipment was on my telephone.
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I am a Member of Congress, ostensibly capable of having some in-
fluence, and I say this to point out how the average citizen has to be
totally wiped out in this process.

The best I could do as a Member of Congress—I reported it to one of
the leaders of the House and was told we will hold a hearing and give
you an opportunity to blast the fact there is a wiretap on your phone
and maybe you can get a little press out of it.

I found that repugnant and repulsive.

What happens when thousands of American people are harmed by
these wiretaps? There has been laughter in the Chamber today, but I
don’t find one damm thing funny about a nation, ostensibly demo-

«cratic, that has created so much irresponsibility with Federal agencies

involved ; and we sit here and think that is a joke. I think what we have
done today is open up Pandora’s box, Mr. Chairman, and I hope this
committee will go as far as it can go. I hope someday we get someone
from the FBI here who can actually answer questions. This is the sec-
ond time, Mr. Chairman, we have had some representative from the
FBI who says, “I can’t answer the question,” or “maybe we can get this
information for you.” ’

I would like to know, because if we can ever open up this can of
worms—the business that the FBI is involved in warrantless wiretaps
and harassment of American people—maybe it would make all these
things about the CIA look like kindergarten school.

I would like to ask the gentleman from the FBI: You have respon-
sibility for investigations of violation of the criminal provisions of
the 1968 Omnibus Crime Control and Safe Streets Act; that is cor-
rect, right?

Mr. Kravs. Yes. sir, we have responsibility over title 47-605, title 18-
2511 and 12. Title ITI is the law, as I understand it, that authorizes the
legal use of wiretaps.

Mr. DeLueys. That seems like a great deal of responsibility. How
many staff people do you have in order to carry out your function?

Mr. Kraus. In my unit?

Mr. DeLrLoMs. Yes.

Mr. Kraus. I have two other supervisors and two clerks.

Mr. DeLroms. To carry out all this business ?

Mr. Kravs. To carry out the business that is carried on in the Bank-
ruptey and Antifrust Unit in the Accounting and Fraud Section of
the General Investigative Division.

We have currently pending 194 interception cases. The whole unit
has somewhere in the neighborhood of 2,000 cases.

Mr. DeLLunas. Does that include Migratory Bird Act violations?

Mr. Kraus. Yes, sir.

Mr. Derroas. So that means that of those four staff people, half
of them are handling migratory bird violations and the other two are
handling all of these important electronic surveillance cases?

Mr. Kraus. I don’t believe there is a single Migratory Bird Act
case pending in the Bureau. But if there was such a case, it would
be handled in the Bankruptey and Antitrust Unit.

Mr. DeLLusms. Mr, Farris, what do you think about that?

Mr. Farris. I think that is pretty sad, Congressman. I agree that
electronic surveillance is a necessary evil in certain types of investiga-
tions—national security, the crimes enumerated in the act—but I think
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that even with safeguards, electronic surveillance is a dirty business.

To think that the only agency chartered by this Congress—and this
is the only Congress we have—to investigate those violations has
a small unit that has to worry about migratory birds and antitrust, and
-so forth, is pretty sad. That is what I think of it.

Mr. DerLLunms. Do you have a comment, Mr. Hershman?

Mr. Hersuman. I do. I think this is somewhat of a tragedy and
probably goes a little bit further than the committee members are
aware.

We had testimony from the gentleman responsible for title I1I
violation prosecutions in the Justice Department. That unit consists
of 4 lawyers and they are assigned to enforce violations of 10 other
statutes, -

I feel very strongly that there is a misplaced priority in the en-
forcement of laws that have to do with invasion of privacy. I take
issue with Mr. Kaiser, who said earlier that the FFBI does not have
the technical capability to investigate crimes of electronic surveil-
Iance. I am well aware of the technical capability the FBI has, and
I respect them for it. They have helped us at the Commission to
formulate a study of the state of the art of electronic surveillance
technology and did a wonderful job. The lack of technical capability
to investigate these crimes is not the problem.

The problem is the motivation, the priority placement,

Mr. Derrums. Thank you.

Mr. Kraus, I have here an FBI memo from an FBI ficld office that
clearly shows the FBI, in 1971, conducting an apparently warrantless
electronic surveillance of & series of telephone calls. At the end of the
memo, it puts one of the individuals monitored on a watch list for
further. surveillance.

I have a 1970 memo which shows investigative data clearly obtained
from Bell Telephone Co.. and I have data, which shows: “American
Telephone & Telegraph. Total American Telephone & Telegraph se-
curity personnel, 656 ; total FI3I experience, 45 ; total local experience,
31; total State experience, 18; percent of FBI agents in sccurity per-
sonnel, 6.8. Southwestern Bell, total of 40 agents; total number of
former FBI agents, 16; the percent in location, 40 percent.” _.

Will you describe the full relationship between the FBI and the
Bell Telephone Co. and LT. & T.; the full relationship between the
T"BI and the telephone company ? i

[The data referred to above by Mr. Dellums are printed on pp.
112-1122 of the appendixes.]

It seems to me that given this testimony, there has to be some kind
of relationship that is more than casual between the FBI and the
telephone company, and I would like to elicit that information.

Mr. Kraus. I am not sure I understand what kind of relationship
you are speaking of.

Mr. DeLLusms. The relationship that allows the FBI to tap tele-
phones with the cooperation of the telephone company, to allow the
IBI to use the services of the telephone company in order to impose
electronic surveillance on American citizens.

Mr. Kraus. Mr. Dellums, I am not aware of any relationship be-
tween the Bureau and ITT, ATT, or any of its subsidiaries to permit
the FBI to install illegal wiretaps.
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Mr. DeLroms. Is it your testimony——

Chairman Pike. The time of the-gentleman has expired.

We have a vote. I would suggest this would be an appropriate time
for us to break for another 15 minutes.

It is the intention of the Chair to go through the members without
breaking for lunch and then wrap up the hearing and not come back
this afternoon. »

[Brief recess for voting.]

Chairman Pike. Mr. Hayes, you may question.

Mr. Hayes. Thank you, Mr. Chairman. Mr. Kraus, good morning.

Mr. Kraus. Good morning.

Mr. Haves. Does the FBI have a stated or unstated policy not to
enforce those Federal statutes which have to do with wiretapping and
interception of communications, to your knowledge ¢

Mr. Kraus. No, sir.

Mr. Hayes. Have there ever been policy discussions in your pres-
ence—because of your jurisdictional authority with the FBI—about
{he egﬁcacy of enforcement practices within the Bureau, of those same

aws

Mr. Kraus. No, sir.

Mr. Hayes. Has any one of your superiors or peers within the
Bureau ever discussed with you what is going on in terms of enforce-
ment within your division of those statutes?

Mr. Kraus. We have joint discussions; yes, sir.

Mr. Haves. Now, about those joint discussions: Can you recall when
the last one was conducted ¢

Mr. Kraus. We discussed interception of communications yesterday.
We discussed them this morning.

Mr. Haves. Now, in the discussion yesterday, did you get beyond
what your role would be vis-a-vis this committee

Mr. Kraus. Beyond ¢ -

Mr. Haves. Yes; did you discuss the 18 convictions that you had in
1974¢ Did you discuss, for example, how effective your division has
been ir; enforcing the statutes? Did you discuss anything of that
nature

Mr. Kraus. Not of that nature. Yesterday our discussion concerned
my interview with two members of this committee staff on Tuesday,
and 1 discussed with them what the questions were that I could remem-
ber, and I especially discussed with them the fact that—not especially,
but included in it was the fact that they asked me certain statistical

uestions that I didn’t have-the answers to, and I told the members
that it would be possible to get this information by a review of the
files concerned. They would have to identify them.

Mr. Haves. In law enforcement matters, would you characterize
the FBDI’s ability to cooperate with the various telephone companies
as good, bad, or indifferent? Would you characterize them in one of
those three ways?

Mr. Kraus. I would say good.

Mr. Hayes. Now in terms of that, how would you characterize the
FBI’s capacity to cooperate in enforcing the Federal wiretap laws
with those same companies? Would you characterize those as good,
bad. or indifferent.

Mr. Kraus. Our capacity to enforce the law ¢
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Mr. Hayes. To cooperate with the telephone company. You have
18 convictions, but they reported, I believe the gentleman testified to,
about 200 taps over the last year.

Mr. Kraus. Well, as you are aware, Mr. Hayes, the FBI doesn’t
prosecute. We investigate.

Mr. Hayes. I am saying, you investigate——

- Mr. Kraus. And the results of all our investigations are given to
the appropriate U.S. attorney and also the Criminal Division in the
Department of Justice.

Mr. Haves. How many local police departments did you inform
U.S. attorneys about in terms of their wiretapping %

Mr. Kraus. I believe we furnished that information to this com-
mittee this month, and while I——

Mr. Hayes. I will look it up.

Mr. Kraus [continuing]. I didn’t prepare it, I believe there were
about 50 cases during, I believe it was from the period from 1970
or 1971 to 1975, but Ig am not sure of this. It was a period of 4 years,
I believe, 5 years.

Mr. Hayes. What actions have you had personal knowledge of in
regard to the Law Enforcement Assistance Agency grants to local
police departments for the purchase of electronic surveillance equip-
ment or wiretapping equipment ?

Mr. Kraus. I don’t have any personal knowledge of it. I am aware
from reading of it in the newspapers and in discussions that the LEAA
:]loe.s give grants and these grants are used for the purchase of these

evices

Mr, Hayes. Mr. Hershman, in regard to the same question that I
asked Mr. Kraus, do you have a comment ¢

Mr. HersumaN. Sir, at the National Wiretap Commission, we
initiated a program to examine the sales records of 10 manufacturers
of electronic surveillance equipment in the United States. Upon ex-
amining the records we found that in virtually all States there were
cales of electronic surveillance equipment to State and local law
enforcement, including those States which do not have authorization
statutes. N

I believe there are currently 22 States in the country which permit
court-authorized wiretaps. Of the rest they had purchased equip-

“ment which reasonably could be assumed to be purposeful only in

the surreptitious interception of wire and all communications.
During testimony from a number of manfacturers we found that
perhaps 60 to 75 percent of their sales are through funds provided

- by LEAA or the various State funding agencies.

Mr. Haves. Sixty to 75 percent ¢

Mr. HersuamaN. That is correct, sir.

Chairman Pige. The time of the gentleman has expired. Mr.
Kasten{

Mr, KasteN. Thank you, Mr. Chairman.

We received information and evidence this morning about the ac-
tivities in Houston. In what other cities are the local police presently
working with Government surveillance of different kinds?

What other situations do we have that would be like Houston, to
your knowledge.



964

Mr. HersiaaN. The most notable situation outside of Houston
is in New York, where a subsantial number of officers in the special
investigations unit of the New York City Police Department, nar-
cotics division, have been convicted of crimes relating to wiretapping.

The special investigations unit consisted of approximately 80 de-
tectives, and I believe since its inception, a number of years ago,
more than half of those detectives have been convicted.

Mr. KasteN. Are those in relationship to local police doing the
wiretap or the Federal Government doing the wiretap?

Mr. HersaMmAaN. In relation to the local police doing it.

Mr. KasTeN. What about other cities? I would like a list. Would
Richmond be an example? Would McKeesport, Pa., be an example ¢

Mr. HersuMaN. We may be talking about two different things. If
the question has to do with FBI enforcement of the electronics sur-
veillance laws regarding illegal police wiretapping, Richmond is a
current investigation where I believe FBI agents on active duty are
subject of a grand jury investigation stemming from charges of ob-
struction of justice.

Mr. KasTeN. In prior testimony before this committee in one of our
initial hearings, we had Eugene W. Walsh, the Assistant Director
of the Administrative Division of the FBI.

Are vou familiar with Mr. Walsh and what he does?

Mr. Kraus. Yes, sir; I do know Walsh.

Mr. KastEN. I asked Mr. Walsh a question: “Do you use State and
local police to collect intelligence specifically for wiretapping or sur-
veillance?” On that day before this committee Mr. Walsh answered,
“No, sir, not to my knowledge.”

In another point going further on, talking about cooperation, I
asked about work that takes place in State and local government—
coordinating with the FBI, in some cases wiretapping, et cetera:
“Mr. Walsh: No, sir, we have no cooperative effort to get local police
to place wiretaps in our behalf.”

How do you explain Mr. Walsh’s testimony, that statement, “No,
sir, we have no cooperative effort to get local police to place wiretaps
in our behalf.”

We have Houston and other examples right here.

Mr. Kraus. Mr. Kasten, I can’t explain the answers you are talking
about, but may I explain this? I was interviewed by two members of
your staff, and I explained to them what my position was—that I
e« - was in charge of a unit in the Accounting and Fraud Section and in
e that unit we also handled, in addition to some other 2,000 investiga-

tions, the interception of communications statutes.

I also explained to them that I was not involved in policymaking.
I do not make policy. And so in answer to your question, I don’t know
the answer.

Mr. KastEN. Is there another part of the agency that is responsible
for the interception of communications statutes?

Mr. Kraus. No, sir. |

Mr. KastEN. There is no other person who should have this re-
sponsibility ¢ )

Mr. Kraus. The overall responsibility would rest with our Assist-
ant Director, who is in charge of the General Investigative Division,
and he is in a position to be involved in the setting of policy.

ey
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Mr. KasTeN. Neither you nor Mr. Walsh, who is an Assistant Di-
refftor,gwould have the knowledge that the committee is addressing it-
self to

Mr. Kraus. No, sir; I don’t-have the answer to that question.

We offered to make available to this committee this morning some-
one else in the Bureau who would be at a policymaking level, and the
committee requested that I show up. -

Mr. KasteN. Mr. Kaiser, in your testimony you said_your list of
clients is not limited to but includes, CIA, DIX, Army Intelligence,
et cetera. There were a number of domestic agencies other than the
FBI in your list.

What specifically does the Treasury Department—the IRS—do with
your e%ipment?

Mr. Karser. My only re(fluirement is that I receive a purchase order
from the bona fide law enforcement agency. That is the only require-
ment I have, and once I ship the goods, I have absolutely no idea what
they do with it—absolutely none. )

Mr. KasteN. Thank you, Mr. Chairman. )

Chairman Pike. The time of the gentleman has expired.

Before we broke for the recess, Mr. Aspin asked unanimous consent
that he could yield his time to Mr. Murphy. Is there objection ?

Without objection, Mr. Murphy is recognized for 10 minutes.

Mr. MurenY. Thank you, Mr. Chairman.

Mr. Zavala, in your experience as a police officer in Houston, were
you requested by other IFederal agencies, namely the DEA and the
FBI, to cooperate in wiretapping operations?

Mr. Zavavra. No, sir; I was never officially—there was never a re-
quest from anyone officially to instigate a wiretap.

Mr. Murery. Did you ever turn over information ¢

Mr. Zavana, Yes; Idid.

Mr. MureryY. Did they object ?

Mr. Zavara, No; they didn'’t.

Mr. Murery. Did they stop you in any way from giving them that
information ¢ '

Mr. Zavavra. No; they didn’t stop me. It was encouraged because they
knew it was correct information.

Mr. Moreuy. How was it encouraged ?

Mr. Zavara. Well, by asking more questions, by hanging around
the station asking if anybody was working on so and so. When we gave
information—for example, a case that I gave a Customs man infor-
mation in Brownsville—I believe they arrested the man—I was given
a 3-day subpena to Brownsville, where I had no testimony at all to
give in the case and the Federal Government was paying me up there
to go have a little vacation for giving him the information, you might
say. It was sort of like a reward. -

r. MureHY. And you gave no testimony up there

Mr. Zavara. No, sir, I did not. Later on, the U.S. attorney, now as-
sistant U.S. attorney, in Houston, asked me why I had been sub-
penaed, and I asked him, “Well, why did you subpena me$” And he
said, “Well, I don’t remember.” I said it was because I gave the Cus-
toms man the information that made the case down in Brownsville.

Mr. MureHY. Were you present at that trial in that case?

Mr, Zavavra, Yes,sir; I was,
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Mr. Morery. Did the prosecutor introduce evidence that was ob-
tained from your wiretaps?

Mvr. Zavara. No, sir. The prosecutor didn’t know. There was no case.
The man pled guilty.

Mr. Moreuy. You said the prosecutor didn’t know. Did the FBI
agents testify-on the information that you received from wiretaps?

Mr. Zavara. No,sir; no one testified at the trial. When the trial was
about to start, the man pled guilty. However, the customs people knew
that it was a wiretap because I had supplied the information to them.
There was no actual testimony by anyone involved because the man
pled guilty.

Mr. MurpHy. Were you present at any pretrial conversations or
hearings where the evidence you obtained illegally was presented to
the attorney for the defendant and the defendant?

Mr. Zavara. No,sir; I was not present at that.

Mr. Mureny. Mr. Farris, in your experiences as the U.S. attorney,
do you know that it is a common practice for the FBI or DEA to usc
local law enforcement officers or their facilities to wiretap in juris-
dictions?

Mr. Farris. I do not know as a personal fact that it is, but certainly
beginning with 1973, late 1973, those were the rumors in Houston, and
this is part of the testimony that I have given before two other com-
mittees and this one.

Mr. Moreiry. You know of no specific instance ?

Mr. Farris. Not specific instances; no, sir; only the allegations by
defense counsel and the information supplied to us by the former chief
of police in Houston, Carroll Lynn.

Mr. MurpHY. As a practical practicing attorney and somebody who
knows the town pretty well, you know it to be the case that the FBBI
uses local law enforcement officials to obtain the information illegally
and then they can say they never wiretap; isn’t that correct?

Mr. Farris. Ican’tsay that asa fact——

Mr. MurpuY. Where is all this equipment that this gentleman makes
and sells? Where does it go? He was asked a question, what do they
do with it. What else can they do with it but use it for the purpose for
which it was manufactured.

Let’s quit kidding ourselves and the American people. We know
there is 1llegal wiretapping going on. There is one man here who is
going to go to prison next week for it.

Mr. Farris. Your 41uestion was whether I personally knew and I do
not ipersonally know. 1 know the allegations were there.

Mr. MurpHY. Have you ever heard it discussed around your office,
as U.S. attorney, among the assistant attorneys or the agents working
on the case?

ll\{lr Farris. I heard the allegations repeated; yes, sir. And I sup-
plied—

Mr. MurpHY. You know of Federal cases that have been thrown
out because of tainted evidence; isn’t that correct ?

Mr. Farris. I know of no Federal cases in the southern district that.
were thrown out when I was in office because of tainted evidence;
no, sir.

Mr. Murpuy. How about you, Mr. Kraus? Do you know this to be
a practice of the FBI in any jurisdiction throughout the country—
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they work with local enforcement agencies and have them do the

wireta%giilg? -

Mr. us. No, sir. . _

Mr. Murery. Do you know of any instances where the FBI works
closely with the American Telephone & Telegraph Co. or any of its
subsidiaries to obtain illegal evidence? '

Mr. Kraus. No, sir.

Mr. Murery. Do you know anybody in the FBI who might know
of that# Can you supply his name so we can call him

Mr. Kraus. No,sir. No, I don’t.

- Mr. KasteN. Would the gentleman yield ?

Mr. MureaY. Yes.

Mr. KasteN. Who in the FBI would have that information? Who
would answer that question? What is the person’s name who could
answer the question that the ﬁentleman from Illinois just addressed ¢

Mr. Kraus. I don’t know that the question is a question of fact. I
think it is a presumption. I don’t think that there 1s anybody in the
FBI who has knowledge of illegal wiretapﬁing on the part of the FBI
or who works in conjunction with the telephone company or any police
agency to install illef,al wiretaps or condones it.

Mr. KasTEN. So if it was going on, there would be no one in the FBI
who would know ¢ ,

Mr. Kraus. No, sir. It is as much a violation of the Federal law for
an FBI agent to engage in illegal wiretapping as any other citizens.

Mpr. XasTEN. I thank the gentleman for yieldinf;r.

Mr. Muvreuy. Have they ever, in the history of the FBI, engaged in

Mr. Kraus. Not to my knowledge.

Mr. MureHY. Do you know of any Federal cases thrown out because
of tainted evidence obtained through illegal wiretapping ¢

Mr, Kraus. No; I don't.

Mr. Murery. I think my time is up, Mr. Chairman.

Chairman Pige. Mr. Lehman, do you have any questions.

Mr. LeasmaN. Thank you, Mr. Chairman.

I guess I will address my questions to Mr. Kaiser. We have talked a
lot about the abuses and the illegalities of surveillance, wiretapping,
law enforcement agents, FBI, or the telephone companies; but in title

47, section 605, of the statutes on wire and radio communication. and

in vour testimony. it seems like many of your competitors are in direct
violation of this by just the sale and distribution of this kind of com-
munication equipment—which, as you say. are advertised in catalogs.
What concerns me is this great proliferation in the private sector of
this sophisticated equipment. I saw the movie. “Conversation”—
guess some of you might have seen that—and it shows just how prey-
alent and how sophisticated and how dangerous this is, not just in
the nolice area but in the private sector. T think that is what we are
going to have to do—make the rank and file people concerned ahout it.
Tt is illegal, in my way of thinking, to send and sell this equipment
in the private sector. ) ) .
From your information, do vou know of situations where this eanip-
ment has been sold in the private seetor? Are there nersons in the nri-
vate business area who condnet electronic surveillance on a com-
petitor, employee, or even labor organizations? Would vou care to
comment on the prevalence and availability of this equipment where

63-165—76-——38
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we have one private sector versus another private sector, or one pri~
vate citizen versus another private citizen ?

Mr. Kaiser. I view private sector as not only individuals, but also
companies:and organizations and that type. I don’t know about abuses,
one against the other, and where the source is. :

I, myself, do countermeéasure work and have done work—not only
for the law enforcement agencies and various States’ attorneys and
Governors in particular, but for corporations; and the type of thing
I am finding doesn’t even involve a device. It involves a modification of
an already existing eavesdropping device. So the “whodunnit” there
is almost impossible to find out. '

Mr. Leu»yan. The average citizen is not that concerned about the re-
lationship between the law enforcement agency and himself, because he-
is a law-abiding citizen. But, take a person that is on a checkout
counter of a supermarket. What kind of devices can be planted there
so that the market manager will see that relatives aren’t getting stuft'
through the checkout counter free? What is available for antomobile
agencies so that one automobile agency can find out what his competi-
tors discounted 1976 models for? »

What can be done in regard to a shipping clerk that some employee
can bug to determine whether he is letting stuff out the back side of
the warehouse ?

What is available? How are these heing used? What is this sort of
civil war, where one seginent of the private sector is against the other
through the use of electronic surveillance weapons?

That is what T think I am most concerned about—as much as I am
about the abuses in the law enforcement area.

Could you give me any insight to the kind of legislation we need, or
kind. of enforcement of present laws that will prevent these kinds of
abuses and this kind of invasion of privacy ?

Mr. Karser. That is a mighty big order.

Mvr. Lenyan., Is it an important problem?

Mr. Kaiskr. I think-it isa very, very important problem.

Mr. LenMman. Equivalent even to the problem of the law enforce--
ment agencies, perhaps? - -

Mr. Kaser. Possibly even beyond that point.

Mr. LenMan. That is what I was tryving to get to. S

Mr. Kaiser. I have really enjoved this game I have been in for the
last 10 years, and have tried to define this myself; and I find it com-
ing right down to the basic things that we call morals and that we call
cthics, and I lionestly.don’t know how to legislate this. -

T have turned, of course, to the Justice Department for answers to.
this. ihd they can’t give me an answer.

Mr. Lenatan. Could I ask Mr. Farris to respond to this?

Mr. Farris. Congressman, as you know, I testified before Mr. Hersh-
man’s group—the National Wiretap Commission—and I pointed out
that a Federal judge in California has already held that a department
store that conducted electronic surveillance of one of its employees
without his consent was not vielating the law under the present act
as written by Clongress.

You can ride in elevators in certain condominiums and certain of-
fice buildings where the elevator is wired so that the people that run-
the elevator can heat’ what you sre saying—all under the present act.

Mr. Lenagan. Inthat case, do you—- '
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Chairman Pike. The time of the gentleman hasexpired.

Mr. Johnson$ .

Mr. JounsoN. Thank you, Mr, Chairman. ‘

Mr, Farris, what is the relationship between the U.S. attorney and
the FBI, generally{

Mr. Farris. In any district ?

Mr. Jonnson. Yes; well, in your district—specifically the one you
used to run, :

Mr. Fagnis, Except for the agent in charge who retired in 1974,

Mr. Jounson. I wasn't asking the question that way. I phrased my
question poorly. i :

When you, as the U.S. attorney, asked the FBI to investigate a mat-
ter, for example, bank robbery or car theft—I guess that is their big
thing—or hijacking, or something like that, what was the response you
got? What kind of cooperation did you get ?

Mr. Farris, Excellent.

Mr. JonnsoN. Isn't that generally the way it is?

Mr. Fagnis. That is correct. S

Mr. Jonxson. I was a district attorney in the State of Colorado for
several years, and if I made a request for investigative work, we also
got good cooperation from wherever we were asking it from the law
cnforcement agents.

As a prosecuting attorney, you expect that, don’t you ?

Mr. Fagris. That is correct. ‘

Mr. JonnsoN. You have been in practice since 1956. I assume you
have been a defense counsel in criminal matters and one of the thin
Kou always are irritated with is the prosecuting attorney has so muc

elp from various law enforcement officials ; right ?

-Mr. Farris. Right.

Mr. Jounson. Can you tell me why in this case, when you requested
information with respect to investigation of other law enforcement
agencies—in this case the Houston Police Department—you didn’t
get any response fram anybody who was of real significance

Mr. Fagris. Actually, there were two cases in which I got little or
no response. The other one involved vote stealing—same SAC. In
all other cases they always responded ; they always performed admir-
ably; but in this case—the investigation of the allegations of illegal
electronic surveillance by the police department in Houston—there
was not only reluctance but obvious foot dragging. '

-Mr. JounsoN. You testified that during the course of over a.year’s
period of time, you contacted the SAC and his superiors and the Jus-
tice Department, and it seems to me very pointed in your testimony
that it isall left hanging. -- S

What was the result of your contacts with Saxbe and Kelley and
the others?

Mr. Farris. To quote myself in other hearings, zip; nothing. Saxbe
didn’t answer; the Deputy Attorney General of the United States
didn’t answer ; the Assistant Attorney General in charge of the division
didn’t answer. The Chief of the General Crime Section didn’t answer.
No one answered. I don't think they were listening.

Mr. JounsoN. Did you prosecute Mr. Zavala ¢

Mr. Farris. One of my assistants did.
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Mr. JornsoN. Without knowing any more about the case, it is very
difficult to comment on it; but it seems to me unusual to hear that a
man who had cooperated with the investigative authorities gets a
sentence of 3 years out of & maximum possible sentence of 5, when he
is one of those who is h%ﬁing to break the case and 'heiping the
Wosecutors’ investigate. That is kind of unusuel, I would say.

ouldn’t you characterize it that way ¢ :

Mr. Farris. I don’t know what the policy is in the U.S. attorney’s
office in Houston now, but when I was there, and before me, the Fed-
eral judges in the Southern District of Texas did not want and would
not accept recommendations on sentencing from the U.S, attorney’s
office. That is the policy, and it was enunciated by Chief Judge Ben C.
Connall,y in a case— a written opinion.

I don’t know what has happened since I left office in December 1974.
I don’t know what the story was in Mr. Zavala’s case. But when I was
there for 6 years, and prior to that, we had no voice in sentencing. We
had no voice in telling the judge outright in open court that someone
had cooperated or had not.

Mr. JounsoN. Are you familiar with the allegations of Mr. Zavala{
You were familiar with them, as I understand it, during your period
of time in office.

Mr. Farris. Yes, sir.

Mr. Jounson. It seems to me that this man is going to jail for what
his superiors—if his testimony is correct—ordered, and his superiors
have not been tried or prosecuted as far as I am aware.

‘What is the nature of the facts?

“Mr, Farris. I can’t comment because, as you know, the Federal
grand jury in Houston is still investigating the matter of his superiors
1n the police department and others.

Mr. JounsoN. Did they get any cooperation from the FBI, in terms
of the investigation of the allegations, that FBI officials were aware
of the violations?

Mr. Farris. Congressman Johnson, I don’t know what has hap-
pened in that respect since December of 1974. I don’t know whether
they are getting cooperation or not.

* Mr. JouxsoN. But you characterize the cooperation they received

~ prior to that time as “zip.”

Mr. Farris. It is not worthy of the name investigation; yes, sir.
‘Mr. JorNsoN. Once again, this is inconsistent with their response
to other requests that you might make for other investigations?

Mr. Farris. That is correct.

‘Mr. JounsoN. I see my time is up. '
.Chairman PrkE. The time of the gentleman has expired. Mr, Field !
. Mr. Frerp. Thank you, Mr. Chairman. -

Mr. Kraus, there seems to have been some discussion as to why you
are here, and I would like to perhaps address that with you. I was
the one who asked you to appear today. I expect if policy people had
been here, they would tell us things were going pretty well in your
department, and I wanted to ask you some questions about how they
actually are going. o

Do you know, approximately, the total number of investigations the
FBI does inthe course of the year?

Mr. Kraus. We have 53,000 cases pending right now.
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Mr. Fiewp, Our figures indicate there are some 200,000 cases that
are investigated-—not cases that are pending; 200,000 investigations
undertaken by the FBI.

Mr. Kraus. I didn’t hear you.

Mr. FreLp. We have figures there are some 200,000 investigations,
not cases. But my point is on something else: In connection with the
many thousands of annual investigations by the FBI. on illegal eaves-
dropping or wiretapping, how many does your unit undertake?

r. Kraus, Per year. In fiscal year 1974 we received 701—I hope
you won’t hold me to this—701 cases of illegal electronic surveillance
cases, IOC cases, interception of communications cases.

Mr. Fiewp, You mean complaints ¢

Mr. Kraus. Complaints and we opened cases on them; and in ac-
cordance with our policy, when we get a case that is a well-rounded
complaint, we take it to the U.S. attorney. ‘

At that point, the U.S. attorney’s office may request a preliminary
investigation. He may request that no investigation be conducted be-
cause he considers that it is not worthy of investigation or that it is

-not a crime and there would be no purpose in going forward with it or

in attempting litigation.

If he requests a preliminary investigation, we conduct that investi-
gation and the results of it—— A

Mr. FieLp. How many investigations are you conducting now ? That
is my point. We have a figure of 194.

Mr. Kraus. We had pending, as of the end of August this year,
194 TOC cases. -

Mr. Frewp. I understand the FBI has about 16,000 convictions a year
on cases they investigate. How many interception of communication
convictions were there last year?

Mr. Krawus. In fiscal 1975 we had 25. -

Mr. Fmxeo. I have figures here that were two for illegal advertising
in the last 6 months. Is that correct ? These are figures from the Justice
Department.

Mr. Kraus. We don’t keep those statistics, but yesterday I caused
a review of those files that had convictions to determine, if I could,
which of them were for which specific violation. We had one con-
viction for violation of section 2512. That would be the manufacture,
advertising, possession—— :

Mr. Fiewp. You had one conviction last year for illegal advertising
of these products? :

Mr. Kraus. For section 2512.

Mr. Frewp. Mr. Kaiser, do ?rou turn over complaints to the FBI{
Do you ever tell them about illegal advertising you come across, and
if so, how frequently do you do that ¢

Mr, Kaiser. Naturally as & manufacturer and businessman I will
turn in anything I consider illegal competition. The answer is yes.

Mr. FieLp. How often have you done that ¢

er. Kaiser. From the period of 1968 to 1973, roughly about 25 in
total. : '

Mr. F1ewp. So you have turned over to the FBI 25 examples of what
you considered to be fairly clear illegal advertising. Now, Mr. Kraus,
you had one conviction last year ¢

Mr. Kraus. Yes, sir.
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Mr. Fieo. Have you seen the advertisements that Mr. Kaiser
brought with him arug7 have you seen the advertisement entitled “FBI
Surveillance Outfit” ¢

Mr. Kraus. I don’t know whether I have or not. '

Mr. FreLp. Can you take a quick look at the types of advertisements
he has there, and if he could find the “FBI Surveillance Outfit” would
you look at that ¢ . o

Mr. Kraus. We have looked into cases and investigated cases con-
cerning illegal advertising including advertising in the telephone
directories. Those cases are also investigated in accordance with our
policy and in accordance with our mandate to investigate these viola-
tions. They are discussed and the results are given to the U.S. attorney
and to the Department of Justice.

Mr. Fierp, Mr. Kraus, we have hundreds of pages of these advertise-
ments and yet last year only two cases were filed for illegal advertising
of wiretap and surveillance equipment. Why? Was it just that you
did not investigate the others or that you could not find these advertise-
ments or couldn’t trace them down? My question to you is: Although
you are not at a policy level you had the responsibility for doing this;
why were not more of those advertisements investigated and the
facts brought forward which would bring a case ?

Mr. Kraus. The one case you are speaking of is a conviction.

Mr. Frerp. That is good.

Mr. Kravs. Why was there only one conviction ? Is that the question ?

Mr. Fierp. Out of the hundreds of companies advertising this year,
why only one ? .‘

Mr. Kravs. I don't think I know the answer to your question.

Mr. Fievp. Have you seen these ads?

Mr. Kraus. I have seen some; yes. We have investigated some. We
have sent the advertisements to our laboratory for analysis. The law
states that the device must be primarily useful for surreptitious inter-
ception of communications.

Now, this microphone is capable of intercepting my communica-
tions, but I don’t think it is an illegal device. But if I put this micro-
phone in my tie clip and conceal it, then it would become, in my
estimation. an illegal device and it would be something we would be
obliged to investigate. -

Chairman Pige. Before the hearing ends, I would ask all of the
witnesses if they would respond to any additional questions which
members might wish to submit.

I just want to say in closing this particular hearing that it is a

rather unique situation to find on one end of the table a man about to
go to jail for 3 years who has been convicted of wiretapping and who
did, as Mr. Johnson pointed out. apparently cooperate with the officials
in revealing rather widespread wiretapping in his area—ot at least
allegations of widespread wiretapping. And at the other end of the
table. we have a representative of the FBI.
I think that it does, if nothing else, show that there are risks involved
in our intelligence-gathering operations—perhaps greatly underesti-
mated in the past as far as the average citizen in the United States of
America is concerned. '

I want to advise the members of the committee that there has been
an allegation of a leak of highly sensitive material from this com-
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mittee. We are goin{; to get a lot of allegations of leaks from this
committee. I don’t believe there are leaks from this committee. I simply
say to you that after the recess we are going to go into some very
sensitive matters and I ask you not to discuss them during the recess.

Mr. Dellums ?

Mr. DeLLusms. One quick question, Mr. Chairman. I characterized
the contact of the DEA agents with Mr. Zavala from my previous
information as if they had very specifically moved to contact him.
But I understand that it was a much more casual meeting than that.

Mr. GreeNe. I think I can explain that. I have another client who
is another police officer and who knows a great deal about this. This
is the third year of the investigation. They contacted not me but him
at his home and wanted to come out and see him. He called me and I
said “Well, we will not have anything of that kind at this late stage.
You bring those guys to my office.” Yesterday-—no, the day before
vesterday—at noon they appeared at my office and met Carlos Avila.
I had Tony come in and we were kind of surprised they were there.

Mr. Derrums. I wanted the report to reflect that.

Chairman P1ge. The committee will stand in recess snbject to the
call of the Chair. It is my expectation that we will meet 1 week from
Tuesday in executive session.

[ Whereupon, at 12 :40 p.m. the committee was recessed, to reconvene
at the call of the Chair.]
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THE vl-)RUG ENFORCEMENT ADMINISTRATION’S DO-
MESTIC AND INTERNATIONAL INTELLIGENCE PRO-

GRAMS

THURSDAY, NOVEMBER 13, 1975

\
Housk oF REPRESENTATIVES,

SeLect COMMITTEE ON INTELLIGENCE,
Washington, D.C.

The committee met, pursuant to notice, at 10:10 a.m., in room 2118,
Rayburn House Office Building, the Honorable Otis G. Pike [chair-
man], presiding.

Present : Representatives Pike, Giaimo, Stanton, Dellums, Murphy,
%spin, Milford, Hayes, Lehman, McClory, Treen, Johnson, and

asten.

Also present: A. Searle Field, staff director; Aaron B. Donner,
genera% counsel; James B. F. Oliphant counsel; John M. Atkisson,
counsel,

Chairman Pixe. OQur witnesses this morning will be Mr. Jerry.

Jenson, the Deputy Administrator of the Drug Enforcement Agency; - .-

Mr. Vernon Acree, the Commissioner of the U.S. Bureau of Customs;
and Dr. Mark Moore, who was formerly Chief of DEA’s Office of
Planning and Evaluation and who regrettably is now at Harvard.

It is my understanding that you all have prepared statements, and
what I am going to suggest to the members of the committee is that
we let all of the gentlemen finish their prepared statements before
we have any questions. I would also suggest to the members of the
committee that they look in their backup book at the report of the
General Accounting Office on this general subject—particularly at
those portions which have been classified and try to figure out why
they have been classified.

STATEMENT OF JERRY N. JENSON, DEPUTY ADMINISTRATOR,
DRUG ENFORCEMENT ADMINISTRATION, ACCOMPANIED BY
JOHN WARNER, CHIEF, INTERNATIONAL INTELLIGENCE; PHIL
SMITH, CHIEF, DOMESTIC INTELLIGENCE; DANIEL P. CASEY,
ACTING ASSISTANT ADMINISTRATOR FOR INTELLIGENCE;
MARTIN PERA, CHIEF, DOMESTIC INVESTIGATIONS DIVISION;
AND DONALD MILLER, CHIEF COUNSEL

Mr. Jenson, Thank you, Mr. Chairman. As you have indicated, I
am Deputy Administrator of the Drug Enforcement Administration,
a position I have held since April of this year. Prior to that time, my
last assignment was as regional director of the Chicago regional office,

v (975)
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and my experience in drug law enforcement extends almost 18 years
to the former Bureau of Narcotics.

Probably no other activity in the history of Federal drug enforce-
ment has generated as much interest as our expanded drug intelligence
capability. For this reason, Mr. Chairman, I would like to outline for

" you some important milestones and characteristics of our intelligence

within the Drug Enforcement Administration in an effort to provide
vou ard the committee a perspective of our problems and what we
1ave done. ‘

The Federal drug intelligence program at DEA began substantially
before Reorganization Plan No. 2 of 1973, which established DEA
and the incorporation into DEA of the Office of National Narcotics
Intelligence. That plan formalized developments which really began
with the intelligence staff of its predecessor agency, specifically, the
Bureau of Narcotics and Dangerous Drugs. That organization demon-
strated the value of having a specific organizational unit to collect
and disseminate intelligence by establishing the Strategic Intelligence
Office of that organization. This Office produced meaningful strategic
intelligence, but perhaps its greatest contribution was the heightened
awareness it brought to the Federal enforcement community that a
formalized intelligence capability with greater manpower and fiscal
resources was needed before the benefits of systematic intelligence
could be delivered to rank and file enforcement personnel.

The greatest gap to be filled was in the area of operational intelli-
gence analysis and production. This is aimed at the discovery and
neutralization of specific narcotic traffickers but its volume precluded
meaningful ad hoc production.

The application of the intelligence process to law enforcement was
a relatively new technique which is just reaching full potential in the _
area of drug control. While drug intelligence was collected daily b,
many law enforcement agencies, the full concept of systematic intel-
ligence collection, collation, analysis, and dissemination had not been
implemented until the creation of the DEA Office of Intelligence.
Drug intelligence is information to support and complement drug
enforcement by providing investigators with a full picture of the dru
traffic and the persons or groups involved. Drug intelligence, in anﬁ
of itself, does not reach its full potential until it can be converted into
positive action so as to interdict the drug traffic. Thus, drug intelli-
gence must be translated into actionable intelligence on a timely basis.

In July of 1973, Reorganization Plan No. 2 established DEA and
gave it the organizational resources and missions of the Office of Na-
tional Narcotics Intelligence and of the Bureau of Narcotics and Dan-
gerous Drugs as the raw material from which DEA was to strengthen
a narcotics intelligence capability at the Federal level.

However, the opportunity to strengthen such a capability brought
with it a full measure of diffienlties. First of all, DEA had to expand

“the entire concept of the intelligence role within the drug law enforce-

ment effort. The roles of the Cabinet Committee on International
Narcotics Control, CCINC, needed clarification. The previous charter
of the Office of National Narcotic Intelligence was somewhat vague
and required specific definition. The Central Intelligence Agency

lays a vital role in the overseas collection of intelligence dealing with
international narcotics trafficking. The work of that Agency also had
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to be fully coordinated with our own expanded intelligence-gathering -
capability and activity, and that data it furnished had to be adapted to
our unique requirements, that is, the information may ultimately end
up as a pertinent evidentiary matter in a court of law.

Probably the most fundamental accomplishments of the Office of
Intelligence have been in the area of data base design for intelligence
- purposes; analyst/agent training in intelligence processes and meth-
odologies for production; network analyses against major drug deal-
ers; programs designed to yrovide State surveys and establishment of
the Kl Paso Intelligence Clenter, commonlfy known as EPIC. i

As you know, EPIC is the focal point for all intelligence on illicit
drug operations in the 1,900-mile United States/Mexican border. Al-
though not yet up to its authorized DEA/INS strength, this unique
facility is off to a good start. It is developing a manual data base
which is compatible with the planned computerized system, called
Pathfinder. In 1 month alone, it added 2,800 names of individuals, air-
craft, and boats directly involved in illegal drug traffic. It is respond-
ing to about 850 requests for support eich week and is becoming
nationally known as evidenced by queries from among other States:
New Jersey, Vermont, Michigan, ((l)hio, Kansas, Washington State,
Louisiana, and Florida. :

Our new automated systems include the air intelligence program,
established in conjunction with the Federal Aviation Administration.
This system includes data on pilots, aircraft owners, airports and air-
port operators known or suspected of involvement in illicit drug traf-
ficking. The first phase of our system will provide DEA with an all-
source data base of illicit drug activity of specific interest to it.

A good, serviceable data base has always been a problem for drug
enforcement. Existing drug agency files contain over 40 years of infor-
mation. These files were created and are used for criminal investiga-
tion and prosecution and are oriented toward individuals. The need
to continue this type filing has been well established. There is, how-
ever, a concurrent need for a data base with information of intelligence
value, such as topical or general subject files. This type data would
then provide the intelligence analyst a base from which to work.

Thus, the first and most essential part of the DEA intelligence pro-
gram comes into focus—the data base. In order to be meaningful to the
agent in the field, as well as the supervisor or headquarters coordinator,
the data base must be complete, timely, and accessible. Our planning
envisions an online computer and data base, directly accessible from
all DEA field or headquarters offices, which will provide a complete
background on individual subjects or groups, including the latest infor-
mation on associates, methods of operation and vulnerabilities. We
have now designed such a data base—the practicality of the system has
already been established.

From its start, the Office of Intelligence has developed into one of
the major contributors to carrying out the DEA mission. Intelligence
is now being meshed with law enforcement functions at all levels.
- A greater mutual respect is developing between intelligence and en-

forcement personnel which has lessenedg, if not eliminated, rivalry and
instilled cooperation. Intelligence support at regional and headquar-
ters levels has provided authoritative national and international pro-
jections on drug availability, price, and purity.
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We realize that intelligence programs must be continually evaluated
and activities monitored by competent and objective personnel. In this
regard, after Acting Administrator Henry S. Dogin assumed com-
mand of DEA last June, he caused to be initiated an indepth investi-
fation and evaluation of certain key aspects of the DEA Office of

ntelligence by the Department of Justice—this program is well under-
way at present. Further, Mr. Dogin has assigned a career drug enforce-
ment manager with over 26 years’ experience, Daniel P. Casey, to fill
the position of Assistant Administrator of Intelligence. Mr. Casey has
the specific mandate to evaluate DEA’s intelligence program and to
submit such proposals as may be necessary to improve the program.
Mr. Dogin has assigned Mr. Casey to set up an effective interface with
the I'BI in order to make the best use of th~ intelligence-gathering
resources of that Bureau. Additionally, Mr. Dogin has directed that
the intelligence program be included in the audits conducted by DEA
evaluation units in order for us to make certain that adequate emphasis
is being given to intelligence in all of our DEA’s field offices.

Acting Administrator Dogin and other senior staff members of DE\
regularly meet with their counterparts in Customs agency service to
improve our exchange of intelligence data; a teletype stressing this
responsibility was sent to all DEA installations in July 1975. We have
received complimentary letters from Commissioner Acree since that
date on the overall improvement of informational exchange. There
have been several such letters, and we are pleased to report that our
relations with Customs is the best it has ever bzen to date.

During the last 4 months, as an example of our exchange of informa-
tion with the Customs agency service, we have forwarded the following
intelligence items to the U.S. Customs Service : 128 reports on suspected
aireraft; 309 reports on suspected vehicles; 84 reports on suspected
vessels; 1,011 reports on suspected persons; 28 reports on suspected
businesses; 27 reports on suspected smuggling and concealment meth-
ods; 22 special reports on studies of drug trafficking networks; 90 in-
stances where we conducted file checks through the EPIC system in
I51 Paso, and 31,851 checks through our NADDIS subject reports file.

The office has also initiated a series of periodic intelligence reports
designed to support field units with strategic and operational intelli-
gence and to provide a broad view of illicit drug production and dis-
tribution for U.S. policymakers. Among these is a quarterly publication
of intelligence trends which provides an overview of drug availability
that is worldwide in scope. It is designed to provide a strategic analysis
of national and international narcotics and dangerous drug produc-
tion, distribution, and projections that will serve as a basis for sound
national decisions on the targeting of drug enforcement resources. It
will also support diplomatic initiatives that may be applied to reduce
the flow of illicit narcotics and dangerous drugs into the United States.

At least 200 illicit drug network analyses and at least 2.000 bio-
graphic profiles on traffickers have been distributed. In addition, more
than 10,000 illicit drug enforcement targets were referred to Federal,
State, and local authorities.

Currently, the office of intelligence has an authorized force of 120
employees, including 23 at EPIC, and is operating under a continuin
resolution based on last year’s operating budget of $152,000. Include
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in these employees are 19 special agents, and 53 intelligence analysts.
Additionally. all of DEA’s 19 regional offices have a regional intelli-
ce unit. These units are responsible for the production of tactical
intelligence in support of regional investigative activities and support
of the headquarters strategic intelligence report. .
I might add, Mr. Chairman, that the figures I just gave are not the
sum total of our intelligence efforts. In the day-to-day operations of

DEA’s criminal investigators, great quantities of intelligence about

drug violators are collected and put into our program. Therefore, it
is difficult to place a specific price tag on DEA’s total activities which
may be described as “intelligence.” :

A matter of major concern in DEA is our ability to bring to the
criminal justice system of the United States, or any other competent
jurisdiction, those organizations, and principal members of organiza-
tions involved in the growing, manufacture, or distribution of con-
trolled substances appearing in or destined for the illicit traffic in the
United States, that is, to make conspiracy cases against the highest
levels of the illicit drug traffic. To accomplish this, DEA strives to
create a narcotics intelligence system in cooperation with Federal,
State, local. and foreign officials to collect, analyze, and disseminate
data and operate within the policy guidance of the Cabinet Commit-
tee on International Narcotics Control in all its relations and programs
associated with drug law enforcement officials of foreign countries.
Indenth _investigations. fullv supported by a methodical, efficient
intelligence system. will go far in disrupting the illicit drug traffic.
Also, we believe this offers the best cost-effective approach.

In summary, the DEA intelligence program has come a long way
in 2 years. We have had some setbacks and made some false starts. YWe
have identified some problem areas, and have arranged for further
evaluations. We make no claim of being perfect. I do submit, however,
Mr. Chairman, that the DEA intelligence program can and will be
a model for effective drug law enforcement.

Acceptance of and reliance on DEA’s intelligence is growing—not
only within DEA but by other agencies as well. Many Federal. State,
local, and international agencies have received the benefits of our
intelligence program, and have expressed their gratitude. It is an
intelligence program unique in law enforcement, and holds mmnuch
promise for further development and effective use.

Thank vou. I have kept my remarks brief, since I know vou need
sufficient time for questions. I am accompanied by several DEA offi-
cials, and I would like to introduce them.

" Chairman PIxgE. Certainly.
Mr. JensoN. Mr. Daniel P. Casev, who T mentioned is the Acting

- Assistant. Administrator for Intelligence in DEA. And I also have

back here, Mr. Phil Smith, who is the Chief of our Domestic Intelli-
gence. I have Mr. Martin Pera, who is the Chief of our Domestic
Investigations Division, and Mr. John Warner, who is Chief of Inter-
national Intelligence, and Mr. Don Miller, who is chief counsel.
We will be happy to answer any questions at the appropriate time,
Chairman Prxe. Thank yvou verv much, Mr. Jenson, and I want to

‘thank you and your associates for being here.

Our next witness will be Mr. Vernon Acree. R—
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STATEMENT OF VERNON D. ACREE, U.S. COMMISSIONER OF CUS-
TOMS; ACCOMPARIED BY G. R. DICKERSON, DEPUTY COM.-
MISSIONER; GEORGE CORCORAN, ASSISTANT COMMISSIONER,
IRVESTIGATIONS; AND ALFRED DeANGELUS, ASSISTANT COM-
MISSIONER, ENFORCEMENT SUPPORT ‘

Mr. Acree. Thank you, Mr. Chairman ; gentlemen.

I am Vernon D. Acree, U.S. Commissioner of Customs. I have served
in this capacity since May of 1972. I am a career employee of 38 years’
service with some credentials in the fields of administration, organiza-
tion, and management. I am accompanied by Deputy Commissioner
G. R. Dickerson, Assistant Commissioner, Investigations, George Cor-
coran, Assistant Commissioner, Enforcement Sg:pport, Alfred De
Angelus, and other staff personnel. We are here at your invitation to
furnish testimony concerning narcotics intelligence and its relation
to the mission of the U.S. Customs Service. :

The Customs Service has a long and honored 186-year history of
responsiveness to changing national priorities, Over the decades as
new challenges have arisen, the Customs Service, by its unique position

-as the country’s primary border enforcement agency, has responded

in a timely and effective manner meeting such recent-year challenges
as liquor smuggling during prohibition, arms smuggling during the
early sixties, and narcotics smuggling in the seventies.

Prior to July 1, 1973, the Customs Service shared with the Bureau
of Narcotics and Dangerous Drugs the responsibility for the sup-
pression of illicit trafficking in narcotics. In performing our role,
Customs acted on all fronts in intelligence gathering, border interdic-
tion, and investigation of narcotics smuggling traffic. Customs effec-
tiveness was widely acknowledged both in the United States and
abroad. In conjunction with BNDD, significant successes were achieved
in reducing the narcotics flow into the United States. Customs, in per-
forming its responsibilities, utilized border interdiction of narcotics
as a stepping stone to the building of major conspiracy cases and the
immobilization of major narcotics traffickers on a worldwide basis.
For it isat the borders that narcotics and narcotics trafficking organiza-
tions are most vulnerable.

Narcotics seized at the border are in the most concentrated form
with respect to purity, in their greatest bulk, and at their highest value
running into the millions of dollars with respect to the investment
of the trafficking organization. Ten pounds of heroin intercented at
the border represents from 120 to 200 nounds of adulterated dosages

‘of heroin on the streets of the United States. Ten pounds intercepted
.at the border represents a minimum of a $400,000 investment bv the

trafficking organization and nearly $4 million in street value of the

.seized narcoties.

Information and intelligence is the key to successful interdiction
and removal of narcotics and to the making of major conspiracy cases.
Previously, customs officers. working overseas on the full range of

intelligence and liaison activities for all Customs matters, obtained and

exchanged significant narcotics intelligence which resunlted in major
seizures both in the United States and in foreign countries. Addition-
allv. information derived from these seizures resulted in numerous

narcotics conspiracy convictions.
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In short, we had the three I's at our direct disposal: intelligence
gathering abroad and domestically on smuggling cases, interdiction
at the ports of entry and the borders, and investigations of smuggling
cases and conspiracies. The loop was closed and the utilization of in-
telligence resulted in further intercefgtions at our borders, thus build-
ing the information base for successful conspiracy cases. The cycle de-
veloped was a self-generated and continuing one.

Reorganization Plan No. 2 of 1978, which created DEA by the
amalgamation of BNDD, ODALE—Office of Drug Administration
and Law Enforcement—ONNI—Office of National Narcotics Intel-
ligence—and parts of Customs charged these working systems and
interfaces between agencies, Customs was removed from narcotics
intelligence gathering and narcotics smuggling investigations, but was
left with the responsibility for all other contraband, fraud, firearms
smuggling, intelligence gathering, and investigations—both foreign
and domestic.

We were also left with the responsibility, reaffirmed by the plan,
for the interdiction of all contraband, including narcotics, at the ports
of entry and anywhere along the land and sea borders of the United
States. Thus, we became instantly dependent upon DEA for intelli-
gence to continue a high level of interdiction, and investigation by
DEA to maintain a viable program for the continued development of
international conspiracy cases. Unfortunately, neither happened,
which is the subject of considerable review and recommendation in
the recently issued Domestic Council White Paper on Drug Abuse.

The white paper observes that:

To date, DEA has not provided intelligence to the Customs Service relating
to the modus operandi of smugglers, or regarding specific individuals, in suffi-
clent quantity., A greater exchange IS necessary. .

The white paper. further points out that the development of con-
spiracy cases should be a major element of drug law enforcement and

that:

Interdiction of drugs at the border and ports of entry is an important com-
ponent of the overall supply reduction strategy because of, one, the deterrent
effect ; two, the potential for penetration of trafficking organizations: and three,
the possible removal of large quantities of drugs. The importance of this func-
tion is enhanced by the unique search authority of Customs.

Prior intelligence is useful in the removal of dru%s at the border;
yet the vast majority of Customs arrests and seizures have been accom-
plished without any prior information both before and increasingly
after Reorganization Plan No. 2. The significant difference is that
Customs through its unique police function was able to investigate
and develop these. cold arrests and seizures into its own intelligence
system to further feed the interdiction capability at the border. Un-
fortunately. DEA does not have this unique police structure to feed
the same interdiction forces, and their investigative techniques,
glethodology, and objectives are substantially different from that of

ustoms.

Current GAO studies on Federal drug enforcement state that DEA’s
intelligence-gathering efforts have been geared almost entirely to
identifying major traffickers and eliminating sources of supply, and
little effort has been devoted to the gathering of intelligence to inter-
dict drugs at U.S. borders and ports of entry. GAO also recognized
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the efficiency and effectiveness of our former enforcement cycle in a
report to Congress in which it commented upon the significant number
of Customs heroin seizures resulting from information obtained from
followup investigation of previous seizures. All of this capability
accounted for about 80 percent of all heroin seizures in fiscal year
1971 and about 50 percent of all hard narcotic seizures credited to
the Federal effort before July 1973.

Due to its classified content, I cannot quote to you directly from
another recent GAO study entitled “Problems in Slowing the Flow
of Cocaine and Heroin From and Through South America.”

Chairman Pixe. Mr. Acree, if I can interrupt you there, that is the
document that we have in our possession, is it not, Mr. Field? It is
found there under “background and statistics,” and I referred to it
earlier when I asked the members to see if they could figure out why
it was that highly classified.

_ Please proceed.

Mr. Acree. Thank you, Mr. Chairman. Several points are made in
that study, Mr. Chairman, to which you refer, which I believe are
pertinent to our interest of the morning.

One, intelligence on the narcotics problem previously developed by
Customs is no longer available.

Two—and these are quotes from the reports—intelligence is not
being gathered which targets Customs requirements. |

Three, adequate intelligence on drug trafficking which will assist
customs in its interdictory role is not being made available,

In short, Reorganization Plan Xo. 2, which sought the devclopmenrt
of a unified and cohesive Federal narcotics strategy, has achieved nnly
limited success in its objectives to date because of the manner in which
it has been implemented. Rather than expanding and developing a
more comprehensive intelligence data base which serves the entire
range of narcotics enforcement activities, DEA has until- recently
sought to approach its goals as being both proprietary and exclu-
sionary. ‘

Now to our experience operating with these constraints in the past
2 years: Since reorganization, two probloms are identifiable with the
current. arrangement under which Customs intelligence needs are met.
First, the amount of available intelligence has fallen significantly from
the level before reorganization. Second, the kinds and quality of
intelligence specifically geared to the needs of interdiction has also
significantly fallen. That these problems would occur appears almost
s&; f-evident in light of the 2 years of hindsight now available to all
of us,

I would like to record, Mr. Chairman, at this point that these dif-
ferences in objectives, methodology, and viewpoint have been vari-
ously described as “hostile,” “bureaucratic infighting,” “petty squab-
bli‘%;” et cetera. This is simply not the fact.

at we have here are two agencies with differing missions, meth-
odology, and o%erational requirements, and each agency is attempting
to do its job within the limitations of its charter. ’

DEA 1s the sole Federal agency working with local police depart-
ments, and although DEA accepts seizures and potential defendants
from us, some 10,000 in fiscal year 1975, we have not received the
“feedback” of information and intelligence to serve our operational
requirements at the ports and borders.
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Much of DEA's foreign grograms deal in eradication and coordi-
nation with host country police authorities with little or no informa-
tion or intelligence again back to us. .

I do know, however, that the operational requirements of Customs
from both DEA’s domestic and foreig operations should also be
oriented to provide tactical and strategic intelligence to identify sup-

liers, shippers, receivers, organizations, and any other activity in-
gicating methods and routes used in the smuggling of narcotics where
timely interdiction can be effected at the border to prevent narcotics
from becoming an internal law enforcement problem.

Along witthr., Jenson, I would also like to affirm that some reecent
progress has been made. With the advent on the scene of Deputy At- .
torney General Harold Tyler and the acting DEA Administrator
Henry Dogin, a seriés of meetings have been held and are continuing.
Our operational requirements have been made known to these officials.
They have been understood and accepted and directives have been is-
sued within DEA that are producing results. I would be pleased to
provide further details later.

However, I do not believe that any one system, procedure, program,
organization or strategy can bear the full burden of meeting all ex-
pectations in terms of ridding our Nation of the narcotics menace.

This is why the Treasury Department and the Customs Service filed
an addendum to the Domestic Council white paper recently released.
1t is our belief that the national strategy should be flexible enough to
insure utilization of all available U].S. resources, skills, and statutory
an! regulatory authority. We believe we caih make a far greater con-
tribution, that we can cooperate and work with DEA, and that a joint
effort will be far more meaningful in the national interest than uni-
lateral strategies and initiatives.

Thank you, Mr. Chairman. That concludes my statement.

Chairman Pike. Thank you, Mr. Acree.

Our final witness is Prof. Mark Moore, who is the former Chief
Planning Officer of DEA and is currently assistant professor of public
policy at the Kennedy School of Government at Harvard University.

Please proceed.

STATEMENT OF MARK H. MOORE, ASSISTART PROFESSOR OF PUB-
LIC POLICY, THE KENNEDY SCHOOL OF GOVERNMENT, HARVARD
UNIVERSITY; FORMERLY CHIEF PLANNING OFFICER, DRUG
ENFORCEMENT ADMINISTRATION

Mr. Moore. Thank you, Mr. Chairman. It is a pleasure to be here.
I have submitted written testimony for the record. In the interest of
time, I will omit sections of that written testimony in my oral
presentation.

My name is Mark Moore. I am currently assistant professor of

ublic policy at the Kennedy School of (government at Harvard

niversity. From July 1974, to August 1975, I was the Chief Planning
Officer of the Drug Enforcement Administration of the Department
of Justice. : _

As I understand it, the mandate of this committee is generally to
roview. the intelligence functions of the U.S. Government. You are
concerned that intelligence be conducted not only with due regard
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for civil liberties, but also with efficiency and effectiveness. You have
asked me to discuss the efficiency and effectiveness of the intelligénce
program in DEA.

I will do so in the following steps. (1) I will describe the important
role of intelligence in DEA’s mission. In the oral presentation I will
concentrate exclusively on tactical and operational intelligence as
opposed to strategic intelligence. (2) I will outline the general orga-
nizational problems that arise when an effort is made to develop a
{)rofessional intelligence capability in an enforcement organization

ike DEA. (8) I will describe the strategy that was adopted for DEA,

initial limitations that made successful development of the program
difficult, and some problems that developed. (4) I will indicate some
significant accomplishments of DEA's intelligence program, and
identify some signs that are auspicious for the future development
of the program.

T should make it clear that my discussion is neither the official
position of DEA. nor the analysis of an intelligence expert. I am
making these remarks as a reasonably knowledgeable and thoughtful
layman who had the opportunity to work closely with professionals
inside DEA on the analysis and planning of the intelligence program.
I am grateful to have had the opportunity. I would still be working
at DEA but for the fact that my leave of absence from Harvard
expired this last September.

There is a tendency to make the intelligence process mvsterious.
However, it is possible to have a very simple view of intelligence in
an organization like DEA. The basic issues are what decisions do DEA
agents make in developing cases and what information do they have
available to them when they make that decision?

Basically, DEA agents make two important kinds of tactical deci-
sions. They decide which cases are worth developing. And they make
decisions about the direction of development by pushing the case in
one direction rather than another, or seizing some opportunities that
appear during the development and ignoring others. While this sounds
abstract, it is really quite concrete and simple. Agents debrief de-
fendants and other informants to see who they can “give up.” They
must gage the credibilitv of the informants, and the importance of
the trafficker who the informant has volunteered to surrender. In the
course of undercover operations or surveillance activities, new indi-
viduals will be implicated and different avenues of investigation will
open up. Agents must then decide which avenues to pursue in the
light. of the imnortance of the potential targets, and the chance that
thev will be able to secure ineriminating evidence.

These decisions are some of the most important resource allocation
decisions made within DEA. After a decision has been made about
the geographical allocations of agents. all the remaining important
allocation decisions are then made by individual agents deciding
which sets of leads to pursue and which cases to follow up.

The important question is what information-do DE.\ agents have
available to them when making these vital operational decisions. To
answer this question, you have to know a liitle bit ahout the basic
structure of information processing in DEA and how agents get ac-
cess to that information. I hesitate to hore you with great detail about
this, but it is very important to understand some of the mechanics of
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the system because in some respects what we are talking about is a
very mechanical procedure and mechanical problem.

Information collected by DEA agents comes into headquarters
in several different forms. By far the most important source is the
“DEA-6: Report of Investigation.” However, there are also teletypes,
particularly from foreign areas, and telephone calls. The DEA~68’s
usually arrive several weeks after the events have occurred. The tele-
phone and teletype messages are much more timely. The written docu-

ments, DEA-8’s and teletype, are stored in chronological order in

numbered case files. A case file will often include many different in-
dividuals. Names mentioned in the documents will be cross indexed
to other case files in which the name appears, The pages of the file are
not numbered. In addition to these manual files, there is an auto-
mated system called NADDIS. Names, related case files, telephone
numbers, and some narrativa information are entered into the
NADDIS system from the DEA-6’s and teletypes. Telephone mes-
sages will enter the manual or antomated data bases only if someono
writes down their content on a DEA-~8. Thus, the data base consists
primarily of DEA-6’s organized in numbered case files, cross indexed
on the basis of names. The automated system called NADDIS is
primarily an automated cross-indexing system. It contains only a
small portion of the total information available on the DEA-6. That
is the structure of the data base within DEA.

To gain access to the existing information, DEA agents in the field
can do several things. First. the agents have immediate access to the
case files stored in their office. If they are operating out of a regional
office, this will include all the cases made in the region. If they are in
a district office, only cases made in that district will be available. Sec-
ond. about two-thirds of the domestic DEA offices. including about -
80 percent of the domestic personnel, have access to NADDIS through
a NADDIS terminal. If NADDIS is operating, and if someone in the
office knows how to use the NADDIS terminal. the agent can obtain
the limited but important information about indivicduals contained in
NADDIS. and identify the case numbers of other cases in which a
snecific individual is mentioned. He can gain access to these other case
filec by asking someone at headquarters to look through the files.

The next question is how does the agent get access to those other
physical files that aren’t stored there, to which he is referred by
NADDIS? The answer is he can call someone at headquarters and get
them to look through the file or request a copy of that file. The problem
is that the central files are verv voluminous and difficult to look
through, so that mostly agents don’t do that. What they do instead
is an alternative procedure which is less tidv but might be effective.
Namely, thev know from the case file in which office the case was
made. Therefore. they can call that office, using the F'TS system. and
speak directly to the agent who made the other case that the inquiring
agent is concerned about. That conversation over the telephone is likely
to produce both more comprehensive and more timely information
than the search through the files at headquarters. Thus. it is likely
that the field agent’s mainstays are the files stored physically in his
office, NADDIS and the FTS system. While this system may not look
like a formal intelligence system, it may be very effective.
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The basic idea of the operational and tactical intelligence program
inside DEA is to improve on this basic system—not replace it. The
specific improvement is simply to create a specialized group of people
who can master the case file and monitor a flow of paper relating to a
given geographical area. -

To do this job well, you nced people who have the minds of agents
and the temperament of scholars. They need the minds of agents to

.

. identify when peces of information are related to one another and

to distinguish facts from rumors and credible allegations from rumors.
They need the temperament of a scholar to be willing to spend long
hours fouring through essentially written documents and recording
what they observed in those written documents and they have to be
satisfied with that as their contribution to the overall enforcement
mission of DEA. Those people are rare. One of the major objectives
of the tactical and operational intelligence program is to increase the
supply of those people within DEA.

In making this investment, we are betting on a fairly simple propo-
sition : If a man has access to a data base that covers a longer span of
time and a larger geographical area than agents currently have avail-
able, the chances of discovering significant relationships that can be
exploited in the investigation increase significantly.

Let me emphasize the benefits that would accrue if you had a pro-
gram like that inside DEA. First, a given agent would be able to bring
more information to bear on the decisions about which cases to develon,
and the direction in which to develop them. On average, if his deci-
sion got slightly better (that is. he changed from a .200 hitter to a
.350 hitter), DEA’s overall production would increase significantly.

Second, relationships between cases being developed simultaneously
would be noted, and tﬁe tactics in the case adjusted to insure the effec-
tive development of what is now seen to be a single case involving
several different agents from different regions.

Third, a review of historical files might reveal significant investi-
gative opportunities in relationships among cases that were not noticed
at the time. These opportunities would become available as additional
leads for agents to consider in deciding how to allocate their time.

There is an additional point about this process. As the intelligence
analysts worked with the existing case files to support ongoing inves-
tigations, they would be effectively rearranging the information cur-
rently available within DEA. Pieces of information previously stored
in disparate case files would begin to be organized in coherent pictures
of trafficking networks. Implicitly over time a new data base organized
on a much different and more useful basis than the existing files would
begin to grow. This is an aspect of the intelligence program to wiiich
Mr. Jenson also referred.

Thus, there is some potential benefit of an operational and tactical
intellizence program inside DEA. Its exact benefits are somewhat
uncertain.

Now, it should be apparent from the discussion above that there will
be some general problems in seeking to develop intelligence programs
in enforcement organizations. Nearly every police organization seek-
ing to develop an intelligence program will encounter the same kind of
problems. I would like to describe the problems.
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First, there is the problem of information processing. The systems
that exist in police organizations before they get an intelligence system
are unlikely to be useful for intelligence pu 8. The design of new
filing and indexing systems and the shift from manual systems to
automated systems is likely to require more resources and greater tech-
nical expertise than enforcement organizations are likely to have
available to them. Thus, you have to understand that you are going to
pay a very high entry cost whenever you decide to set up an intelligence
system inside an enforcement organization.

Second, there is the problem of capturing what agents and police
officers know for the intelligence system. Agents do not write every-
thing down that is important. This is true partly because it is simply
inconvenient and expensive to do so. In fact, I once argued the greatest
contribution to the New York City Police Department intelligence pro-
gram was simply to spend more money for secretaries on the principle
that the reason lots of information wasn’t getting there is that it
wasn’t being written down. A second reason that information doesn’t
get into the system is that agents are concerned that other agents will
use that information and make the case before the original agent gets
around to using it. A third reason is that it is very important to keep
tho case files clean of irrelevant information because they are going to
be used for evidentiary purposes. All three of those factors tend to
make it difficult to get information that agents know captured in the
existing intelligence system.

The third problem is there is a basic hostility toward intelligence
functions in enforcement organizations. I am not entirely clear about
the exact reasons for these hostilities, but I have a couple of suspicions.
I think the major problem is the functions of an intelligence analyst
are almost wholly included within the functions of an investigator. No
investigator would be happy to admit that he had not mined the files
of his organization for every nugget of relevant information. Conse-
quently, investigators think they should be doing what the intelligence
analysts are doing, and also believe that they performed this function
better at lower cost than the analysts currently do.

A corollary of this contempt is the fear that the analysts may do
the job better than the agents. There is a fear that the analysts will
discover things the agent did not notice, or suggest things the agent
would never take seriously, or steal credit for cases that agents helped
to make. The possibility that intelligence analysts could embarrass,
propose to guide, or steal credit from agents is particularly galling to
ng?nts because the intelligence analysts are desk workers who face no
risks.

Thus, whenever one proposes to establish an intelligence program
in an enforcement organization, one faces serious technical, financial,
alflld organizational problems. It is a very expensive and time-consuming
effort.

These general problems were known to the architects of DEA. In-
deed, these problems guided their calculations. They were concerned
about two things:

First, they were concerned about getting a major, sustained invest-
ment in the basic systems that would support an intelligence profession
inside the organization. This argued for the creation of a separate
Office of Intelligence headed by an Assistant Administrator who could
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take responsibility for the development of the profession, and com-
pete successfully with other l]:z'ogl'axns for resources. .

On the other hand, they had to be-worried about insuring effective
coordination between operational intelligence analysts and enforce-
ment agents. Coordination was important partly to secure the benefits
of operational intelligence and partly to win acceptance for the in-

_telligence function among the enforcement side of the organization.

£1

Effective coordination argued for close liaison and integration of in-
telligence analysts in the operational chain of command, namely, no
separate Office of Intelligence.

In the end, they decided that insuring the development of the pro-
fession was the immediate problem. They would worry about effective
coordination later. Consequently, they decided to establish a separate
Office of Intelligence. Moreover, in choosing the man to head this of-
fice, they nearly pulled off a brilliant compromise. They found a man
who combined three important chareteristics: He was probably the
strongest program manager in DEA, he was highly respected by en-
forcemeént types, and he seemed to have respect for intelligence. Thus,
thev could put him in charge of intelligence, rely on his management
gkill and interest in intelligence to establish the profession, and relv on
his credibility with enforcement agents to solve the long-run problem
of integrating intelligence into DE.A’s overall program.

This was a very good calculation. However. there were several par-
ticular problems in DEA that spoiled these reasonable hopes.

First, DEA had to deal with the trauma of a general reorganization.

The instability created by the reorganization meant that there were

hundreds of problems to be resolved. many people to be reassured. and
many new programs that had to be funded. A program that needed a
very large investment of new resources and careful attention to pro-
cedures and personnel would have a hard time.

Second. the basic foundations for an intelligence program in DEA
were fairly weak. BNDD's small strategic intelligence staff was com-
bined with the larger ONNI. Neither organization had a particularly
distinguished record in the area of operational intellizence. Indeed
to some extent one had to regard these transfers as liabilities rather
than assets. They absorbed a large fraction of the available resources,
and would complicate efforts to redesign a new program.

Third, supervisory positions in_the intelligence program were used
to absorb high grade agent personnel who were displaced in the re-
organization. Many of these people had little commitment, and less
knowledge about how to establish an intelligence program.

Fourth, the ADP program in DEA was extremelv hard pressed. It
was struggling under the burden of three major ADP systems which
were coming into operation—for example. NADDIS, CSA. ARCOS—
and two other systems which were supposed to he ready but were lag-
ging very behind schedule—for example, STRIDE and DEA-AS.

Fifth, after failing to get the resources and attention he felt he de-
served and needed, the Assistant Administrator for Intelligence turned
instead to operational programs in which he was very interested. These
programs exaggerated the potential conflict between enforcement and
Intelligence. ‘

Thus, within a year or two after DEA was established, it became
clear that we had the worst of all worlds. In establishing a separate
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Office of Intelligence we had paid the price of poor coordination. In-.

deed, we had active competition, not just poor coordination. And

there was little evidence o¥ a developing intelligence profession, -
_First that statement I made in January last year approximately.

Despite these problems, the intelligence program within DEA did
have some significant accomplishments during this period.

Significant accomplishments included: the development and routine:
use of the heroin signature program which allows DEA to make more-
precise estimates about the sources of drugs; the development of an
interagency intelligence facility on the Southwest border which will
insure that large amounts of information available within DEA are-
brought to bear on operation decisions in the vital area of the South-
west border; and third, significant and increasing contributions by
operational and tactical intelligence to take care of major conspiracy
cases made by CENTAC units.

These accomplishments signal a significant potential within the cur-
rent intelligence program.

Hopeful signs indicating that the program is now moving in the-
correct direction include the following:

Gradual replacement of 1,811 supervisors in the intelligence area.

The development of filing procedures to facilitate and organize in-
telligence production.

Closer liaison between intelligence analysts and enforcement people
to insure relevant intelligence.

Thus, we are beginning to see the best of all worlds—a world in
which intelligence 1s flourishing and effectively cooperating with en-
forcement operations.

However, it is important to keep in mind that the development of
this program is by nature a long-run process. Since I have returned
to Harvard, I have discussed this organizational problem with several
colleagues—including some from the Harvard Business School. They
point out that even in & private firm where they have significant dis-
cretion over hiring and firing, we would be thinking in terms of a
5-year development program. In a Government agency, with less dis-
cretion about personnel and less measurable outputs the process would
brobably be substantially longer. I hope that this committee will lend
1ts weight to assist DEA in this development process. It is the duty of
all of us to do so.

Thank you.

[Professor Moore’s prepared statement follows:]

PREPARED STATEMENT OF MARK H. MOORE, ASSISTANT PROFESSOR OF PUBLIC PPoLICY.
THE KENNEDY SCHOOL OF GOVERNMENT, HARVARD UNIVERSITY, FORMERLY CiUIEF
PLANNING OFFICER, DRUG ENFORCEMENT ADMINISTRATION

INTRODUCTION

My name is Mark Moore. I am currently an Ascistant Professor of Public
Policy at the Kennedy School of Government at Harvard University. From July,
1974 to August, 1975, I was the Chief Planning Officer of the Drug Enforcement
Administration of the Department of Justice.

As I understand it, the mandate of this Committee is generally to review the
intelligence functions of the U.S, Government. You are concerned that intelli-
gence be conducted not only with due regard for civil liberties, but alse with
efficlency and effectiveness. You have asked me to discuss the efficiency and effec-
tiveness of the intelligence program in DEA.
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I will do so in the following steps. First, I will describe the important role
of intelligence in DEA’s mission. Second, I will outline the general organizational
problems that arise when an effort is made to develop a professional intelligence
capability in an enforcement organization like DEA. Third, I will describe the
strategy that was adopted for DEA, initial limitations that made syccessful
development of the program difficult, and some problems that developed. Fourth,
I will indicate some significant accomplishments of DEA's intelligence program,
and identify some signs that are auspicious for the future development of the
program,

I should make it clear that my discussion is neither the official position of
DEA, nor the analysis of an intelligence expert. I am making these remarks as a
reasonably knowledgeable and thoughtful layman who had the opportunity to
work closely with professionals inside DEA on the analysis and planning of the
intelligence program. I am grateful to have had the opportunity. I would still be
working at DEA but for the fact that my leave of absence from Harvard expired
on September 1, 1975.

THE BOLE OF INTELLIGENCE IN DEA

There is a tendency to make the intelligence process mysterious. In some orga-
nizations, at some levels of analysis, I am certain that the process is difficult
and mysterious. However, it is possible to have a very simple view of intelligence
in an organization like DEA.

We need a basic distinction, Strategic intelligence will be defined as intelligence
which contributes to evaluations of DEA’s performance or affects basic allocation
decisions within DEA., It has no effect on the development of individual enses.
Operational and tactical intelligence will be treated together and defined as intel-
ligence that affects the development of individual cases. I will discuss strategic
intelligence first.because it can be handled fairly quickly, and then give more
concentrated attention to operational and tactical intelligence.

The Administrator of DEA is responsible for monitoring the performance of his
organization, and for knowing what shifts of resources from one geographic area
to another, or from one program to another, are likely to improve the perform-
ance. Strategic intelligence should supply him with this information. Specifically,
strategic intelligence should inform him on the following issues:

Trends in the abuse of different kinds of drugs.

Levels of price and availability of drugs in illicit markets.

The major sources of drugs to illicit markets.

The capabllities of drug control agencies of other-governments that are

potentially able to assist DEA in overall drug control efforts.

The structure of illicit distribution systems.
If he knows these things, he can make reasonable policy decisions about the
allocation and use of his resources, and can reliably report on the external envi-
ronment he faces, and what he has been able to accomplish.

Two things are worth noting about the strategic intelligence program. First,
strategic intelligence requires information' and analytic capabilities that are
significantly different from the information and analysis that are required to
make cases, For example, it is important to collect information about the capabili-
ties of other drug control agencies so that DEA will know how much of the job
they can depend on these other agenices to do. and how DEA can best complement
their efforts. In the course of their regular efforts, DEA agents will pick up some
information of this kind. However, to have systematic information available, spe-
cial collection efforts must be orgarnized. Another example: strategic intelligence
analysts must be able to discern general trerds in a welter of detail. For some
requirements fnvolving quantitative data, this simply requires that the analysts
be competent statisticians. However, for other requirements the analysts must be
able to develop general models and descriptions on the basis of fragments of
information. In an agency that is oriented to producing evidence to be used in
conirt to convict individuals, this speculative effort to estah'ish general trends
seems suspicious. Thus, the strategic intelligence function does not fit nestly into
the ordinary operators of an enforcement agency. Second, despite these problems,
DEA has made some substantial progress in the strategic intelligence area—
particularly with respect to the first three requirements. Indeed, DEA I8 now In
an excellent position to monitor trends in the use, availability, and sources of
heroin. These issues can be resolved with some confidence and precision.

The basic purpose of the operational and tactical intelligence program is to
insure that the full weight of DEA’s international data base be brought to bear
on the operational decisions made by individual DEA agents. To understand the
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importance of this function, it is necessary to understand a little ahout the
important decisions in making cases, and the information that is currently and
potentially avallable to DEA agents who make those decisions. ’

DEA agents make two important kinds of tactical decisions. They decide which
cases are worth developing. And they make decisions about the direction of
development by pushing the case in one direction rather than another, or seizing
some opportunities that appear during the development and ignoring others.
While this sounds abstract, it is really quite concrete and simple. Agents de-brief
defendants and other informants to see who they can *'give up.” They must gage
the credibility of the informants, and the importance of the trafficker who the
informant has volunteered to surrender. In the course of undercover operations.
or surveillance activities, new individuals will be implicated and different avenues
of investigation will open up. Agents must then decide which avenues to pursue
in the light of the importance of the potential targets, and the chance that they
will be able to secure incriminating evidence. In effect, agents are constantly
evaluating “leads.” Their individual decisions about which leads to follow will
determine the aggregate production and ultimate impact of DEA.

Now, the important question is what information do DEA agents have avail-
able to them when making these vital operational decisions. To answer this
question, one must know about the basic structure of information processing
within DEA. One must know how the national data base is created and organized,.
and how DEA agents in the fleld can gain access to this information.

Information collected by DEA agents comes into headquarters in several dif-
ferent forms. By far the most important source is the “DEA-6: Report of In-
vestigation.” However, there are also teletypes (particularly from foreign areas),
and telephone calls. The DEA-6's usually arrive several weeks after the events.
have occurred. The telephone and teletype messages are much more timely. The
written documents (DEA-6's and teletype) are stored in chronological order in
numbered case files. A case file will often include many different individuals,
Numes mentioned in the documents will be cross-indexed to other case files in
which the name appears. The pages of the fiie are not numbered. In addition to
the =0 manual files, there is an automated system called NADDIS, Names, re-
lated case flles, telephone numbers, and some narrative information are entered
into the NADDIS system from the DEA-6's and teletypes. Telephone messages
will enter the manual or automated data bases only if someone writes down
their content on a DEA-68. Thus, the data base consists primarily of DEA-6's
organized in nuinbered case flles, cross-indexed on the basis of names. The auto-
mated system called NADDIS is primarily an automated cross-indexing system.
It contains only a small portion of the total information available on the DEA-G.

To gain access to the existing information, DEA agents in the field can do
several things. First, the agents have immediate access to the case files stored
in their office. If they are operating out of a regional office. this will include all
the cases made in the region. If they are in a district office, only casex made in
that district will be available. Second, about two-thirds of the domestic DEA
offices (including about 80% of the dumestic personnel) have access to NADDIS
through a NADDIS terminal. If NADDIS is operating, and if someone in the otlice
knows how to use the NADDIS terminal, the agent can obhtain the limited. but
important information about individuals contained by NADDIS, and identify the
case numbers of other cases in which a specifie individual is mentioned. He can
gain access to these other case flles by asking someone at headquarters to lonok
through the filles. However. because the pages of the files are not numbered and
the filles are often very thick, sifting through_the related case files s a time-
consuming chore. Probably a more valuable source of information is the FTS.
telephone system. From NADDIS. the agent will know which offices made differ-
ent cases. A telephone call to that office will often enable the inquiring agent to
talk to the agent who made the related case. Their conversation is likely to pro-
duce more comprehensive information more quickly than checking the files, Thus,
it is likely that the field agent's mainstays are the files stored physically in his.
office, NADDIS and the FTC systemn. While this system may not look like a
formal intelligence system, it may be very effective.

The basic idea of the operational and tactical intelligence program in<ide
DEA is to improve on this basic system—not replace it. The specific improvement
is simply to create a specialized group of people who can master the case file and
monitor a flow of paper relating to a given geographical area. Basically, this
capability represents a large investment in operational Intelligence analysis. The
analysts should steep themselves in the historical record of investigationx. come:
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40 know the trafiickers and their organizations, and monitor on-going cases in the
“context of that historical record. In making this investment, we are betting on a

fairly simple proposition : if a man has access to a data base that covers a longer

span of time and a larger geographical area, the chance of discovering significant
‘relationships that can be exploited in the investigation increase significantly.

If this capability existed, several significant benefits would accrue. First, a
given agent would be able to bring more information to bear on the decisions
about which cases to develop, and the direction in which to develop them. On
average. if his decision got slightly better (i.e., he changed from a .200 hitter to a
.350 litter), DEA’s overall production would increase significantiy. Secondly, re-
lationships between cases being developed simultaneously would be noted, and
the tactics in the case adjusted to insure the effective development of what is
now seen to be a single case {nvolving several different agents from different
regions. Third, a review of historical files might reveal significant investigative
opportunities in relationships among cases that were not noticed at the time.
These opportunities would become available as additional leads for agents to
consider in deciding how to allocate their time. If done well, this would have a
profound impact on the kinds of cases developed within DEA. One would expect
to see more cases involving high level traffickers, more cases crossing regional
houndaries, and more cases involving conspiracy charges for historical offenses
which had not yet passed the statute of limitations. DEA’s aggregate produc-
tion would increase.

There is an additional point about this process. As the intelligence analysts
worked with the existing case filles to support on-going investigations, they
would be effectively re-arranging the information currently available within
DEA. Pieces of information in disparate case files would be organized into co-

"herent pictures of trafficking networks. Implicity, then, a new data base, or-

ganized on a much different and more useful basis than the existing case would
begin to grow. The growth of this data base would mean that retrieval from man-
ual files would be easier in the future. Moreover, there would be a new possi-
bility for automation of the files. In effect, the analysts’ work has an investment
component as well as an immediate, operational component.

There are several things worth noting about this process. First, in order to do
this job well, one needs people who have the minds of agents and the tempera-
ments of scholars. They need the minds of agents to insure: (1) that the analysts

-can distinguish facts from credible allegations; and credible allegations from

rumours; and (2) that they are able to see when two pieces of information are
related in a way that explains a whole set of relationships or a whole pattern
of activity. They need the temperaments of scholars to insure that they are

-satisfied with and absorbed by the process of sifting through pieces of paper

to discover facts. Such people are rare, and somewhat difficult to train.
Second, what is called operational and tactical intelligence in DEA is really
only a piece of the total intélligence process. Intelligence in DEA means analysis

-and production. And then it means only a portion of the analysis and production

that is actually done within DEA. People called Agents do the vast majority of
the intelligence collection, and no small portion of the total analysis and produc-

“tion. In effect, agents performing what would be called intelligence functions
““in an intelligence organization. surround the tiny piece of the overall intelli-

gence process that is given to the program called Intelligence in DEA. Intelli-

-gence in DEA is really only an increased expenditure on the process of analysis

and production.

Third, it is clear that the basic structure of information processing in DEA
is likely to be & problem. There is some problem with timeliness for written docu-
ments—but this is not likely to be a major problem. Six months to several years
may be a reasonable planning horizon for most conspiracy cases. More serious

‘problems exist in capturing, organizing, and retrieving the information, The case

files are incomplete in terms of information available to agents and very difficult
to work with in doing analysis. There is a long design process ahead in terms of
filing procedures and automation.

Fourth, the net contribution of the operational and tactical intelligence pro-
gram depends a great deal on how well agents are doing with the combination
of NADDIS and FTS. Some portion of the potential that exists to be captured
by the improved operational intelligence program is already being captured by
this other ad hoc system. It is unclear what fraction this is, but if it is sub-
stantial, then the potential net contribution of existing intelligence system will
be fairly small.
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Thus, there are potentially significant contributions to be made to DEA’s
-enforcement program by an effective strategic intelligence program and an ef-
fective operational intelligence program. One would expect to see the results
of improved strategic intelligence in the form of more accurate eharacteristics
of the drug abuse problem, more rational allocation decision, and increased pro-
ductivity. One would expect to see the results of an improved operational intelli-
gence program in the form of cases that involved higher quality defendants,
crossed regional boundaries, and charged people with conspiracy for historical

- offenses. Both would contribute to DEA’s ability to control the drug problem.

GENERAL PROBLEMS OF INTELLIGENCE PROGRAMS IN ENFORCEMENT ORGANIZATIONS

It should be apparent Irom the discussion above that there will be some gen-
eral problems in seeking to develop intelligence programs in enforcement or-
ganizations. These protlems will show up in any enforcement organization
embarking on-an intelligence program. There are three problems worth noting.

First, there is the problem of information processing. Existing systems, both
manual and automated, are unlikely to be useful. The development of new
filing and indexing systems is likely to be very difficult. Shifting from manual
systems to automated systems is likely to require more resources and greater
technical expertise than enforecement organizations are likely to have available
to them. Thus, one must pay a very high entry cost to have an intelligence ori-

"epted data base.

Second, there is the problem of capturing what agents know for the intelli-
gence system. Agents do not write everything down that is important. This is
true partly because it is simply inconvenient and expensive to do so (I once
argued that the greatest contribution to the intelligence system of the NYCPD
would be simply to provide more secretaries) ; partly because they are concerned
that other agents will use the information to make a case before they get around
to it; and partly because it is important to keep the case files clean of irrelevant
information for evidentiary purposes.

Third, there is a basic hostility toward IG functions in enforcement organiza-
tions. The exact reasons for this hostility are not clear. However, I think it is
related to the following factors. The functions of an intelligence analyst are
almost wholly included in the functions of an investigator. No investigator would
be happy to admit that he had not mined the files of his organization for every
nugeget of relevant information. Consequently, investigators think they should be
doing what the intelligence analysts are doing, and also believe that they per-
formed this function better at lower cost than the analysts currently do. A
corollary of this contempt is the fear that the analysts may do the job better than
the agents. There is a fear that the analysts will discover things the agent did
not-notice, or suggest things the agent would never take seriously. or steal credit
for cases that agents helped to make. The possibility that intelligence analysts
could embarrass, propose to guide, or steal credit from agents is particularly
galling to agents because the intelligence analysts are dilletantes who face no
risks. They do not know how hard it is to de-brief a defendant nor crash a
door., They_sit secure in their offices to embarrass and guide street agents who
risk their neck and work long and irregular hours. Whatever the reasons, it
seems clear that agents are hostile towards intelligence analysts and take every
opportunity to degrade them and limit their program,

Thus, whenever one proposes to establish an intelligence program in an en-
forcement organization, one faces serious technical, financlal, and organizational

‘"';;pi"OIjlelns. It is an expensive effort.

PROBLEMS OF DEVELOPMENT WITHIN DEA

These general problems were known to the architects of DEA. Indeed, these
problems guided their calculations. They had to be concerned about two con-
flicting objectives. On the one hand, they were concerned about getting a major,
rustained investment in the basic systems that would support an intelligence
profession (e.g., personnel systems and information systems). This argued for
the creation of a separate Office of Intelligence headed by an Assistant Admin-

=istrator-who could take responsibility for the development of the profession, and

compete successfully with other programs for resources. On the other hand, they
had to be worried about insuring effective coordination between operational in-
telligence analysts and enforcement agents. Coordination was important partly
to secure the benefits of operational intelligence and partly to win acceptance for
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the intelligence function among the enforcement side of the organization. Effec-
tive coordination argued for close llaison and integration of intelligence analysts
in the operational chain of command.

In the end, they decided that insuring the development of the profession was
the immediate problem. They would worry about effective coordination later.
Consequently, they decided to establish a separate Office of Intelligence. More-
over, in choosing the man to head this office, they nearly pulled off a brilliant
compromise. They found a man who combined three important characteristics:
he was probably the strongest program manager in DEA ; he was highly respected
by enforcement types; and he seemed to have respect for intelligence. Thus, they
could put him in charge of intelligence, rely on his management skill and interest
in intelligence to establish the profession, and rely on his credibility with enforce-

" ment agents to solve the long-run problem of integrating intelligence into DEA’s

overall program.

This was a reasonable calculation. I can easily manage myself making it.
Moreover, in many situations it might have been successful. However, there
were several particular problems in DEA that spoiled these reasonable hopes.

First, DEBA had to deal with the trauma of a general reorganization. The
instability created by the reorganization meant that there were hundreds of
problems to be resolved, many people to be reassured, and many new programs
that had to be funded. Moreover, most of these issues had to be resolved at fairly
high levels because an important consequence of any reorganization is to confuse
the delegation of authority. The result was that the central management and
financial resources of the organization users were very hard pressed. A program
that needed a very large investment of new resources and careful attention to
procedures and personnel would have a hard time.

Second, the basic foundations for an intelligence program in DEA were fairly
weak. BNDD’s small strategic intelligence staff was combined with ONNI. Neither
organization had a particularly distinguished record. Indeed to some extent,
one had to regard these transfers as liabilities rather than assets. They absorhed
a large fraction of the available resources, and would complicate efforts to
design a wholly new program.

Third. supervisory positions in the intelligence program were used to ahsorh
high grade 1811 personnel who were displaced in-the reorganization. Many of
these people had little commitment, and less knowledge about how to establish
an intelligence program.

Fourth, the ADP program in DBA was extremely hard pressed. It was strug-
gling, under the hurden of three major ADP systems which were coming into
operation (e.g., NADDIS, CSA, ARCOS), and two other systems which were
?)uélgos:g)to be ready but were lagging very behind schedule (e.g., STRIDE and

Fifth, after failing to get the resources and attention he felt he deserved and
needed, the Assistant Administrator for Intelligence lost some of his interest
in developing the profession of intelligence. He turned, instead, to operational
programs. These programs exaggerated the potential conflict between enforcement
and intelligence,

- Thus, within a year or two after DEA was established, it became clear that we
had the worst of all worlds. We had paid the price of poor coordination. (Indeed,
we had pald it in spades. There was active competition between enforcement and
intelligence, not just poor coordination.) And there was little evidence of a devel-
oping intelligence profession.

SOME HOPEFUL BIGNS

Desplite these problens;the Intelligence Program within DEA did have some
significant accomplishments during this period. Moreover, current signs ahout
the development of the program are auspicious.

Significant accomplishments include: .

The development and routine use of the Heroin Signature Program which
allows DEA to make more precise estimates ahout the sources of drugs.
The development of an interagency intelligence facility on the Southwest
Border which will insure that large amounts of information available within
DEA are brought to bear on operational decisions in this vital area.
Significant and increasing contributions by operational and tactical intel-
ligence to major conspiracy cases made by CENTAC units. .
These accomplishments signal a significant potential within the current intel-
ligence program, .- .
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Hopeful signs indicating that the program is now moving in the correct

direction include the following:
Gradual replacement of 1811 supervisory personnel in the IG program

with intelligence professionals.
The development of consistent manual filing procedures, prototype analyses

and quality procedures to facllitate and organize intelligence production.
Closer liaison between intelligence analysts and enforcement desks to
insure timely and relevant intelligence products.
Thus, we are beginning to see the best of all worlds—a world in which the
intelligence profession is flourishing and effectively co-operating with enforce-

ment operations.
However, it is important to keep in mind that the development of this program

is. by nature a long-run process. Since I have returned to Harvard, I have dis-
cussed this organizational problem with several colleagues—including some from
the Harvard Business School. They point out that even in a private irm with
the advantages of easlly rieasurable outputs and significant discretion over hiring
and firing, we would be thinking in terms of a five-year development program.
In a government agency, with less discretion about personnel and less measurable
outputs the process would probably be substantially longer, I hope that this com-
mittee will lend its weight to assist DEA in this development process. It is the

duty of all of us to do so.

Chairman Pike. Thank you very much, Professor Moore.

The committee will now proceed under the 5-minute rule. We may
find it necessary to go into executive session. We may decide this can
be done at the staff level. I will rely on the judgment of the committee.

‘T would like to ask you first, Mr. Jenson: Is our intelligence such,
today, that we know where the hard narcotics on the streets of America
come from?

Mr. Jenson. Yes, sir, Mr. Chairman. Through the signature program
that Dr. Moore referred to, we were able to determine within a rea-
sonable percentage of accuracy the actual source country of the heroin.

"Chairman Pi1ge. You refer to heroin. Is the same also true for
cocaine!

Mr. JensoN. Cocaine, yes, sir. Cocaine originates in South America.
All cocaine coming into the United States, for that matter, around the
world. is from South America?

:Chairman Pixe. South America is a fairly large area. Can we pin-
point it any better than South America.

-Mr. JengoN. Principally, sir, the producing country is Peru, in the
Andes Mountain Range in South America.

Chairman Pike. Mr. Acree, would you agree that, today, we know
pretty well where the hard drugs coming into. America come from{

Mr. Acree. I would agree certainly, Mr. Chairman, that we know
the oriﬁgin countrywise of the hard (irugs coming into the United
States, but I do not know, sir, as to how they get here.

Chairman Pixe. So there is a problem not so much as to pinpointing
where they are basically grown and perhaps produced, but the routes
by which they get into Americat

Mr. Acrek. The routes, the modes, the means, the manner by which
thg}vlare smuggled into the United States.

airman Pige. I would ask you, Mr, Jenson. what proportion
of the drugs illicitly entering the United States of America, in your
judgment, are detected and seized today?

r. JENsoN. That would be simgly an estimate on our part and it
would have to be broken down by the different types of drugs.

Chairman PrxEe. For my purpose skip marihuana.
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Mr. JensoN. In the case of heroin, something like 10 percent or less
of the total required for the estimated addict population of the United
States aré confiscated. o R :

Chairman Pike. How about the other hard drugs?

Mr. JENsoN. Cocaine, that is a little harder to get a handle én. The
use of cocaine is much wider s8pread and we do not really have as
much of an estimate figure on the actual consumption of cocaine and,
téherefore, we don’t know really how much is entering the United

tates. :

In the case of the addict &?pulation, we do have a rough estimate
of the number of addicts. We can then compute the average daily
consumption of an individual addict and make a determination.

Chairman Pixe. Do you come up with a figure of better than 10
percent or worse than 10 percent ¢

Mr. Jenson. Again, I would say it probably would range in the
same area. Something around 10 percent, , ‘

Chairman Pike. So, with all of your efforts in this regard during:
the last few years—and Congress bas devoted some time to this—we
are still intercepting roughl’y only about 10 percent of the drugs that
are flowing into the country

Mr. Jenson, That is correct, sir, but there is another factor, here.
In the last coque of years we have expanded our international opera-
tions. The DEA. is now located in 61 posts in 42 foreign countries, and
a great deal of activity is occurring there in the eradication area and
in the destruction and seizure of laboratories, which prevents produc-
tion or reduces the amount that would be available to be smuggled
into the United States.

Chairman Pige. In your judgment, is the intelligence input into-
the process better or worse, today, than it was before the creation of
the DEA ¢ ‘ :

Mr, JexsoN. In my opinion, it is considerably better today than
ever before. We, today, know more about thl:’groduci areas of the
world, the quantities they are capable of producing. We don’t have
all of that information, but we are working toward that end, and
we do have a starting point to develop that type of information.
‘What types of drugs are available or could be available, and also from
the domestic side of it, what drugs are abused, or those that have the:
greatest potential for abuse, so we can take necessary action here to-
control or to make efforts to reduce the availability of those substances.

Chairman Pree. Mr. Acree, may we have your views?

Mr. Acrek. I would have to say, insofar as the Customs Service is-
concerned, that we find ourselves, as I indicated in my opening state-
ment, disadvantaged by the kind, both kind and volume of information
that fits our operational requirements. o _

We need to know not really where it is grown—and. some of the
areas my associate, Mr. Jenson, referred to—but we need to know
how it is getting into our country. We do not know, sir. :

Chairman Pixe. Mr. Treen. . '

Mr. TreeN. Thank you, Mr. Chairman. ‘ -

I want to follow up on that. How many names do you have in this
personal data base, Mr. Jenson, in DEA ¢ -

Mr. JEnsoN. We have more than one system, sir, In our——
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Mr. Treen. You have several systems, One is g filing system based
ulpon the names of individuals, and I assume in that s§stem you have
all available information on that particular individual. Is that correct?

Mr. JEnsoN. Yes. "

Mr. TReeN. How many names do you have in there?

Mr. JensoN. Approximately half a million, sir.

Mr. Treen. Ha F a million names? ;

Mpr. JrNsoN. Yes, sir.

. Mr. Treen. On which you have, I would assume, varying degrees of
information. That is, from hard information down to just rumor or
hearsay ; isthat correct

Mr. JensoN. That is correct.

Mr. Treen. Now, how do you disseminate intelligence information

to the Customs Service? Mr. Acree has just indicated that, as I gather,
he is not getting information that he formerly would have, which
would arousp the suspicion that someone is coming into the country
in some manner with narcotics. - ‘

When you get information which would be useful to Customs for
interdiction pm})oses, how do you disseminate this? :

Mr. JensoN. It would depend on the nature of the activity. If it is
something concerning an operational matter that develops in one of
our field offices, the field office would inform the Customs counterpart
in that particular location, and we would work jointly, where appro-
priate, with them, in the pursuit of this information.

Also, we now have established here in headquarters in Washington
a unit that provides day-to-day information to the Customs Service.

Mr. TreeN. Day-to-day operational information ?

Mr. JensoN. Plus not only operational information but that of the
more or less strategic type that will identify source countries——

Mr. TreeN. I understand that. I am trying to get to the kind of in-
formation that Mr. Acree apparently thinks he used to get regarding
the entry of narcotics into the country. Let's narrow it down to that.

You send out all information that you get that would arouse sus-
picion that someone is going to come into the country with drugs. Do
you send that daily to the Customs Service ?

Mr. JexsoN. That is correct, we do, including whatever information
we have such as license plates, if it is an automobile that is suspected
of being involved. If we have any information as to the type of smug-
gling, whether it is a secret compartment in a suitcase or in & hollowed-
out portion of the drive shaft of an automobile, this type of informa-
tion 1s furnished to the Customs agency.

Mr. TrReeN. Mr. Acree, what kind of information is it that you used
to get when you had that within your agency that you are not get-
ting now? You have indicated, I think pretty strongly, that you are
not able to accomplish the interdictions at the border that you used
to be able to—is that your bottom-line statement ? '

Mr. Acrek. Yes. I also indicated since June there has been marked
improvement. I think it is in that context that Mr. Jenson is speak-
ing, and I would certainly have to agree that since June there has been

marked improvement.: :
In fact, I have brought with me some of the letters T have written to

- Mr. Dogin in this regard. One dated September 22, 1975 :
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As a Zollowup to our discussions September 15, I am pleased to let you know
our effurts are beginning to bear fruit. Upon my return to Washington I was in-
forme// that on September 12, we received a significant number of DEA arrest

repor'’s.

Mr. TreeN. I do appreciate that—that it is improving,

"Ar. AcreE. It isimproving,sir.

Mr. TrerN. Is it up to the level that you want it to be or the level
we had before the reorganization ?

My, AcreE. No,sir: it is not to that level.

Mr. Treen. You have indicated that you used to be able to make
3 lot of “cold” arrests, I assume you mean by that arrests not based
on hard information; is that correct?

Mr. Acree. That is correct, sir.

Mr. Treen. Why can’t you still make these cold arrests? You seem
to indicate that since reorganization you can’t make them.

Mr. Acree. We still make the cold arrests. I would point out, how-
ever, that the percentage of cold seizures has in¢ substantially.
As a matter of fact, since July 1, 1974, through November 12, yester-
day, we made 24,177 narcotics seizures. Only 1,061 of them were based
on prior information.

hairman Pike. The time of the gentleman has expired.

Mr. Giamo?

Mr. Graimo. Mr. Acree, I just heard you say, and I think Mr. Jenson
before. that things are getting better.

Professor Moore, I believe you hold out hope in your statement for
things getting better and you envision it will take 5 years for them
to get better; but, because it is the Government bureaucracies you are
talkirig about, it will be an even more extended time than 5 years.

It sc..nds to me like the classic case that we always hear in Congress
from governmental agencies that things are getting better and you
are telling me it is going to take somewhere around 10 years for them
to become effective.

Now. if things are getting better, it means they are not too good at
the present time, or certainly not the way you would like them. Is that
a fair inferencef

Mr. Jensox. I think Dr. Moore was referring to what is considered
the normal amount of time that it takes to have an effective intelligence
unit performing at peak.

Mr., Giaimo. I understand that, but I only have 5 minutes and I
don’t need long answers from witnesses. '

0 Mr. Jenson. I think we have made tremendous progress in the
years,

Mr. Giammo. I think we have made tremendous progress.

Mr. Acree, do you think that things are the way you would like to
have them ¢

Mr. Acree. I think that a blueprint for action in terms of the way
we would like to have them certainly is underway. With the support
:}f the present leadership in DEA and the Justice Department; yes,

ey are. :

Mr. Grammo. It takes 10 years for you to reduce to 10 percent the
heroin coming into this country ¢

Professor Moore, things were so bad with the situation before that -
we had to have the reorganization plan to create a new Federal agency,
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and now I am drawing an inference that things are not going alon
too well between the new agency and Customs. You will concede,
think, that this happens in of our Federal agencies, There is
even some: evidence of the fact that for some time the FBI and the
CIA don't like to work with each other and: some of the other agen-
cies. This happens in some of our Armed Forces—between the Army
and the Navy and so forth. It seems to be indigenous to government.

I'I‘e}l- us about. What is the benefit we got from the reorganization
plan N - S

Mur. Moore. I think the benefit you got was essentially making one
::Eanization accountable for styategic design of overall drug supply

uction efforts. _

Mr. Guarmo. This sounds great. What does it do about stopping’
heroin from coming into the eountry ¥

Mr. Moore. I tginkl focusing on the issue of how many border
seizures, and the fraction of the total amount of heroin available in
the country represented by those seizures is tgo simple a way to
evaluate our performance.

If you were serious about st,oppingl the flow of drugs into the United
States, and I think we are desperately serious about the objective, the
best strategy would turn out to include seizures at the border. We are
always mﬁl for that dividend, but the major objective would be
{)?) i(rlnmo ilize networks that are continuing to move drugs across the

rder.

Mr. Giammo. Who are these major movers?

Mr. Moore. They are people who. we discover and are listed in our
intelligence files, _ .. :

Mr. Grarmo. What is the total budget of the DEA ¢

Mz, JENsoN. $153 million. ,

Mr. Graimo. What is the total cost of ‘all the heroin coming into the
United States?

Mr. Jenson. The cost ? ‘

Mr. Graimo. An estimate. You spoke about 10 pounds costing about
$400,000 in one of your earlier statements. Someone mentioned 410
pounds of pure heroin at about $400,000. )

How much heroin comes into the United States in a year .

Mr. Jenson. Something like 6'or 7 tons.

Mr. Giamxo. That costs $150'million

Mr, JENsoN. Oh, yes. Broken down to the street price.

Mr. Giamvo. Not broken down to the street. Broken down to what
it costs in its pure form.

Mr. JensoN. Roughly $280 million.

Mr. Giaimo. Here we spend $150 million and all we get is about 1
percent. L :

. Mr. Moore. What implication do you draw from that?

Mr. Graimo. You are the witness, If you want the off-the-top-of-my-
head conclusion, it is that many of our agencies are very ineffective.
However, you are the witness, please proceed. C

Mr. Moore. I think the implication you might draw from that is if
wo merely spent $250 million to buy the operation out, we.could do.it.
In fact, that is probably not a reasonable expectation. 1f we put $250 -
million. to buy out the current supplies of heroin, another group of

63-165—76——5
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suppliers would emerge and demand the same amouiit of money. There
is a fairly large supply capability for heroin.

Mr. Giano. How much are we spending to buy heroin{ :

Mr. JensoN. Our PEPI, which is for the pu of evidence and
payment for information, is about $7 million now.

think there is another factor that has to be considered. The cost of

drugs to society. Dr. Dupont was with us at a meeting in Caracas, an
area coordinators’ meeting last week, and he pointed out that today it
is costin%somewhere around $10 billion to the United States for the
drug problem here, the cost to society. He estimates that without con-
trols it would be drastically increased over that. So we are talking
about billions of dollars, g

I think when you are measuring what it costs in relation to the
benefits, you have to consider factors other than merely what the -.
heroin is valued at that comes into the United States.

Mr. GiarMo. What bothers me is that for $150 million, it seems to
me, we get a very minuscule result from our Federal agencies in this

area, . - . ... o _

Chairman Prxg. Mr, Dellums, ' :

Mr. Dertums. Mr. Jenson, let me follow on your most recent re-
sponse and ask you this question: Does spending millions of public
dollars in purchasing narcotics, in any way in your estimation, encour-
age or otherwise subsidize the trade in narcotics in this country?

Mr. Jensox. That position has been advanced b{ some, but when you
congider the actual value of the drugs that are sold on the streets, that
is a relatively small part. A kilo of heroin, when broken down to the
street level, is worth $1 million in some parts of the country, so really
we are talking about a small part of the total amount of money that is
spent in this country for drugs and therefore I do not consider it as
subsidizing the drug traffic.

Mr. DeLLuMs. You don’t believe that in any way encouraged it?

Mr. JENsoN. Absolutely in no way. ‘

Mr. DerLums. Mr. Acree made a very definite statement with re-
spect to the question whether anyone knows how heroin is being
brought into this country. Your response was no.

I would like to ask Mr. Jenson if he agrees with that statement—
that we do not know how heroin is broug t into this country—and if
you agree with the statement made by Mr. Acree I would like you to
respond as to W}W |

Mr. JensoN. We do not know all of the methods employed to bring
heroin into this country. We never have.

. Mr. DeLrums. Is the reason you don’t know because we are involv-
ing ourselves with marihuana instead of the factor of intelligence ?

fr. JEnsoN. No, sir, that is not the problem at all. The problem is
that we are dealing with traffickers who.are making every effort to
conceal the method that they are going to use to bring the drugs into
the country. They are acting at great risk, both from possibly going to
jail and from what it would cost them and their organizations, should
their methods be discovered. So they are continually seeking out new
methods, and they are working at this full time; and they have the
benefit of knowing what they are gging to do..And we have to try to
determine what their plans.are without the benefit of actually know-
ing what methods they have available to them. T
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Mr. DeLLoms. Let me, in my remaining time, move to another area.
T have here two ’Fictures_that were given to me by a former employee
of your agency. That employee alleges that these pictures show equip-
ment given by a telephone company for the BurXoses of wiretapping.

Now, will yon deny in open session that DEA carries out warrant-
fess wiretaps or receives information from warrantless wireta

- Mr. JEnsoN. We do not carry out warrantless wiretaps and it is not
with our knowledge if we receive any information that has been ob- .
tained by others without warrants. , L

Mr. DeLLoms. In 1978, allegations surfaced publicly regarding
DEA involvement in warrantless wiretaps in Houston, Tex. There are
internal DEA memos in early 1975 mgardinithe matter. My question:
Why did it take until October 1975 for DEA to initiate an official in-
vestigation into warrantless wiretaps in Houston, Tex { ,

Mr. JexsoN. The U.S. attorney was in charge of that and he was
handling the investigation, sir. -

Mr. DerLuMs. That is your answer to the question ?

Mr. Jenson. He had control of that, yes, sir, the U.S. attorney.

Mr. DeLLoms. To your knowledge, has any official or employee of
DEA or its predecessor agency ever discussed, considered, proposed, or
otherwise developed any plan to create a unit of employees, agents, or
outside contacts which would conduct extra-legal, officially unauthor-
ized, illegal, or clandestine activities? If your answer is in the affir-
mative, would you please explain? :

Mr. JensoN. To my knowledge there has never been-any such ac-
tivity, sir. - : A -

: 1::}:; DeLLums. Maybe we can go into that in executive session a little

urther. . S

The CIA has provided your agency employees with. training in
clandestiné tradecraft. Can you explain the training and discuss
whether it included electronic surveillance, surreptitious entry, and
mail openings? R '

Mr. Jenson. To my knowledge it did not include any of those open-
ings or surreptitious entry techniques. : :

Mr. DeLroms. What about electronic surveillance? Never received
training from the CIA regarding that?

Mr.. Jensown. No, sir. - - A

Mr. DeLroms. The CIA has provided assistance to the agency,
including providing CIA personnel to uncover internal corruption,
tasking of a CIA proprietary to recruit and train agents, providing
technological and operational assistance, including electric and pho-
tographic equipment, flash money, monitoring of telephones. Has all
of this assistance ceased and if so, when and why? _

Mr. JensoN. The assistance has ceased. That was, as T understand
it, a one-shot operation where the CIA was requested to assist in our
internal security operations, or our inspections office in the training
of a number of agents that were to be later placed in our field instal-
lations to serve as a conduit to our inspection office in Washington.
That is no longer in effect. - : o L

Chairman Pixe. The time of the gentleman has expired. Mr. Kasten.

Mr. Kasten. Mr. Jenson, how much money which. is spent buying
narcotics—purchase of evidence—has been actually recovered in the
last couple of years? . '
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Mr. Jenson. Last year we expended. roughly $4 millio:, and we
recovered somewhere in the neighborhood of $200,000 behind that.
I might explain, however, that you cannot include the payment for
information because that is money that obviously you cannot take
away from the person that you paid it to. .

As far as the Purchase of evidence, in order to fully develoep an
investigation to climb the ladder, so to speak, to get beyond the person
that you start with who may be at a lower echelon than the person you
are targeting in on, that is the head of the organization, you must
:gexl\d this money. You have to play the role of, in effect, a dope

dler. C '

e

P Mr. Kasten. I have figures in front of me that say in 1974 we
spent $3,975.000 and got $160,000 back ; that we spent, in 1975,:$4,609,-
000 and got $182,000 back.” . '

Now, this is agment for the purchase of evidence—less than 5 J)er-
cent. Why is i? that we are getting so few dollars back? I would as-
sume this is supposed to be 1n the process of making convictions; is
that right? = o . . L

Mr. Jenson. The point that I just made is we cannot, just buy frem
the person and turn around and arrest him at that point, and that is
the only time—theie are other times when a person does not dispose
of the money right away and a few days later we arrest him and cheek
to see if he has the monet; in his possession, which we then recover.

We have been accused by some of being a buy-bust operation. If we
were, that figure would be changed because buy-bust means you give
the money, take the drugs, and then immediately turn around, make
an arrest and confiscate the money. This shows we do develop the
cases as far up the chain as possible.

Mr. Kasten. This also shows, in answer to the question of Mr.
Dellams, that in fact for the difference between the $160,000 and
$4 million you are subsidizing the drug industry, that you are trying
to—— '

Mr. JExsoN. Sir, that same person we are making the purchase from
is probably dealing in, many, many times more, or in much greater
?mntities than what we are buying from them. So wa are really a

raction of his clientele and that would account for very little of the
subsidizing, in effect, of his operation.

Mr. Kasten, I have a different line of questions, and I think it
might be helpful if Mr. Warner, who is in.the international inteli-
gence, would join you in responding to the questions that may be
important. I am not sure it is necessar%.

. But it is our understanding that DEA foreign operatives work
directly under the State Department’s Chief of. Mission; is that
correct ?

Mr. WarNER. Yes, sir, it is. _

" Mr. Kasten. In all cases? ' '

Mr. WarNer. Except along the Mexican border—there is a 26-
kilometer zone where agents stationed in the United States are au-
thorized tooperate. -~ ' o

Mr. Kasten. Where agents stationed in California.and Arizona
operate with what kind of controls? What kind of records are kept
as to whére those agents enter, what they do, and how they leave?

IA"
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What kind of records are kept by either State or DEA as to the
actions of those agents? - L o
Mr. Warner. I think this is a question-better answered by Mr.
Jenson, who is responsible for the total— L :
Mr. KasTEN. Are any records kept of the operations of these agents
in the 26-mile freearea? ~ - e .
Mr. JEnsoN. Not as a separate type of record. - ‘
. Mr. KasTeN. Have gun fights ever occurred with our agents in this
free area ¢ o R
- Mr. JEN8ON. Yes, - ' ‘ :
Mr. Kasrex. Use of firearms. Could you destribe under what cir-
cumstances these agents who are operating in a foreign country ceuld
‘be involved in gunfights? - R oY R
Mr. JEnsoN, We are allowed by the Mexican Government ta carry
firearms in Mexico. This is not something that is'in a formal agree-
ment ; it; is'just something’that has been done over the years and is
acceptable to them. It is'a relatively dangerous area to operate. .

Mr. KasTEN. You said this is.itcceptable to——= .
“Mr. JEngoN, The Mexican officials. *~~~ "7« " 70 0 L
-Mr."KasteN. Have there:been any complaints or questions about
that acceptability ? e PR
Mr. Jenson. No. S e P e e T

Mr. KasteN. Mr. Warner, in.your opinic}h ‘have.there béen any—

I have some information from someoné on this staff that if such con-
duct persists, DPEA wonld be kicked out of these countries, ., -

- Mr. WarnEr. Noj I.don’t believe this is the'case in Mexico. We
certainly have full cooperation from the ‘Mexican. aftorney general
and- the’ Federal Judicial Police in Mexico to operaté in the 26-kilo-
'méter zbné'In cooperation, of course, With the B(ﬁax'iéa'ﬁ authoritjes.

. The chain of command is pretty.ri g‘ The regional manggenient
in California, in Texas, or ‘wherever ﬁ: operation’ may ‘be “directed
‘from, i§ knowledgeable about the operationg that nré being carried
out by the agents and they operate under the réstrictions in the use

“of firenrmsior anything else they undertake.”” ~ .~ = '~
- Mr. JorNsoN. T ask unanimous conseat to’ yield 2 minutes of my
timbe to the gentleman from Wisconsin. R
" Chairman Pixe: Without objection, the gentleman is récognized
for 2 additional minutes. D

Mr, KasTEN, You said y'(')u""!'lad- controls, but you said .no.records

are kept, by either State or DEA, as to the activitips of our agents
in this26-mile freearea. . © = o '

- "Mr; JeNson. May I correct’ that ? We said no sékéﬁi'até‘,,i'g'éords_ as

such, but 411 of the official activity of our agents, when, they are con-
-ducting. an_investigation, is’ recorded in our DEA-8, which is the
's:t;m‘Hag"d Teport form, plus they are accountable .to their immediate
supetyisor, a group suﬁervis,_(’)i'k‘or special agent in charge. who is also
accountabla to higher chaini of command. =~ = .~ o ,
" So there are controls, both, from. that standpoint, and' there atre
written reports as to their activity. LT e
" ‘We hays, basically two types of activity. One is intelligence 'type,
pissive type. investigation, which is strictly like record checks, sur-
veillahce, Wheré theré arve no arrests or ay forciblé ‘action; and then
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- we have that type of activity which is also in conjunction with the
'host country, Mexico, or any other country.

Mr. KasTeN. In connection with the incident of the.sghoot-out—

~“gunfights—in, this 26-mile free area with the agents coming in from

California, Arizona, it would seem to me that the incidence of this

“is very, very high and that it is not dealing with.or it is not serving
.your purpose, which is to gather intelligence.

I mean you become kind of an arm of the Mexican police force
here running around; but shouldn’t you be doing the work with in-
telligence and not ttin% your agents involved with all these dif-
ferent kinds of ghts? And isn’t it a fact that in many of these
cases we are dealing with people with marihuana in small operations?
b Why (gion’t you deal with intelligence and get out of the gunfight

usiness : .

Mr. JensoN, We are there at the invitation of the host country of
Mexico. We assist them in those areas that they request us to. -

Mr. KasteN. You mean Mexico told you to get out of the intelli-
gence business and-into the gunfight business :

Mr. JensoN. No; but we have to assist thiem in areas that they want
and need help in order for them to cooperate with us in these other
areas which are importanttous. . - ERR SR

- Mr. KasteN. Thank you, Mr. Chairman. -

Chairman Pixe. Mr. Mur%llxy. SO

Mr. Mureny. Thank you, Mr. Chairman. - . .

We have heard testimony from both Mr. Acree and Mr. Jenson

. hore today, with whom I have had the pleasure of working in regard
. to. this problem for many years, but both of you have testified that

the cooperation between both your agencies has improved since June,
I believe lit was. Obviously we are talking about the departure of
Mr.Bartels. .. - o o ‘
But as we sit here today'I notice Mr. Dogin isn’t here today—and I
also know that presently in the White House there is a decision to

“replace Mr. Dogin and bring in a new head of the DEA.

We just had the new White House paper on drug abuse, and this is

“about the third or fourth paper we have had on that. We will prob-

ably. go through: another third or fourth reorganization before we
get down to brass tacks. The.brass tacks, gentlemen, in my estima-

tion is that the State Department of the United States still refuses
: to recognize the international drug problem on a No. 1.priority basis.

Until.that happens, until we are able to give support to Customs

" and DEA: agents.in these foreign countries, we are kidding qurselves.

Woe all know where the dope is. grown. I have flown over the fields

" three or four times in. different countries. The origin of these drugs

is no secret. Mexico is No. 1 on the hit-parade supplying us narcotics.

_There is & saying among your agents.that ance the poppy i8 incised

»

or split.open, the hall game is over. Your own estimates are that you

_get 10 or 15 percent of what is smuggled into this country. As soon
, ggtthey AgrowPepoppiea and thev are incised and harvested, 80 to 85

pereent i8 going to.get. into the United States. -

[

People ask the question, how do drugs.get. i . Theyget in in as

_many ways.as the imagination.can think of. President Nixon kicked

it around and made 8 political football out of it- Now President Ford

is-beginning. to- do the same. We: got rid of Mr."Barg:e 8, who never
fageglzglllfgmnoe with-Attorney General Levi. Tylen fired him for
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endemic corruption. None of it has been proved. Maybe Bartels was a
poor manager; I don’t know. But there was no corruption. ’
The morale in both your agencies is way down'because the State
.Deiartment and the executive department made, s football out of
both your agencies, and it is continuing todoso. = "
. As we sit here today, a fellow from Chicago is being interviewed
to head the DEA agency, and we are going to get him confirmed in
o 1 month or 2. He will come in with his policies, 1f he knows anything
. about drug abuse, - - o A
Bensinger is not.a lawyer. He has never been a prosecutor. He was
a former candidate for sheriff in Cook County and lost. . -
They are bringing him in now, and we are going to start this whole
Process over. : . L .
Let's not kid each other. As far as Kour intelligence is concerned,
we know it comes from the NSA or the CIA. I have been in South
America when the CIA wasn’t. talking to Customs agents or DEA
agents. They would ox:}{y ive them. the crumbs off the table as far as
intelligence 18 concerned. That is because the State Department hasn’t
made drug abuse the No. 1 priority. f e .
Your agencies, both Customs and DEA, are ignored by the agencies
and embassies around the world. In fact, they would like to keep you
~ out because you are a pain in the rump to them since you ask em-
barrassing questions. You tell the h